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Oracle Enterprise Manager 11g
Data Masking Hands-on Lab

Introduction to Enterprise Manager 11g

Oracle Enterprise Manager 11q is the centerpiece of Oracle's integrated IT management strategy, which
rejects the notion of management as an after-thought. At Oracle, we design manageability into each
product from the start, enabling Oracle Enterprise Manager to then serve as the integrator of
manageability across the entire stack encompassing Oracle and non-Oracle technologies. Fueled by this
unique vision, Oracle Enterprise Manager 119 has introduced business-driven IT management to help IT
deliver greater business value through three highly differentiated capabilities:

e  Business-driven application management, which combines industry-leading capabilities in real
user experience management, business transaction management and business service
management to improve application users' productivity while enhancing business transaction
availability

e Integrated application-to-disk management, which provides deep management across the entire
Oracle stack to reduce IT management complexity and eliminate disparate point tools

e Integrated systems management and support, which utilizes industry-first technology bring
support services into the IT management console; enabling proactive IT administration, increased
application and system availability, and improved customer satisfaction

Introduction to Enterprise Manager 11g Data Masking Pack

Oracle Data Masking pack for Enterprise Manager, part of Oracle's comprehensive portfolio of database
security solutions, helps organizations comply with data privacy and protection mandates such as
Sarbanes-Oxley, Payment Card Industry (PCl) Data Security Standard (DSS), Health Insurance Portability
and Accountability Act (HIPAA), as well as numerous laws that restrict the use of actual customer data.
With Oracle Data Masking, sensitive information such as credit card or social security numbers can be
replaced with realistic values, allowing production data to be safely used for development, testing, or
sharing with out-source or off-shore partners for other non-production purposes.

e Comprehensive and Extensible Mask Library --Oracle Data Masking Pack provides a centralized
library of out-of-the-box mask formats for common types of sensitive data, such as credit card
numbers, phone numbers, national identifiers..

e Sensitive Data Discovery and Application Integrity -- Using Oracle Data Masking Pack’s search
capabilities, information security administrators can quickly search the database to identify
sensitive data. In some applications, the same sensitive data is maintained in multiple tables
related by referential (primary key-foreign key) relationships. Oracle Data Masking Pack discovers
these relationships and masks all related data elements automatically while preserving
referential relationships.

e Sophisticated Masking Techniques -- Oracle Data Masking Pack provides a variety of
sophisticated masking techniques to meet application requirements while ensuring data privacy:
Condition-based masking which makes it possible to apply different mask formats to the same
data set depending on the rows that match the conditions, Compound masking which ensures
that a set of related columns is masked as a group to ensure that the masked data across the
related columns retain the same relationship, and Deterministic masking which ensures
repeatable masked values after a mask run. Enterprise may use this technique to ensure that
certain values get masked to the same value across all databases.
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Secure High Performance Mask Execution -- Unlike traditional masking processes that are
typically slow, Oracle Data Masking Pack uses highly efficient parallelized bulk operations to
replace the original sensitive data with masked data. Because the entire data masking process is
done in place, enterprises can be assured of a greater sense of security knowing that the
sensitive data would never leave the database during the masking process.

Support for Heterogeneous Databases: Oracle Data Masking Pack can support masking of data
in heterogeneous databases, such as IBM DB2 and Microsoft SQLServer, through the use of
Oracle Database Gateways.

This lab will demonstrate:

Creating and exporting data masking formats

Masking sensitive application data

Using compound masking, condition-based masking and user defined masking
(OPTIONAL)Deterministic masking

Please feel free to seek assistance from the instructor or Oracle Demo staff at any point in time.

Before we start taking you through the demonstration, please note the following:

You will be given a virtual machine address to use for this lab. For ease of reference, you may
want to write this below:

Virtual Machine Address:

You will connect to that system using VNC. VNC password is g0Oracle12#

Operating System Accounts: oracle/g00racle12# and root/g00raclel12#
Database(db04 and db05) Accounts: system/oraclel
Grid Control Accounts: sysman/oraclel

Additional information can be found at:
Demo Booths located at {Location}
Additional Sessions:

Moscone South: Enterprise Manager # XXXX
Moscone West: Enterprise Manager # XXXX

For additional information, visit:

Oracle Enterprise Manager
http://www.oracle.com/enterprise_manager/index.html
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Creating and exporting data masking formats

1. Start Firefox and login to Grid Control as sysman/oraclel at the URL
http://dbsecurity.oracle.com:4889/em.

2. Navigate to TARGETS->DATABASES-> Data Masking Format Library

ORACLE Enterprise Manager - _ Seup Prekrences Help Logout
Grid Control 11g Home MREWCTERNS Deployments Alerts | Compliance | Jobs | Reports Iy Oracle Support
Dalabases Middieware | Web Applications | Ssrvices | Systems | Groups | Viriual rs | All Targets
Databases
view O Oracke Load Map @) search List Fage Refreshed  Jul 27, 2010 5:18:48 PM UTC

Targets Not Configured 1

Y —

(Remove ) Configure ] | (Add)

Select Name Status Alerts Policy Violations Compliance Score (%) Version ions: CPU jons: 10 fons: Other Instance CPU (%)
@ avorack com 2 1253 5 10.20.30
O dbot orack.com 2 526 98 11.1.0.7.0
O dbozorack.com % 5 2 96 11.1.07.0
O dbiGorack.com 2 1263 910.20.40
O dbdd.orack.com o 0 ooo -11.2010 - - S -
O dbS.ormack.com 2 ooo -11.2010
O emreporack.com o 1 1563 5 9210.2040 il 01 O A4

“TIPForan explanation of the icons and symbols used in this page, s== the |con Key.
Related Links

Cuslomize Table Columns Data Masking Definitions Data Masking Format Library
Dictionary Basslines Dictionary Comparisons Dictionary Synchronizations
Execute SQL Recovery Catalogs

3. The format library contains a collection of ready-to-use masking formats. The library
consists of format routines that you can use for masking. A masking format can either
be one that you create, or one from the list of Oracle-supplied default masking formats.

ORACLE Enterprise Manager Sewp Prekrences Help Logout
Grid Control 11g Home JRETITIEY Deployments Aleris Compliance Jobs Reports My Oracle Support

Dalabases | Middeware | Web Applications | Services | Systems | Groups | Virtual Servers | All Targets
Data Masking Definttions >

Format Library

The Format Library contains a collection of ready-lo-use masking formats which can be used when creating a masking definition.

Search [ Format 3] | ] &) (Export ) mport ) (Create )

Select Format DaiaType  Sample Description Oumer
©  Angh Amerian First Name Sourcs Typs  Not Generated Anglo American First Name SYSMAN
O Angb American Last Hame Source Typs  Nol Generated Anglo American Last Name SYSMAN
O Bay Area Phone Number Character (550 555-4301 Bay Arsa Phone Number SYSMAN
O sochl Seouriy Number Character 519301085 Social Security Mumber SYSMAN
O sochl Securiy String Character  565-76-3244 Scchal Securtty String SYSMAN
O Expiration Date Date 2140351 1804450  Evpration Date SYSMAN
O Mew Hampshire Phone Number Character  (503) 8638404 New Hampshire Phone Number SYSMAN
O Vi Master Card Mumper Character 49852247 74159672 Vs / Master Card Number SYSMAN
O redi Card Number With Checlsum Character  Nol Generated Dummy erecit card numbers based on original type wilh checksum SYSMAN
O American Express Credi Gard Number Characier  B773463270140852 ~10 bilon unique Amerian Express crecll card numbers SYSMAN
O Discover Card Creil Gard Number Character 1707805960238 ~10 bilion unigue Discover Card credit card numbers SYSMAN
O astertard Crei Card Number Character  5441196343423350 ~10 bilon unique MasterCard crecit card numbers SYSMAN
O Vi Credt Card Number Character  4716208975385199 ~10 bilion unigue Via credit card numbers SYSMAN
O Generis Cresit Card Number Character  5170247825043069 ~10 bilon unique gener: credit card numbers SYSMAN
O Generic Creclt Card Number Charactar 453- 1446-00753- 5AA ~10 hillion_uniaue. i card numbers. SYSMARN

4. Click on the Create button to begin creating a custom Masking Format.

Data Maskig Definitions >
Format Library
The Format Library contains a collection of ready-to-use masking formats which can be used when creating a masking definition

Search |Format % | Go | Expon ) (import ) | Create
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From the Create Format Dialog, we will configure our Masking Format

Create Format

* Name l l

Descrption | I

Format Eniries

Define masking format by adding one or more lormat entries of different types:

Add | Array List = Go)
Type Description Edit Remove
No entries added
Add atleastone krmateniry b uss post processing Lincion
Post Processing Function
The lincion can sither bea stndalane Linci cn | Example: sootimasking_uine) o 8 kinclen spediled inside of a package (Exaimple: scotmasking_pkg chedksumi

Sample Masked Data

Cancel | (_OK

Sampies are generaled using defined formal. Use Refresh 1o re-generate Refresh )
samples.
® Not Generated
Name: Colors
Description: Colors of a rainbow

Type ‘Colors’ in the Name field and ‘Colors of a rainbow’ in the Description Field. Before
adding a field type, view the number of different options which you can mask data.
Choose Array List and click the Go button.

Deket
Fieed Number ...
Fieed String

Null Value

Preserve Original Data
= ofa padage | Random Dates pmi.
Random Digits
Random Numbers

Random Strings

Shuffie
Substitute
Substring
Table Column
pris | Setup Truncate lout

User Defined Function

Define the List of Values for the Colors Format and click on the OK button when finished.
The values include:
=  Red, Orange, Yellow, Green, Blue, Indigo, Violet

Create Format

Array List

Specify a Iist of values. Use' ! to rate each value in the list_Leading and trailing white

List of Values

Red, Orange, Yellow, Green, Blue, Indigo, Violet
Example: New York, New Jerssy, New Hampshire

Cancel

will be removed. The values in the Ist will be selected randomly to mask the original column values.

You can see samples of the masked data in the Sample Masked Data Section. Click on
the Refresh button to see a random sample from the defined Array List. This screen
allows you to edit any values of the Masking Format. Click the OK button when you are
satisfied with the entries.
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Edit Format: Colors
| Cancel J J

*Name |Colors

Description |Co|0r5 of a rainbow

Format Entries
Define masking format by adding one or more format entries of different types.

Add |Array List |5
Type Description Edit Remove
Array List List of Values: Blue,Green,Indigo,Orange,Red, Violet, Yellow Ey ?

Post Processing Function |
The function can either be a standalone function (Example: =cott. masking_func) or a function specified inzide of a
package (Example: scott.masking_pkg.checksum).

Sample Masked Data

Samples are generated using defined format. Use Refresh to re-generate samples | Refresh |

+ Red

» Orange
Blue
Green
» Indigo

9. Return to the Format Library screen and click on the Export button to begin the process
of exporting the entire library.

Data Masking Definition >
Format Library
The Format Library contains a collection of ready-to-use masking formats which can be used when creating a masking definition

Search |Format 2| | | & (_Expen ) (Import ) ( Create

10. As the dialog states, exporting a format mask can be saved and re-used in the future for
masking. This mask can be shared and/or imported into another Format Library in
another Enterprise Manager environment.

Export Format Library

el

A saved format libray can be reused in the future for masking. It allows sharing of masking formats with other Enterpres Manager environ ments that use a different repository.

11. Save the file to the default location on the Desktop.

Opening masking_fmt_lib_20090512200 9.xm|

You have chosen to open
masking_fmt_lib_200905122009.xml

which is a: XML document
from: http://dbsecurity oracle com: 4889

What should Firefox do with this file?

@) Open with ‘ Firefox Web Browser (default) —

@ Save File

[] Do this automatically for files like this from now on

‘ ¥ cancel | Jox

12. Navigate to the Desktop and double-click on the newly created XML document. Your
filename will be different than what has been captured here.
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rasking_fmt_lib_

512

13. If you would like to, you can review the XML document and the information that has
been captured in the document.

Mozilla Firefox

Fle Edit View History Bookmarks Jools Help

2} @ (8| rie-imomeraracte/Deskiop/masking_fmt_lis_260905122009 x| | - | &~ &

[ Most Visited ¥ 9] Audit Vault [¢|Grid Control  [9)DB01 EM

| |e| Oracle Enterprise Manager {... x | @] file:/homef...905122009.xml  x -
This XML file does not app ear to have any style with it. The tree is shown below. H
=<MASKING FORMAT LIBRARY META VER="1 0" PROD VER="102050">
- <FORMAT>
<NAME>American Express Credit Card Number</NAME>
—<DESCRIPTION>
~10 billion unique American Express credit card numbers
</DESCRIPTION>

<RULE_ORDER>! </RULE ORDER>
<RULE_CONDITION> L=1 </RULE CONDITION>
—<FORMAT_ENTRY>
<ORDER>| </ORD ER>
<TYPE>RD</TYPE>
<START>10</START>
<END> 1 0</END>
</FORMAT_ENTRY>
—<FORMAT_ENTRY>
<ORDER>2</ORD ER>
<TYPE>UT</TYPE>
<UDF>DBSNMP.DM_FMTLIB MGMT DM_GEN_AC</UDF>
</FORMAT_ENTRY>
</FORMAT>
—<FORMAT>
<NAME>Anglo American First Name </NAME>
<D ESCRIPTION >Anglo American First Name </DESCRIPTION>
<RULE_ORDER=>!</RULE ORDER>
<RULE_CONDITION > null </RULE_CONDITION>
—<FORMAT ENTRY>
<ORDER:>| </ORD ER>
<TYPE>CC</TYPE>
<OWNER>0E </OWNER>
<TABLE>CUSTOMERS</TABLE>
<COLUMN>CUST_FIRST NAME</COLUMN=>
</FORMAT_ENTRY>
</FORMAT>
—<FORMAT> b
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Masking Sensitive Application Data

1. Navigate to the Data Masking Definitions by selecting Targets -> Databases -> Data
Masking Definitions.

OiRACLE Enrprise Manager
tral 115

Horts  Dnisbases  Mirivanre | Wen Appientoes | Serdoes

Databases
Ve ) Cencle Lot Mg 2 Search Lt Poge Fefresherd  Jul 27, 2010 51848 P ute: I
Taigets Mot Conlgured 1
Soen ) Ry
Soncch
Famve ) Contgure ) | (203 )
Select Hame Sintua Alerta Policy Vialntions Complisnce Scar (%) Versian Sessions: CPU Sesalons: 10 Seslona: Other instnsce CPU (%)
1 ® 102030
111070
111070
102040
- 12010 - - S
SIETTTY
5 %2 102040 o1 0 Oy 44
= TIP For nn explination of e kx E ogn iy
Relted Links

2. From the Data Masking Definitions Dialog, we will create a new definition. Click on the
Create button to begin the process of masking data.

Data Masking Definitions

Data masking is the process of making sensitive information in test or non-production databases safe. It dsguises sensitive information by owerwriting it with reaistic iooking but false data of a simiar type. A

masking definition defines the columns to be masked and the format of masked data. You can create a new masking definition r use an existing definition for a masking operation. The Format Library contains
a coliection of ready-to-use masking formats.

Search | Masking Definiton 3 | | Go import

Select Masking Definition Database Description ColumnsStatus
No definitions

Most Recent Job Ended

Format Library

A masking format defines the format of masked data. You can create a new masking formatand reuse it later when creating a masking definition
Format Library

3. From the Create Masking Definition screen, type in the Name, Database and Description
field with the provided values below. Continue and click on the Add button.
i. Name: SIMPLE_EMPLOYEE_DATA_MASK

Database: db04.oracle.com
Description: Mask Employee Data
Create Masking Definition
| Cancel ) [OK
+ Name [SIMF’LE_EMF'LOYEE_DATA_MASK ]
+ Databass [dbO4 orack.com ] 4
Description [Mask Employes Data ]
Columns
Add columns you want to mask and define masking format for each column. Fareign key columns are automatically added 1o maintain referential integrity. Dependent columns are columns
that do not have foreign key constraints defined, but reference a masked column due o i Eevel ints. You can y acid columns to a masked column
Remaving a column from this list will remove all foreign key and dependent columns.
Dependent Columns
Select Owner Table Column Column Group Data Type Format Foreign Key Columns Count Add
Mo columns
added

4. At the Database Login screen, login as system/oraclel. Leave “Connect As” set to
Normal, and then click the Login button.

Page 7 of 52

ORACLE




ORACLE 1 13‘

ENTERPRISE MANAGER

Database Login

+ Ussrname lsystem ]

Databass db04.oracle.com

ot <]

[ save as Preferred C redential

(Cancel ) ( Login )

5. We are going to search for the EMPLOYEES table in the HR Schema. Type in the
following values and click on the Search button.

Schema: HR
Table Name: EMPLOYEE
Column Comment: MASK%

Data Mesking Definitiors > G reate Masking Definition >

Add Columns

Databass db04.oracle.com Logged In As - system Cancel ) (Add ) (Define Format And Add

Add one or more columns for masking. Foreign key columns will be added automatically. You can defing masking format at oncs for all sslectsd columns if they have the same data typs.

Search
Schema. IHH l e Column Name [ l
Table Name IEMPLOYEES l Column Comment [MASK‘{n l

e
Search Enk

[ Wask selected columns as a group
Select Owner Table Name Column Name Data Type Comment

Mo columns

[ Cancel ) (Add ) ( Define Format And Add

6. Select the column for EMPLOYEE_ID and click the Add button.

O Mask selected columns as a group

Select Al | Select None

Select Owner Table Hame Column Name Data Type Comment
L HR EMPLOYEES EMAIL WARCHAR2{100) MASK canddate: HR Privacy Policy

| ’ g HR EMPLOYEES EMPLOYEE_ID NUMBER MASK canddate: HR Benefits Policy
[T EMPLOYEES FIRST_NAME VARCHARZ2{20) MASK canddate: HR Privacy Folicy
O wm EMPLOYEES LAST_NAME VARCHARZ2{25) MASK canddate: HR Privacy Policy
[T EMPLOYEES SALARY NUMBER(8,2) MASK candidate: HR Compensation Policy

Cancel Define Formai JAnd Add |

7. Notice how all associated foreign key columns (5) were added automatically to this
Masking Definition. However, in this particular case, there is an additional table named
MANAGERS that is part of the HR application, but all of its constraints are enforced by
the application and NOT in the database. The MANAGERS table uses EMPLOYEE_ID, but
the relationship is not registered in the database as a foreign key constraint. Therefore,
we must add a Dependent column on the EMPLOYEE_ID column. Click on the <F icon to
add this Dependent Column

(D Information
Foreign key columns were added and will be masked the same way as parent columns.
HR.EMPLOYEES.EMPLOYEE_|D - HR.DEFARTMENTS.MANAGER_ID; HR.EMPLOYEES MANAGER_ID; HR.JOB_HISTCRY EMPLOYEE_ID; OE CUSTOMERS.ACCOUNT_MGR_ID;
OECRDERS.SALES REF_ID
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Columns

Add columns you want to mask and define masking format for each column. Foreign key columns ars automatically added to maintain referental integrity. Dependent columns are columns that
do not have foreign key constraints defined, but reference a masked column due to application level constraints. You can manually add dependent columns fo a masked column, Removing a

column from this list will remove all foregn key and dependent columns. Add
Remove

Select All | Seksct None

Forcign Key Dependent Columns
Select Owner Table Column Column Group DataType Format Columns Count Add

[T EMPLOYEES EMPLOYEE_ID NUMBER /} 5 (4]

}g Columns that have this con do not have a masking format defined

Foreign Key Columns

Owner Table Column Parent Owner Parent Table Parent Column
HR DEPARTMENTS MANAGER_ID HR EMPLOYEES EMPLOYEE_ID
HA EMPLOYEES MANAGER_ID HR EMPLOYEES EMPLOYEE_ID
HR JOB_HISTORY EMPLOVEE_ID HR EMPLOYEES EMPLOYEE_ID
OF CUSTOMERS ACCOUNT_MGR_ID HR EMPLOYEES EMPLOYEE_ID
OF ORDERS SALES_REP_ID HR EMPLOYEES EMPLOYEE_ID
[Depende nt Columns |

Qumer Table Column Parent Owner Parent Table Parent Column Remove
No dependent

columns added

8. Typein ‘HR’ in the Schema and ‘Managers’ in the Table Name to search for the
appropriate column of data. Click on the Search button to execute.
Schema: HR
Table Name: MANAGERS

Data Masking Defintions > Creats Masking Definition >

Add Dependent Columns

Databass db04.oracle.com Logged In As - system |_Cancel Add
Parent Owner  HR Farent Table EMPLOYEES
Parent Column EMPLOYEE_ID Data Type NUMBER

Search and add dependznt columns that do not have foreign key constraints defined

Search
Only the first 2,000 columns are dispayed. 5 search criteria to limit the numbsr of columns in the resukt sst.

Schema  |HR &

Table Name IMANAGEHS I

Column Name I l

(Search )

Select Owner Table Name Column Name Data Type

No columns

Cancal | Add

9. Select the MGR_ID column and click on the Add button.

Search
Only the first 2,000 columns are displayed. Specify search criteria to limit the number of columns in the result sst.
Schema [HH l 5

Table Name [MANAGEHS l

Column Name [ l

Search |
Select All | Sskect None
Select Owner Table Name Column Name Data Type
[ wm MANAGERS APPROVAL_LIMIT MUMBER({11)
[ wm MANAGERS MGR_GCOST_GENTER VARCHAR2{30)
MANAGERS MGR_ID MUMBER |

Cancel ) | (_Add

10. You have successfully added a dependent column. The dependent column
HR.MANAGERS.MGR_ID will now be masked in the same way as the parent column,
HR.EMPLOYEES.EMPLOYEE_ID.

(D Information
Dependent column(s) were added and wil be masked the same way as the parent column
HR.EMPLOYEES.EMPLOYEE_ID - HA. MANAGERS MGA_ID
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11. The next step is to format the EMPLOYEE_ID column
icon.

(D Information

Dependent columns were added and will be masked the same way as the parent column

HR.EMPLOYEES.EMPLOYEE_ID - HR.MANAGERS. MGR_ID
Create Masking Definition
(Cancel ) (0K

+ Name [smPLE_EMPLOYEE_DATA_MAsrd

|
+ Databass [dbO4.oracla.oom l \:7
|

Description [Mask Employes Data

Columns

Add columns you want to mask and cefine masking format for each column. Forsign key columns are automatically added to maintain referential int=grity. Dependznt columns are columns
that do not have foreign key constraints defined, but reference a masked column due to application level constraints. You can manually add dependent columns to a masked column

Remaving a column from this list will remove all forsign key and dependent columns. (_Add
(Remove

Select All | Select None

Dependent Columns
Select Owner Table Column Column Group Data Type Formal Foreign Key Columns Count Add

O HR EMPLOYEES EMFLOYEE_ID NUMBER & 1 de

% Columns that have this icon do not have a masking format ciefined,

12. As previously discussed, there are many different options to format the column of data
to ensure the quality of the data masking. If you were to use an existing format from
the Format Library, you would click on the Import Format button. In this particular
example, we are going to select Random Numbers from the drop down list box and click
on the Add button.

Define Column Mask

Oarer WA Table EMPLOYEES Cancel) 0K
Celurm  EMPLOYEE_ID Data Type NUMBER

By default all reecrd i the table will be mashed using the spedfied format. You can cpliorally iderify rmere {han e aubset of records using condiiors. Each aubset can be masked using a correspording masking fermat. The aubests wil be
masicad in the orcler they are spadfied. A subsst will not be masied again sven when it maiches a subsequent cordfion.

Adid Condition

Expand Al | Collapss &) Amay List
Dl
n::mm Format Entry Properties
Selact Condition Vil Proparty Value Property Value = R

¥ cortiors Pret-Processing Furcion

® ¥ Default Cordion
Vo

Substiute Lance [+
[ S | Targets | Deplonents | Alscts | Comcliares | dobs | Beports | Setp | refscerces | Help | Loosut
paresi

Coppich © 1m0, 2, e st e 1 i Dt i

Ovcles is. 3 o Owncle bl

13. Enter 1000000000 for the Start Value and 9999999999 for the End Value. Click on the
Sample icon = to view sample data and continue by clicking the OK button.

Add Canditien

imoer Forma | Format Eniry | Rancom humbers < | 2de)
Expare 41 | Collapes &1
Farmat Entry Propsrties
Select Comdition Property Value Propeity Value Sample Remove
¥ condtiors
&) ¥ petaut Cordiion seooiaf]

Fardom Murrbers Start Value 1000000000 | Erd Value |gm&mm |
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14. The next step is to add additional columns in the EMPLOYEES table to include in this
masking operation. Click the Add button to continue.

Create Masking Definition
(LCancel ) (OK)

+ Name [S|MPLE,EMPLOVEE,DATA,MAS@

|
« Database [dkﬂ4 orack.com ] 7
|

Description [MaskEmpbyae Data

Columns

Add eolumns you want to mask and define masking format for each column. Foreign key columns are automatically added to maintain referential integrity. Dependznt columns are columns

that do not have foreign key constraints defined, but reference a dueto lication level You can manually add dependent columns to a masked column
Remaving a column from this list will remove all foreign key and depsndent columns.
[ Remove )
Select All | Sskect None
Dependent Columns
Select Owner Table Column Column Group Data Type Formal Foreign Key Columns Count  Add
O wr EMPLOYEES EMPLOYEE_ID NUMBER E/ 5 1 :3;

15. Set HR as the Schema and EMPLOYEES as the Table Name and click on the Search button
to query for appropriate columns.

Add Columns

Database dboz.orscle.com Logged In A= system Cancel) (A0 | Defne Formal and Add

Add ore o more columis for masking. Foreign key columrs will be addedd autormatially. Yeu can ciefine masking format at once for all selected oo if they have the same data hps.

Search

Scherm [HA | o Golurm Nams | |

Tatde tume [EMPLOVEES] | o — ]
S e p—p——

[ sk ssbected coiumre a2 5 greup
Select Owner Table Name Caolumn Name Data Type Comment
No colurmrs

16. Add 4 columns in HR.EMPLOYEES for masking (FIRST_NAME, LAST_NAME,
PHONE_NUMBER, SALARY). Select the 4 columns listed in the previous step and click on
the Add button.

Select All | Select More

Select Owner Table Name Column Name Data Type Comment
O w EMPLOYEES ciy VARCHAR2(0)
U we EMPLOYEES COMMISSION_PCT NUMBER(2,2 Cammission percentage of the enpioyee; Orly employees in siles
department sighie lor commission perceniage
D HR EMPLOYEES COUNTRY_ID CHAR(Z)
O we EMPLOYEES DEPARTMENT_ID HUMBERi4) Department id where employee works; foreign ley 1o department_id
o of the departments table
™ EMPLOYEES EMAIL VARCHARZ(100) MASK cancdidate: HA Privacy Poicy
D HR EMPLOYEES EMPLOYEE_ID NUMBER MASK canddate: HA Benefits Poicy
| |Z‘ HR EMPLOYEES FIRST_NAME VARCHAR2(20) MASK canddate: HA Privacy Palicy
D HR EMPLOYEES HIRE_DATE DATE Date when the employse started o this job. A not rull colurm.
L we EMPLOYEES JOB_ID VARCHARZ(IO]  Current job of the employes; forsign key 1o job_id colurm of the jobs
fable A rot rull edurm
| HR EMPLOYEES LAST_NAME VARCHARZ(S)  MASK candchle: HA Privacy Policy
[T EMPLOYEES MANAGER_|D NUMBEFR Mareger id of the employss; has same domain as mareger_id in
depariments table, Forsign bey lo employee id coum of ermployees
table. fusehul for reflesive joire arnd CONNECT BY cquery)
0w ELPLOYEES NATIONAL_ID VARCHARZ(00)
I B ENPLOYEES PHONE_NUMEER VARGHARZ(ZD)  Phone rumber of the eimbloyes, induudss cauniry code and ares code
D HR EMPLOYEES POSTAL_CODE VARCHAR2(12)
ITI HR EMPLOYEES SALARY HNUMBER®,2) MASK candidate: HR Compersation Policy |
D HR EMPLOYEES STATE_PROVINCE VARCHAR2(10)
D HR EMPLOYEES STREET_ADDRESS VARCHAR2(40)

|_Detine form a1 Andi Adg

Lante,
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17. Now that we’ve added 4 more columns to mask, we need to define a masking format for

each column. Click on the #% icon to define a masking format for the column
PHONE_NUMBER.

Columns
Ao achurrs you wanit to rmask and define masking fomat for each eolumn. Foreign key colurmrs are aulomalically added to maintain referential integrity. Dependent courmrs are colunmrs that do not have forsign key corsiaints
defined, but referencs a masked colurmn due 1o spplication lsvel constraints. You can manually add dependsnt columns 10 8 masked column. Removng & oolurmn from this list wil remove all forsign ey and dependent colunms. add
Ramove
Select Al | Select Mone
Foreign Key De pende nt Calunms

Select Owner Table Column Calumn Group Data Type Format Columrs Count Add

D HR EMPLOYEES EMPLOYEE_ID NUMBER 5 1 P

D HR EMPLOYEES PHONE_MUMBER VARCHAR2(20) 0 o 4

D HR EMPLOYEES FIRST_NAME VARCHAR2(20) o o %

D HR EMPLOYEES LAST_NAME 'VARCHAR2(25) -3 o 1] &

D HR EMPLOYEES SALARY NUMBER®, 2 P a o &

% Courrs that have this icon oo rot have & masking fonmat defined
18. For the column PHONE_NUMBER, click on the Import Format button.
| imac Farma | Format Entry | Armay List 2 |Aad
Epand 2 | Collapss A1l
Format Eniry Properties
Select Condition Property Value Property Value Sample Remove
¥ cadiios
%)V Default Cordtion
(Add a farmat enirgd
Cance OK,_

19. From the Import Format dialog, select Bay Area Phone Number and click on the Import
button.

Import Format

Databass db04.oracle.com Logged In As - system (Cancel ) ( Import )
Owner HR Column  PHONE_NUMBER
Table EMPLOYEES Data Type  VARCHAR2(20)
Search
Name [ l
Cwner [ l
(Search)
1-250127 % |Next2 &
Select Format Data Type Sample Description Owner

O Anglo American First Name Source Type  Not Generated Angl American First Name SYSMAN

Anglo American Last Name Source Type  Not Generated Angl American Last Name SYSMAN

Bay Area Phone Number Character (408) 555-6544 Bay Area Phong Mumber SYSMAN

/ Sochl Security Number Character 142521702 Social Security Mumber SYSMAN

) Social Securly String Character 883309652 Sochl Seourity String SYSMAN

20. Review the Default Condition for the format masking for the PHONE_NUMBER column.

Click on the =" icon to review sample data from this format mask. Click on the OK
button to continue.

(_Add Condition
Import Format | Format Entry | Array List > |l Add )
Expancl All | Collapss Al
Format Entry Properties
Select Condition Property Value Property Value Sample Remove
v Condlitions
@ ¥V Defautt Concition (408) 555725221,
Array List List of Walues 4
Fixed String Fixedl String 4
Random Digits Start Length End Length ‘?
Cancel OK
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21. Continue by clicking on the 4 icon to define a masking format for the column
FIRST_NAME.

£

Columns

Remove

Select All | Select None

Add columns you want to mask and define masking format for each column. Foreign key columns are automatically added to maintain referential integrity. Dependent columns are columns
that do not have foreign key constraints defined, but reference a masked column due to application level constraints. You can manually add dependent columns to a masked eolumn
Removing a column from this list will remove all forsign key and dependent columns.

Dependent Columns

Select Owner Table Column Column Group Data Type Format Foreign Key Columns Count  Add
O wr EMPLOYEES EMPLOYEE_ID MNUMBER E/ 5 1 :G;
O wr EMPLOYEES PHOME_MUMEBER VARCHARZ(20) 3 4] 4] b
[ wm EMPLOYEES LAST_NAME VARGHAR2{25) 2 [s) [s) b
| HR EMPLOYEES SALARY MUMBER(#8,2) ég} o o q}‘
O wr EMPLOYEES FIRST_MAME VARCHARZ(20) 4] 4] b
% Columns that have this icon do not have a masking format cefined.
22. For the column FIRST_NAMIE, click on the Import Format button.
Add Candition

imacd Farmat

—.lFmrmErm | Ay List

2 | 7ag

Expand 21 | Collapse &1l

Select Condition
¥ cordiiors

® ¥ pefauit Cordtion

(Al a format ering

Property Value

Format Entry Properties
Property

value Sample

o,

Remove

Cance

23. From the Import Format dialog, select Anglo American First Name and click on the
Import button.

Select Format Data Type Sample Description Cwner
) arglo American First Name Source Type Hol Generated Argio American First Name SYSMAN
O Ango American Last Name ‘Source Type. Mot Generated Argo Americar Last Name SYSMAN
O gay Area Phore Nurber Character (510 5557481 Bay Area Phore Murrber SYSMAN

24. Repeat steps for column LAST_NAME and select the format mask Anglo American Last

Name

Columns
Add columns you want to mask and define masking format for each column. Foreign key columns are automatically added to maintain referential integrity. Dependent columns are columns
that do not have foreign key constraints defined, but reference a masked column due 1o application level constraints. You can manually add dependent columns to a masked column.
Remaving a column from this list will remawve all foreign key and dependent columns. (LAdd )
Remove
Selert All | Select None
Dependent Columns
Select Owner Table Column Column Group Data Type Format Foreign Key Columns Count Add
| HR EMPLOYEES EMPLOYEE_ID MUMBER 5 1 .J_J;
O wrR EMPLOYEES PHOME_MUMEBER VARCHAR2(20) 4] 0 b
O wr EMPLOYEES LAST_NAME VARCHAR2(25) 1) o b
| HR EMPLOYEES SALARY MUMBER(8,2) o o {n"
[ wm EMPLOYEES FIRST_MAME VARCHAR2(20) [s) o b
#% Colimns that have this on do not have a masking format defined
Select Format Dertm Type Sample Description Owanar
¢ Arglo American First Name Scurce Type Mot Geverated Anglo American Frst Mame SYSHAR
Ango American Last Hame Scurcs Typs Mot Generated Argjo American Last Name SYSHIAN
O EBay Area Phone Nurmber Character (510y 5557481 Bay Area Phore Nurmber SYSMAN
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25. Continue by clicking on the 4 icon to define a masking format for the column SALARY.

Columns
Add columns you want to mask and define masking format for each column. Foreign key columns are automatically added to maintain referential integrity. Dependent columns are columns
that co not have foreign key constraints defined, but reference a masked column due to application level constraints. You can manually acd cepencient columns to a masked column.

Remaoving a column from this list will remove all foreign key and dependent columns, | Add
(_Remowe

Sekct Al | Select None
Dependent Columns

Select Owner Table Column Column Group Data Type Format Foreign Key Columns Count  Add
O HR EMPLOYEES EMPLOYEE_ID NUMBER 5 1 :S;
O HR EMPLOYEES PHOME_NUMBER VARCHAR2(20) 4] [+] b
O HR EMPLOYEES LAST_NAME VARCHAR2(25) 4] [¢] b
O wm EMPLOYEES SALARY NUMBER(8,2) [s) a b
[ EMPLOYEES FIRST_NAME WARCHAR2(20) [s) a ‘J_J;

% Golumns that have this icon do not have a masking format defined

26. For this column, we will randomly Shuffle the original column data within the table.
Select Shuffle from the drop-down list box and then click on the Add button.

imged Format ) Format Enry |
Espand Al | Collapss 21 Aray List
Delete Format Entry Properties
Select Condition fmﬁ:‘m Property Value Property Value Sample Remave
¥ condiiors _— .
Post-Frocessing Functicn
@ ¥ petault Condtion | Fresenve Criginal Data
{Adkd & format eniryy-Eaociom Mubecs
Substitrte Cancel) (OK)
I;J-ﬂ;:'u"" | Tamgets | Deplovments | Alsrls | Carpiaree | Jobe | Bepats | Seiup | Frefeerves | Help | Logout
ot b f e o
27. Review the Default Condition for the format masking for the SALARY column. Click on
=% . . . .
the ' icon to review sample data from this format mask. Click on the OK button to
continue.
serFoma) ot By [me | 3)aa0) 7
Expand All | Collapss &)l
Format Entry Properties
Select Condition Property Value Property Value Sample Remove
¥ conditiors
® ¥ Dofault Cordfion 250082,
Shuffle

o [5]

28. Click on the OK button to complete the creation of a Masking Definition for the
EMPLOYEES table.

Create Masking Definition

Cancel

+ Name [S|MPLE_EMPLOYEE_DATA_MAsrd

|
+ Database [dbOd.oraclE.oom l ‘?
l

Description [Mask Employes Data
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29. Review that you have now successfully created a Data Masking Definition.

Data Masking Definitions

Data masking is the procass of making sensitive information in test or non-production databases safe. It disguises sensitive information by ovenwriting it with realistic lboking but false data of a similar type. A
masking dzfinition defines the columns to be masked and the format of masked data. You can create a new masking defintion or use an existing definition for a masking operation. The Format Library
contains a collection of ready-to-use masking formats.

Search | Masking Definftion 3] [ ] =) (dmport ) ( Create |
| Wiew J ((Edin ) Generate Script | Schedule Job || Delete | Actions (Goy
Select Masking Definition Database Description Columns Status Most Recent Job Ended
@ SIMPLE EMPLOYEE DATA MASK dbDé.orack com Mask Employee Data. & Soript Not Generated
Format Library

A masking format defines the format of masked data. You can create a new masking format and reuse it lter when creating a masking definition

Format Library

30. Before we Generate the Script to mask data, let’s first query the existing unmasked data
to compare the results after we mask the data. In the browser, select File -> New Tab.

3 Oracle Enterprise Mana

|G et View History Bookmarks Tools Help

@l http://dbsecurity.

[¢|Grid Control [g]

@ Save Page As... Ctr4S
Save Frame As...

Send Link... s=nsitve information in st of noj
2 be masked and the format of nf
Page Setup... mats.
& Print Preview
@ Print... Cti4p. —————————————
te Seript ) | Scheduie job ) _Expol
Import. .. Databas|
[ Work Offline |AsK dEOZ ornd
@ Quit ci+Q

A masking format defines the format of masked data. You can create

Format Library

31. Inthe new tab, click on the shortcut to go to Enterprise Manager — Grid Control.

it Vau\t| (@] Grid Control |@|DE|01 EM

kger (... X ‘ @ EUntitItﬁl} "

32. Navigate EM and select Targets -> Databases -> db04.oracle.com.

ORACLE Enterprise Manager Seup Help  Logout
i Control nce | Jobs | Reports Support
Hosts  Databases | Middiewars | Web Applications |
Databases
View O Orack Lead Map @ Search List Page Refreshed  Jul 27, 2010 9:45:48 PMUTC =)
Targets Not Configured 1
| .”” | Advanced
Search \So)
Search
(Remowe )| Configure ) | _Add
Select Name Status Aleris Policy Violations Compliance Scare (%) Version ions: CPU i Vo ians: Other Instance CPU (%)
(O avorack.com
) avorace.com 5 1 2 9910.203.0
) dbdiorack.com 2 52 6 98 11.1.07.0
O dbi2orackecom 2 § 25 2 98 11.1.07.0
dboB.orack com 2 1253 9 10.20.4.0
) 0 00 0 - 11.20.1.0 2 - -
() dbOs.orack.com 2 o] o -111.20.1.0
() emreporacke.com o 14 15 89 & 92 10.20.40 o1 01 0 A4
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33. Click on the Schema tab for db04.oracle.com and click on Tables under Database
Objects.

ORACLE Enterprise Manager 10g rm— Seup Prefrences Hep Logout
Grid Comtrol Home MEPTITICRN' Depioyments | Aleis | Compliance | Jobs | Reports

roups | All Targets

Logged in As SYSTEM
Database Instance: db02.oracle.com

Home  Performance  Awvainbiity Server Data Mowement  Software and Support

Database Objects Programs Materialized Views
Packages Materialired Views
Package Bodies Materinlized View Logs

F Belresh Groups

34. If you are brought to the Database Login screen, login as system/oraclel. Leave
“Connect As” set to Normal, and then clock the Login button.
35. For the table search, enter HR for the Schema and EMPLOYEES for the Object name.

Tables

Search
Select an object type and optionally enter a schema name and an object name bo filter the data that is displayed in your results set.
Schema [HH &
Object Name [EMF'LOYEES ]

36. Select View Data from the drop-down list box and click on the GO button.

Sekction Mode | Singe % Create

Edit ) View )| Delete With Opions ) Action:

Select Schema Table Hame Tablespace Partitioned Rows Last Analyzed
@ HA EMPLOYEES EXAMPLE NO 107 May 13, 2009 3:36:.05 AM EDT

37. Leave this tab open so you can later reference the data before the data masking
operation is executed.

ORACLE Enterprise Manager 10g Sep Prdoeces Help Logat
Gr Home JEPTTIEIN Oepioyments | Aerts | Compliance jobs | Reports

Databeses | Mcdiesmre | Web Appicatiors | | Groups | All Targets

Dabixee butree dipasdecan > Todes > Logoed in 4s SYSTEM
View Data for Table: HREMPLOYEES
Feina Query ) (K]
Query | SELECT "EMPLOYEE I, "FIRST_NAME', "LAST_NAME", "EMAIL", "PHONE_NUMBER",
"HIRE_DATE", “JOB_|[Y', "SALARY", "COMM SSION_PCT", "MANAGER |V, "DEPARTMENT_|[Y",
“MATIONAL_|CY, "STREET_ADDRESS", "POSTAL_CODE", "CITY, “STATE_PROVINCE",
"COUNTRY_| O FROM "HR "EMPLOYEES"

Fesult

s | 1-24
EMPLOY EE_ID FIRST_NAME LAST_NAME EMAIL PHONE_NUMBER HIRE DATEJOB_ID  SALARY COMMISSION_PCT MANAGER_ID DEP ARTMENT D NATIONAL IDSTAEET_ADDRESS POSTAL CODECITY  STAI
183 Girarel Gecri GGEOMI 650507 08700 20000203 SH CLERK 200 120 50001918404 2011 Interiors Bl 00236 South  Calif
000000 San
Franosco
1B5 Alesis Al ABULL  BSOSODZETE 19070220 SHCLERK 4100 12 50Q3232 5187 2011 Interiors B 00236 Scuth  Califd
00:00:000 San
Frardisco
1B7 Anthory  Cabria ACABRIO BS0S00 4876 19000207 SHCLERK 3000 17 50253451305 2011 Interiors B 00236 Scuth  Calilf
00:00:000 Gan
Frardisco
189 Jerwi fer Dilly JoiLLy 8505052876  1607.08-13 SH_CLERAK 300 122 50344113588 2011 Interiors Bhvd G0238 Scuth  Calild
000000 san
Frardisco
182 Sarah Bell SBELL 6505011876 19960204 SH_CLERK 4000 123 50 706904072 2011 Interiors Bhd 99236 South  Califlg
O0:00:00.0 San
Frandseo
104 Samuel McCain  SWCCAIN BSO.501.3876 19680701 SHCLERK 3200 123 50 7HITE2 201 Interiors B 00236 Scuth  Califf
CO:00:00.0 San
Franoisco
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38. Navigate back to the first browser tab. The next step is to select the
SIMPLE_EMPLOYEE_DATA_MASK and click on the Generate Script button.

Data Masking Definitions

Data masking is the process of making s=nsitive information in test or non-production databases safe. It disguises sensitive information by ovenwriting it with realistic lboking but fales data of a similar type. A
masking d=finition cefines the columns to be masked and the format of masked data. You can create a new masking defintion or use an existing definition for a masking operation. The Format Library
contains a collection of ready-to-use masking formats.

Search [Maskmg Dsfinition ¢| [ ] (Go)

(Impont )| Create )
| Wiew )| Edit fi Generate Script f| Schedule Job )| Delete ) Actions | Clone Datatase % | | GO
Select Masking Definition Database Description Columns Status Most Recent Job Ended
) SIMPLE EMPLOYEE DATA MASK db04d.orack.com Wask Employes Data. & Script Not Gensrated
Format Library

A masking format cefines the format of masked data. You can create a new masking format and reuse it lter when creating a masking definition.

Format Library

39. After clicking on the Generate Script button, the data masking script will be generated.

Processing: Generating Data Masking Script
Database db04.omcle.com Mumber of Tabes 6 Cancel
Logged In As  system Columns 11
The: masking script & being generated, This prooess may take up lo 15 minutes to complete
(_Cancel

40. You will be forwarded to the Script Generation Results page. There are a number of

areas to explore. All of the highlighted buttons and actions can also be accessed on the
Data Masking Definitions screen.

D Information

Data masking script generation completed sucosssfully.

Script Generation Results: SIMPLE_EMPLOYEE_DATA MASK

Datakass  db04.omacle.com Mumber of Tabkes 6 | Return |
Logged In As - system Coumns 11

Script Options

Us= script to clons and mask the catabass | (_Clone And Mask
P
Schedule the data masking job. The script will be executed by the job to perform the masking operation. || Schedule job

¥ script

—_——
The script summary s a list of the databass commands that will be used to mask the selected columns. The full script i a PL/SQL script that includes functions, proosdures, and || 588 Full Seript
other neaded during the masking operation. The full script will be executed by the job to perform the masking operation

|V'Ew ) seript sSummary ) Full Seript

-- Targetchtabass:  dbOd.orack.com
-~ Script generatedat: 27-JUL-2010 21:50
COMMIT
ALTER SESSION ENABLE PARALLEL DML
DROP TABLE "MGMT_DM_TT_8" PURGE
ceclars

adj number=0;

num number-<0;

begin

41. Scroll down to the bottom of the page and expand the Impact Report section. The
Impact Report will provide a summary of the script generation and important details
about the objects and resources necessary to complete the job successfully. If there are
any issues here, they should be corrected before moving forward.
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¥impact Report
Seript Generation Summary
Most Serious Message Ssverity  INFORMATION
Generation Started  Jul 27, 2010 9:50:34 PM
Generation Completed Jul 27, 2010 9:51:06 PM

Seript G eneration Information

The following table provides information about the objects and ined during script ion and lists details of any warnings or errors detected

Object Message Message

Name Object Type Severity Type Message

EXAMFLE TABLESPACE INFORMATION Plan Sufficient free space in Tablespace EXAMPLE. Starting Freespace with automatic extension: 33473MEB. Ending Fresspace:
33473MB. Lowest Fresspace; 33473ME.

USERS TABLESPACE INFORMATION  Plan Sufficient free space in Tablespace USERS. Starting Fresspace with automatic extension: 33146MB. Endling Freespacs:
33146MB. Lowest Fresspace: 33146ME.

HR USER INFORMATION  Plan Sufficient tablespace quota for User HR.

QE USER INFORMATICON  Plan Sufficient tablespace quota for User OE.

|_Return

42. Scroll back up the page and click on the Save Full Script button. Take note of the file
name of the .sql file to review in detail later. This script could be taken and executed on
other targets.

) " Opening masking200905130502.541
You have chosen to open
masking200905130502.5ql

which is a: XML document
from: http://dbsecurity.oracle.com:4889

What should Firefox do with this file?

O Open with | Text Editor (default) =

@ Save File

[[] Do this gutomatically for files like this from now on.

| ¥ cancel ‘ Pox

43. Click on the Clone Mask button under the Script Option section. Review the number of
supported options to clone the database and create a staging environment for the script
to be executed and data to be masked.

Clone Database: Source Type
Specify the source for the cloning operation Cancel Continue

(MR (SR

') A running database Overview

® Use Recovery Manager (RMAN} to copy database fies
§tiging arsas notrequired. RMAH will copy lies dirscly b desinalon locaricns
o} Copy database fies via staging areas

Clone Database offers the following options:
® Use Recovery Manager (RMAN) to copy database fies
© Connects source and destination Oracks instances
O Copies database fies using AMAN dupicate feature:
O Recovers and opens the cloned database

Fiequires saging areas on boh scurcs and destnalon hosts

O an exsting database backup

6 .
] TIP A snapshot standby database & an alternative for running repstitive testing scenarics. Gapy database fies via staging areas

O Backs up each database file and stores it in a staging area
Creale Snapshot Standby Database J
© Transfers each backup file from sou roe o destination host

O Restores each backup file to the specified locations
© Recovers and opens the cloned database

® Use an existing database backup
© Creales cloned database as of specified point-in-time or SCN
O Validates backups prior to the clone cperation
O Transfers required archived redo log files to destination host
O Recovers and opens the cloned database

Cancel Continue

44. Click on the browser’s back button to return to the previous screen and click on the
Schedule Job button to immediately schedule and run the masking operation. Provide
the Host Credentials using the user: Oracle and the provided password. Click on the
Submit button to execute the job.
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Schedule Data Masking Job: SIMPLE_EMPLOYEE_DATA_MASK

Databas= db04.oracle.com Number of Tables & [ Cancel )
Logged In As - system Colmns 11
* Job Name [MASKINGJD375 l
Job Description [ l
+ Script Fike Location [.-‘uOW:'macE-'pnxﬁuct'ﬂ 2 0/dbhome_1/dbs l g
+ Script File Name [mﬁsmngsaql l
Host Credentials
* Ussrname loracie ]
PSS w— ]
[ save as Preferred Credental
Start
& Immediately
O Later
"
(eample:.l 27,2010)

45. Once you submit the job, you will be forwarded to a confirmation page that the job was
submitted successfully. Click on the GO button to refresh the status of the job.

[Z-Job Submitted Successfully
Data Masking job has besn submitled sucosssfully. Click on the View Job Details link below to view execution status,

View Job Details

Data Masking Definitions

Data masking is the process of making sensitive information in test or non-prodluction catabasss safe. It disguisss sensitive information by ovenwriting it with realistic lboking but fakss data of a similar type. A
masking definition defines the columns to be masked and the format of masked data. You can create a new masking definition or use an existing definition for a masking operation. The Format Library
contains a collection of ready-to-uss masking formats

Search | Databass 2| |apos.crack.com’ | =) (Import) ((Create )

(Wiew ) Edit ) ( Cenerate Script ) ( Schedule Job ) ( Delete ) Actions |cbnenatal=sm 4| (Ge
Select Masking Definition Database Description Columns Status Most Recent Job Ended

) SIMPLE EMPLOYEE DATA MASK db04 orack com Mask Employee Data. B[Masking Job Scheduled |

46. Once the job successfully completes, Repeat step 30 to 36 to create a new tab and
query the masked data for a before and after comparison.

Wiew ) (Edit ) (_Generate Script )| Schedule Job | ( Delete ) Actions | Clone Datbase| = | ((Go

Select Masking Definition Database Description Columns Status Most Recent Job Ended

@ SIMPLE EMPLOYEE DATA MASK db04 oracke.com Mask Employes Data Job Jul 27, 2010 9:57:00 PM GMT+00:00

47. Toggle between the two browser tabs and review the data before the masking job and
after the successful masking operation of the 5 columns defined.
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Using compound masking, condition-based masking and user
defined masking

1. Navigate to the Data Masking Definitions by selecting Targets -> Databases ->
Data Masking Definitions.

ORACLE Enterprise Manager . _ Sebp Prekrences Help Logout
Grid Control 11g Horne LETC LA Deployments Alerts Compliance Jobs Reports My Oracle Suppor

Databases Widdewars | Web Applications | Servioss | Systems | Groups | Virlual Servers | All Targets

Databases
view © Oracke Load Map @ Search List Fage Refreshed  Jul 27, 2010 5:18:48 PMUTC B
Targels Nol Configursd 1

S —
Search

Femove )| Configure | | (Add )

Select Name Status Aleris Policy Violations Com pliance Score (%) Version i CPU i o i Other Instance CPU (%)
@ avomck.com 2 1 3 99 10.2030
(b0t oracke.com 2 52 B 98 11.1.07.0
O db02.oracke.com 2 5% 2 98 11.1.07.0
() dbOGomck.com Y 1 3 99 10,2040
(O db04.omck com - _ _ R
O dbO4.orack.com & 0 0 11.2010 & ,,
(0 db0S cracke.com 2 oo0on -11.2010
O emreporack.com 5
- It} 1 15 63 5 92 10.204.0 o1 Ol o O 44

@ TIP For an explnation of the icons and symbols ussd in this page, ss= the loon Key

Related Links

Customize Table Columns Data Masking Definitions Data Masking Format Library
Dictionary Basslines Dictionary Comparisons Dictionary Synchronizations
Execute SOL Becovery Catalogs

2. From the Data Masking Definitions Dialog, we will create a new definition to create a
Compound Mask with the HR.EMPLOYEES table. Click on the Create button to begin the
process of creating a new data mask.

Data Masking Definitions

Data masking i the process of making sensitive information in test or non-production databases safe. |t disguisss sensitive information by overwriting it with realistic looking but false data of a similar type. A
masking definition definss the columns to be masked and the format of masked data. You can create a new masking definition or use an existing definition for a masking operation. The Format Library
contains a collection of reacly-to-uss masking formats.

Search | Database :l I'dbomraclamm' l Go) -.

Wiew ) (Edi ) (_Generate Seript ) ( Schedule Job ) [ Delete | Actions Gi

Select Masking Definition Database Description Columns Status Most Recent Job Ended
@ SIMPLE EMPLOYEE DATA MASK dbO4 oracke.com Mask Employes Data & Masking Job Jul 27, 2010 9:57:00 PM GMT+00:00

3. From the Create Masking Definition screen, type in the Name, Database and
Description field with the provided values below. Continue and click on the Add button.
i. Name: HR_COMPOUND_MASK
Database: db04.oracle.com
Description: Compound Mask of HR Data
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Create Masking Definition

Cancel ) (0K}
* Name IHF\_COMF'OUND_MASK ]
+ Databass [dwa orack.com ] &
Description [Compound Maskof HR Data ]
Columns
Add columns you want to mask and cefine masking format for each column. Foreign key columns added to maintain integrity. O columns

that cb> not have foreign key constraints defined, but reference a masked column due to application kevel constraints. You can manually add depencent columns to a masked column.

Removing a column from this list will remove all foreign key and dependent columns (Add)
Dependent Columns
Select Owner Table Column Column Group Data Type Format Foreign Key Columns Count Add
No columns
added

4. If you are brought to the Database Login screen, login as system/oraclel. Leave
“Connect As” set to Normal, and then clock the Login button.

Database Login

* Ussrname [system ]

Databass db04.oracle.com

ot ]

[ save as Preferred C redential

(Cancel ) ( Login )
sancell) oy

5. We are going to search for the EMPLOYEES table in the HR Schema. Type in the
following values and click on the Search button.
Schema: HR
Table Name: EMPLOYEE

Data Masking Definitions > Greate Masking Definition >

Add Columns

Databass db0d.oracle.com Logged In As - system Cancel ) (LAdd ) (Define Format And Add )

Ad one or more columns for masking. Foreign key columns will be added automatically. You can dsfine masking format at oncs for all sekcted columns if they have the same data type

Search
Schema [HF\ ] 3‘7 Column Name l ]
Table Name [EM PLOYEES ] Golumn Comment I ]

Searth Enera sring in column comments.

[ Mask sslected columns as a group

Select Owner Table Name Column Name Data Type Comment

Nocolumns

(Cancel) (Add) ( Define Format And Add

6. Select the columns to be included in the mask. They are: CITY, COUNTRY_ID,
PHONE_NUMBER, POSTAL_CODE, STATE_PROVINCE, STREET_ADDRESS. Check the box
to “Mask selected columns as a group” to specify that you want to use mask these
columns as a compound mask and continue by clicking on the Add button.
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«
Sefect Al | Select None
Select Owner Table Name Column Name: Data Type Comment
EMPLOYEES CITY VARCHAR2(3) I
[T EWPLOYEES COMMISSION_PCT HUMBER(2,2) Cormmission percentage of the smpioyes; Orly smploy=ss in sales
department elgible for commission percentage
| HR EMPLOYEES COUNTRY_ID CHAR{Z) I
O we ELFLOYEES DEPARTMENT_ID HUMEER(4) Department il whers employes works; forsign key 1o department_id
calurm of the departments table
[ e EWPLOYEES EMAIL VARCHAR2(100)  MASK carddichts: HR Privacy Poiicy
O HR EMPLOYEES EMPLOYEE_ID NUMBER MASK candichte: HR Benefits Policy
O e EWPLOYEES FIRST_NAME VARGHAR2(20) MASK candichts: HR Privacy Piicy
] HR EMPLOYEES HIRE_DATE DATE Date when the employes started on this jb. A not rull cdurm.
O e EWPLOYEES JOB_ID VARGHARZ(10) Current job of the employes; forsign key 1o job_id colurm of the jobe
table. A rot rull colurm,
[T EWPLOYEES LAST_NAME VARCHAR2(25) MASK carcicte: HR Privacy Policy 3
O e EWPLOYEES WANAGER_ID HUMBER Mareger id of the employes; has same domain as mareger_id in
departments takls. Forsign key 1o smployee_id colurmn of employess
table. iusstul for reflssive joirs and CONNECT BY query)
[ wr ELPLOYEES HATIONAL 1D FCHARZI001
HR EMPLOYEES PHONE _NUMBER VARCHAR2(O) Phone rumber of the employee: indudes ecuntry code and area code
HR EWPLOYEES POSTAL_CODE VARCHAR2(12)
O HR EMPLOYEES SALARY NUMBER MASK candichte: HR Compersation Policy
EWPLOYEES STATE_PROVINCE VARGHAR2(10)
EMPLOYEES STREET_ADDRES S VARCHAR2{40)
| Cancel ) Detine orman 400 Ads

7. Continue by clicking on any of the J;‘ Format icons.

Create Masking Definition
Cancel | | OK

* Name [HH,COMPOUND,MAsKi

|
+ Dalabase [dnoa oracke.com l rd
|

Description [Cumpcund Maskof HR Data

Columns

Add columns you want to mask and define masking format for each column. Foreign key columns are automatically acdded to maintain referential integrity. Depencent columns are columns
that do not have foreign key constraints defined, but reference a masked column due to application evel constraints. You can manually add dependent columns to a masked column

Removing a column from this list will remove all foreign key and dependent columns. Add )
(_Remove

Select All | Select None

Dependent Columns

Select Owner Table Column Column Group Data Type Format Foreign Key Columns Count  Add
O wr EMPLOYEES FHOME_NUMBER 1 VARCHAR2{20) [+) 0 {\F‘
[ETCY EMFLOYEES cITy 1 VARCHARZ2(30) o [} ,{h
O we EMPLOYEES STREET_ADDRESS 1 VARCHARZ2(40) o 4] ,{h
O e EMPLOYEES COUNTRY_ID 1 CHAR(2) 0 o] )
O Hr EMPLOYEES POSTAL_CODE 1 VARCHARZ{12) o) 0 db

J% Columns that have this icon do not have a masking format defined,

8. Inthe Define Group Mask screen, select the Format Type Substitute. By selecting
Substitute, you are defining a deterministic mask—allowing a consistent masking across
databases for these columns selected.

Define Group Mask

Database dbOd.oracle.com LoggedIn As  system Cancel) (OK
Owner HR Tabe EMPLOYEES
Preserve Original
Shufie b
Column Data Type Data Remove
PHONE_NUMBER e — VARCHAR2(20) O 5
User Defined Funct .
cITY 551 Delined Function VARCHAR2(30) ] =
STREET_ADDRESS VARCHAR2(40] O 7
COUNTRY_ID CHAR(2) O 5
POSTAL_CODE VARCHARZ(12) O 5
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11

nd click on the Go button. Select the

corresponding Masking Columns from the drop-down list boxes and click on the OK

button to continue.

Define Group Mask
Databass db04.oracle.com
Owner HR

Format Typs | Substitute

Logged In As - system
Table EMPLOYEES

Cancel )

Masking Table IH R.MASK_ADDRESSES

) /=

Example :SCOTT.EMP

Preserve Original

Column Data Type Masking Column Data Remave
PHONE_NUMBER VARCHARZ{20) [ PHONE_MUMBER (VARCHARZ(25)) | & ] O 4
cmy VARCHAR2(30) Icmr (VARCHAR2(30)) = ] O =
STREET_ADDRESS VARCHARZ(40) lSTHEEr_ADDHEES (VARCHAR2(40)) :] O 4
COUNTRY_ID CHAR(2) lcou NTRY_ID (CHAR(2)) = ] O 4
POSTAL_CODE VARCHAR2(12) l POSTAL_CODE (VARCHAR2{10)) 5 ] O ?

10. As an option, open another tab on your browser window and view the full contents of

the HR.MASK_ADDRESSES table. We have provided a screen shot so you can see a
sample of the data.

View Data for Table: HR.MASK_ADDRESSES

0K |

|_Refine Query
Query |SELECT "PHONE_NUMBER', 'STREET_ADDRESS', "CITY", "'STATE_PROVINCE’,

"POSTAL_CODE', "COUNTRY_|D* FROM "HR"."MASK_ADDRESSES"

PHONE_NUMBER STREET_ADDRESS CmyY STATE_PROVINCE POSTAL_CODE COUNTRY_ID
+1 412123 4662 2455 Ross Garden Rd Fittsburgh PA 15220 us
+1 610 123 4664 141 Schiller 5t Reading PA 186801 us
+1 610 123 46867 1126 Pawlings Rd Norristown PA 18408 us
+1 610 123 4668 55 Church Hill Rd Reading PA 19606 us
+1 717 123 4674 354 N Prince St Lancaster PA 17603 us
+1 412123 4581 2899 Grand Ave Pittsburgh PA 15225 us
+1 412123 4684 Po Box 39 Indiana PA 15701 us
+1 412123 4688 1604 Broadway Ave Pittsburgh PA 15216 us
+1 412123 4891 4734 Liberty Ave Fittsburgh PA 15224 us
+1 717 123 4692 21 Thornwood Rd Harrisburg PA 17112 us
+1 814 123 4697 1808 4Th Ave Altoona PA 168602 us
+1 412123 4700 Station Sq Fittsburgh PA 18219 us

11. Notice that all of the Formats have all been defined
add to your Masking Definition. To finish creating a Masking Definition, click the OK

button.

. At this step, you could continue to

Create Masking Definition

Cancel W

+ Name [HH_COMPOUN D_MASK

* Databass [dlﬂd orack com

Description ICummund Mask of HR Data

Columns

Add columns you want lo maskand define masking format for each column. Foreign key

Removing a column from this list will remove all foreign key and dependent columns,
Remove |

Sekect All | Select None

that do not have foreign key constraints defined, but reference a masked column due to application level constraints. You can manually add dependent columns to a masked column.

Select Owner Table Column Column Group Data Type Format Foreign Key Columns Count  Add
O wR EMPLOYEES PHONE_NUMBER 1 VARCHAR2{20) 0 o :{}
O wr EMPLOYEES cITY 1 VARCHAR2(30) o) o 4k
O wa EMPLOYEES STREET_ADDRESS 1 VARCHAR2{40) 0 0 qp
O wr EMPLOYEES COUNTRY_ID 1 CHAR(2) o) o 4k
O wa EMPLOYEES POSTAL_CODE 1 VARCHAR2(12) 0 0 qp

added to maintain columns are columns

integrity. D

Dependent Columns
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12. You will be brought back to the Data Masking Definitions page. Select the
HR_COMPOUND_MASK and click on the Generate Script button.

Data Masking Definitions
Data masking i the procsss of making sensitive information in test or safe. It disgu itive information by ovenwriting it with realistic looking but fakse data of a simikr type. A

masking definition defines the columns to be masked and the format of masked data. You can create a nes masking cefinition or use:an existing cefinition for a masking operation. The Format Library
contains a collection of ready-lo-use masking formals

Search [Maskmg Definition :] [ ] Go) (Umport ) { Create )
(iew ) Edit_f( Generate Script )| Schedule Job | Delete ) Actions (Go
Select Masking Definition Database Description Columns Status Most Recent Job Ended
@ HR COMPOUND MASK dbDdormckcom  Gompound Maskof HR Data. 5 Script Not Generated
~) SIMPLE EMPLOYEE DATA MASK dbDdomaciecom  MaskEmpioyes Data & Masking Job Jul B7. 2010 9:57:00 FM GMT+00:00

Processing: Generating Data Masking Script
Dalabase db04.oracle.com Number of Tabks 1 Cancel
Logged In As  system Columns §

The masking script s being generated. This process may take up to 15 minutes to complete.

o

13. After the data masking script generation has completed successfully, scroll down the
page and expand the Impact Report section. Choose to save the script to disk for
additional review by clicking on the Save Full Script button.
(D Information
Data masking script generation completed sucoessfully.
Script Generation Results: HR_COMPOUND_MASK
Databass db04.oracle.com Number of Tables 1 Return

Logged In As  system Columns 5

Script Options
Use script 1o clone and mask the database. (_Clone And Mask

Schedule the ciata masking job. The script will be sxecuted by the job fo perform the masking operation. | Schedule Job

¥ script

The script summary i a list of the databass commancs that will bs used to mask the sslected columns. The full soript is a PLSQL script that includss functions, procedures, and || Save Full Script
other commands nesded during the masking operation. The full script will be exscuted by the job to perform the masking operation.

view @ seript Summary O Ful Seript

-- Targstdalabass:  dbO4.orack.com
-~ Script generated at: 27-JUL-2010 2218
COMMIT
ALTER SESSION ENABLE PARALLEL DML
DROF TABLE "MGMT_DM_TT_19" FURGE
dechre

ad] number:=0;

1um number:=0;

14. Before executing the newly created compound data masking script as we have done
previously, open up another browser tab to query the before state of the
HR.EMPLOYEES table we will be masking.

15. Click on the Schedule Job button to execute the newly created data mask immediately
schedule and run the masking operation. Provide and confirm a Substitute Format
Seed, for example, string “123456”. Provide the Host Credentials using the user: Oracle
and the provided password. Click on the Submit button to execute the job.
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Schedule Data Masking Job: HR_COMPOUND_MASK

Database db04.oracle.com Number of Tables 1 Cancel Submit

Logged In A system Colimns 5

* Job Name [MASK\NG_JOE_W 8

«Job Description [

 Script File Location [.-‘um.-‘omla-‘pmm-w 1.2 Qiclbhome_tidbs ] &

+ Script Fil Name [masmgws sl

Substitute Format Seed
Assed ks required for masking definitions that uss the Substitute format. The ssed can be any text string

+ Confirm Seed I ------------- l
Host Credentials
« Username Ioracie ]
= Password l--- ]
[ save s Preferred G redential
start
@ Immedately
© Later

16. Once you submit the job, you will be forwarded to a confirmation page that the job was
submitted successfully.

[ Job Submitted Successfully
Data Masking job has besn submitted successfully. Click on the View Job Details link below to view execution status.

View Job Details

Data Masking Definitions

Data masking & the proosss of making sensitive information in test or non-production databases safe. It disguisss sensitive information by overwriting it with realistic looking but false data of a similar typs.
A masking definition ciefines the columns to be masked and the format of masked data. You can create a new masking definition or us= an existing cefinition for a masking operation. The Format Library
contains a collection of ready-to-use masking formats

Search | Datatase 2] ['dwa.ombmm' ] (Go) (Umport ) ( Create )
‘iew || Edit || Generate Scr‘\'nl' -é(i’iedu'\a']ob (Delete Actions | Clone Databass | % | | Go |

Select Masking Definition Database Description Columns Status Most Recent Job Ended
@ HA COMPOUND MASK diO4omeecom  Compound Maskef HR Dat 5 Masking Job Scheduledl
O SIMPLE EMPLOYEE DATA MASK did4omckecom  Mask Employes Data & Masking Job Jul 27, 20109'57:00 P GMT40000

17. Click on the GO button to refresh the status of the job.

Data Masking Definitions
Data masking ks the process of making sensttive information in test or non-production catabases safe. It disguisss sensitive information by overwriting it with realistic looking but fales data of a similr type. A
masking definition defines the columns to be masked and the format of masked data. You can create a new masking definition or use an existing definition for a masking operation. The Format Library

contains a collection of ready-to-use masking formats.

] m (Import )| Create )

Search | Database :] l'dmemracemm'

| Wiew || Edit || Generate Script || Schedule Job || Delete | Actions | Clone Databas= 3 | 5o
Select Masking Definition Database Description Columns Status Most Recent Job Ended

‘%) HR COMPOUND MASK db04.orack.com Compound Mask of HR Data 5 Masking Job Jul 27, 2010 10:31:33 PM GMT+00.00

') SIMPLE EMPLOYEE DATA MASK db04 orack com Mask Emplyes Data & Masking Job Jul 27, 2010 9:57:00 PM GMT+00:00

18. Once the job successfully completes, follow the provided steps again to create a new
tab and query the masked data for a before and after comparison. View the data before
the compound masking operation for the HR.EMPLOYEES table.
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20. Return to the Data Masking Definition screen. We will create a new definition in this
repository by importing an existing Masking Definition.
Data Mas

Data masking & the procsss of making sensitive information in test or non-production databases safe. It disguisss sensitive information by overwriting it with realistic looking but fake data of a similar typs. A
masking definition defines the columns to be masked and the format of masked data. You can create a new masking definition or uss an existing definition for a masking operation. The Format Library
contains  collection of ready-to-use masking formats

g Definitions

Search | Databass CI l'dbOa.uraclEcom' l (Go)

| Wiews || Edit )| Generate Script )| Schedule Job || Delete | Actions | Clone Database 5 | | Go
Select Masking Definition Database Description Columns Status Most Recent Job Ended

33 PM GMT+00:00

! HR _COMPOUND MASK dbO4.oracke.com Compound Mask of HR Data 5 Masking Job Jul 27, 2010 1

O SIMPLE EMPLOYEE DATA MASK dbOd oracke.com Mask Employes Data & Masking Job Jul 27, 2010 8.57.00 P GMT+00.00

21. Click on the Browse button to select the Masking Definition.

Import Masking Definition: Select File
Cancel Continug
Us this page to import a masking definition that was previously exported from the Data Masking page. Select the exported fi and continue to import masking definition into repository.

File
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22. Navigate to the folder oracle->Desktop->Labs->11g_DB_Security->EM — Data_Masking
->DM - Lab Exercise 04, and select the file named HR_CONDITIONAL_MASK.xml Click
on the Open button to continue.

3 Fils Upload Ell
(3 | +| 11508 security = £M - Data Masking | DM - Lab Exercise 04 |

Location:

Baces Mame = Moafied
0@ oracle [ Cut and Paste for the Labs 0512109

& Desktop CONDITIONAL_EMPLOYEE_DATA MASK xml  06/25/10

3 e System [ HR_CONDIMONAL_MASK xmi 071305

All Fies 2

23. Click on the Continue button to import the Masking Definition.

Import Masking Definition: Select File

cancel)

Usz this page to import a masking definition that was previously exported from the Data Masking page. Select the exported file and continue to import masking definition into repesitory.

File |/homeforacle/Desktop/Labs/EM - Data Masking/DM - Lab Exercise 04/HR_COND '_E

24. With CONDITIONAL_EMPLOYEE_DATA_MASK selected, click on the Edit button to
begin customizing our conditional format.

wiew | Edit )} Generate Script | Schedule Job ) Delele ) Actions | Clone Database| 3 | (_Go

Select Masking Definition Database Description Columns Status Most Recent Job Ended
@ CONDITIONAL EMPLOYEE DATA MASK db0d.oracke.com  Mask Employes Data Conditionalty 7 Seript Mot Generated

O HR COMPOUND MASK db0d.oracke.com  Compound Mask of HR Data 5 Masking Job Jul 27, 2010 10:31:33 P GMT+00:00

) SIMPLE EMPLOYEE DATA MASK db04 orackecom  Mask Employes Data 6 Masking Job Jul 27, 2010 9:57:00 PM GMT+00:00

25. For this conditional mask, we want to mask the NATIONAL_ID column based upon the

COUNTRY_ID column. To configure the NATIONAL_ID column format, click on the J;
Format icon.
Edit Masking Definition: CONDITIONAL_EMPLOYEE_DATA_MASK

(Cancel ] (OK)

+ Name [GOND\TIONALﬁEMPLOYEE7DATA7MAS}4

]
+ Databass ldwa cracke.com ] &
]

Description lMask Employes Data Conditionally

Columns

Adid columns you want to mask and cefine masking format for each column. Foreign key columns are automatically ackded to maintain referential integrity. Dependent columns are columns

that do not have forein key constraints defined, but reference a due to lication level ints. You can manually ack columns toa

Removing a column from this list will remove all foreign key and dependent columns. \Add )
(_Remove )

Select All | Select None
Dependent Columns

Select Owner Table Column Column Group Data Type Format Foreign Key Columns Count  Add
[ wR EMPLOYEES COUNTRY_ID CHAR(2) ) [s) {l‘:
[T EMPLOYEES EMPLOYEE_ID MUMBER 5 1 dqb
[T EMPLOYEES FIRST_MAME WARCHARZ2({20) a o ‘{J\J
O wr EMPLOYEES LAST_MNAME VARCHAR2(25) 4] 0 db
O wr EMPLOYEES MNATIOMAL_ID WVARCHAR2{100) ) [s) db
[T EMPLOYEES SALARY NUMBER(8,2) ? [s} 0 &

&%) Columns that have this ioon do not heve a masking format cifined

26. To avoid typing errors, navigate the lab folders to access a text document with the
correct SQL conditional text. Navigate the folders oracle->Desktop->Labs-
>11g_DB_Security->EM — Data_Masking ->DM — Lab Exercise 04.
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(=] 11g_DB_Security p
Ble Ede View Places Help
= o

Of_-_Advanced
Security_Opticn

DR _-_Aude_Vault

[ILabs ¥ | 3 kems, Fregfpace: 39.9 68

/ EM_-_Data_Maskin:
View Paces Hep

DM - Lab Config 00

==
=

OM - Lab Exercise

DR_-_Database

OM - Lab Exercise 02

=, ==,
oM - Lab Exercise 03| CIBIETIETEEEE || oM - Lab Exercise 05
= = DM - Lab Exarcize 04
- -
it Yiew PMaces Help
M - Lab Finisn OM - Masking

11

27.

28.

29.

=

@

Cut and Paste for
e Labs

Defintions

CONDITIONAL
EMPLOYEE_DATA_
MASK xrril

Hi_CONDITIONAL
MASK xmi

EIEM_- Data_Masking * | “DM - Lab Exercise 04

[ 0M - Lab Exercise 04 | 3 items, Free space: 366 G

Double click on the icon Cut and Paste for the Labs document and open up in the emacs
editor. This SQL will be used to evaluate our conditions for proper masking.

dm_sql_cut_and_paste (~/dm_scripts) - gedit

Fle Edit View 5Search Tools Documents Helip
Z.d & B 8 ¥
New Open Save Print. .. Paste Find Replace

[J dm_sgl_cut_and_paste x |

*kk NATIONAL_ID CONDITIONAL MASKING EXAMPLE ***

national id in (select national id from hr.employees where country id = 'CA')
national_id 1in (select national_id from hr.employees where country_id = 'UK')
national_id in (select national_id from hr.employees where country_id = 'US")

|
*** CREDIT CARD CONDITIONAL MASKING EXAMPLE ***

credit_card_type in (select e.credit_card_type from oe.customers e where
e.credit_card_type = 'VISA')

credit card type in (select e.credit card type from oe.customers e where
e.credit card type = 'MASTER CARD')

(T

Ln 10, Col 1 INS

In the Define Column Mask screen, click on the Add Condition button. We will be
adding 3 conditions based upon the SQL to test for the COUNTRY_ID value.

Impart Format ] Format Entry | Array List > (2ad)

Exgand All | Colapss &
Format Entry Properties

Select Condition Property Value Property Value Sample Remove
¥ conditions
¥ Defautt Condition
(Add a format entry)
Cancel | (K

Type (cut and paste) the following SQL Condition and click on the Import Format button.
1) national_id in (select national_id from hr.employees where country_id
='CA")
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| _JAdd Condition ||
Format Entry | Array List 7 J(add)
Expand Al | Caol All
Format Entry Properties
Select Condition Property Value Property Value Sample Remove
¥ condtions
® vl[s — c.country_id and c.country_d = 'cA'j] | 4
(Add a format entry)
' ¥ Defautt Condition
(Add a format entry)
Cancel aK

30. If the condition is met that the COUNTRY_ID value is ‘CA’, then we will use the Canadian
Social Insurance Number Formatted provided out of the box with the product. Select
the corresponding radio button and click on the Import button.

Import Format
Database  db02.oraclke.com Logged In As system Cancel )
Owner HR Column NATIONAL_ID
Table EMPLOYEES Data Typ=  VARCHAR2(100)
Search
Mame [ ]
Cwner [ ]
Search
O National Insurance Numbsr Formattsd Character BB371711B Generates unique UK Mational Insurance Numbers SYSMAN
) Secial Insurance Number Character 582731000 ~1 bilion unique: Canadian Sccial Insurance Numbers SYSMAN
/i Socil Insurance Number Formatted Character &72-921-308 ~1 bilion unique: Canadian Sccial Insurance Numbers SYSMAN
/" Social Security Number Formatted Character 154-29-2480 ~718 milion unique US Social Security Mumbers SYSMAN

31. Review the Masking Format. Click on the Sample icon = to view sample data and
continue by clicking the Add Condition button.

G
Import Format ) Format Entry | Array List + |l Add)

Expand Al | Collagss Al
Format Entry Properties

Select Condition Property Value Property Value Sample Remove
¥ conditions
® ¥ national_id in (sekect e.national_id from 530752L 4
Random Digits Start Length End Length ?
Pest-Processing Function Package Name ( Function Name { ?’

O ¥ Defaut Condition
(Add a format entry)

(Cancel ) (Ok

32. Add the second Conditional Masking definition. Type (cut and paste) the following SQL
Condition and click on the Import Format button.
1) national_id in (select national_id from hr.employees where country_id
="'UK'")
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Add Condition |

|| Impont Format | Format Entry | Array List 7 |(add)

Expand All | Collapses All
Format Entry Properties

Select Condition Property Value Property Value Sample Remove
¥ conditions
@ ¥ li = c.country_id and c.country_id = 'UK‘ﬂ .4
(Add a format entry)
o v lnalbna\_d in (select e national_id from ] =
Random Digits Start Length End Length ’?
Post-Processing Function Package Name DBSNMP.OM| s Function Name MGMT_DM_E 4

) ¥ Defaut condtion
(Add a format entry)

(Lancel | (0K

33. If the condition is met that the COUNTRY_ID value is ‘UK’, then we will use the National
Insurance Number Formatted provided out of the box with the product. Select the
corresponding radio button and click on the Import button.

Import Format
Database db02.oraclke.com Logged In As system (Cancel ) | (impert )
Owner HR Column NATIONAL_ID
Table EMPLOYEES Data Typee VARCHAR2(100)
Search
MName [ ]
Crner [ ]
Search )

@] Generic Credit Card Mumber Character B011131505923026 ~10 bilion unique generic credit card numbers SYSMAN
Generic Credit Card Number Formatted Character 2145-6202-4889-1091 ~10 bilion unique generic credit card numbers SYSMAN
National Insurance Number Formatted Character CCO56442C Generates unique UK National Insurance Numbers SYSMAN

' Sccil Insurance Number Character 192288102 =1 billon unique Canadian Sccial Insurance Numbers SYSMAN

) sccil Insurance Number Formatted Character 006-036-701 ~1 billon unique Canadian Social Insurance Numbers SYSMAN

O secal Security Number Formatted Character 658-73-4130 ~718 milion unique US Social Security Mumbers SYSMAM

34. Review the Masking Format. Click on the Sample icon = to view sample data and
continue by clicking the Add Condition button.

| Add Condition 1
Import Format | Format Entry | Array List ¥ | Add )

Expand All | Collpss Al
Format Entry Properties

Select Condition Property Value Property Value Sample Remove
¥ conditions
@ v [nahona\_u in (s=kect e national_id from z
Array List List of Values =4
Array List List of Values 4
Random Digits Start Length C] End Length C] ?
Array List List of Values =
Pos-Proosssing Function Package Name A Function Name & 4
O ¥ nationaLid in (sslst = national_id from 530-762-808 51 ¥
Random Digits Start Length End Length f
Post-Processing Function Package Name ( Function Name: ( f

O ¥ Delautt Conditon
(Add a format entry)

Import Format | Format Entry | Array List = | Add

Cancel | (OK)

35. Add the third Conditional Masking definition. Type (cut and paste) the following SQL
Condition and click on the Import Format button.
1) national_id in (select national_id from hr.employees where country_id
= 'US‘)
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Add Condition

Format Entry | Array List 5 JQaad)

Espand All | Col All
Format Entry Properties

Select Condition Property Value Property Value Sample Remove
¥ conditions
® ¥ [1 = c.country_xl and c.country_id = -us‘i] 4
(Add a format entry)
v lnat'nnﬁLn in (szkect e national_id from ] GGE3 8544 A ?
e —

36. If the condition is met that the COUNTRY_ID value is ‘US’, then we will use the Social
Security Number Formatted provided out of the box with the product. Select the
corresponding radio button and click on the Import button.

Import Format
Database db02.oracle.com Logged In As system \ Cancel ) || Impart |
Owner HR Column NATIONAL_ID
Table EMPLOYEES Data Typee VARCHAR2(100)
Search
MName [ ]
Crner [ ]
Search
) National Insurance Number Formatted Character EEST3913D Generates unigue UK National Insurance Numbers SYSMAN
Social Insurance Number Character 820334508 ~1 billion unique Canadian Sccial Insurance Numbers SYSMAN
! _Social Insurance Number Formatted Character 362-605-305 ~1 bilion unique Canadian Socil Insurance Humbsrs SYSMAN
SYSMAM |

439-85-8960 ~718 milion unique US Social Security Numbers

Social Security Number Formattsd Character

37. The last step is to set the Default mask if the value of COUNTRY_ID is not met by any of
our conditions, either ‘CA’, ‘UK’ or ‘US’. Select the radio button for the Default
Condition and choose the Preserve Original Data mask and click on the Add button.

® ¥ Default Condition
{(Add a format entry)

Format Entry Prwarve Ongma\ Data

Impart Farmat

38. To finish defining a Column Mask, click the OK button.

Define Column Mask
Tabe EMPLOYEES (Cancel

Cwner HR
Column  NATIONAL_ID Data Typs  VARCHAR2(100)

By default all records in the table will be masked using the specified format. You can optionally identify more than one subset of records using conditions. Each subsst can be masked using a
corresponding masking format. The subsets will be masked in the order they are specified. A subsst will not be masked again even when it matches a subssquent condition

39. The creation of our Condition-based mask is now complete. To finish editing the
Masking Definition, click the OK button.

Edit Masking Definition: CONDITIONAL_EMPLOYEE_DATA_MASK
Cancel )

* Mame lCONDIT\ONAL_EMF'LOYEE_DATA_MASPd ]

| #

+ Databass IdbO4.ur;|cle.ccm

Description lMasK Employes Data Condlitionally ]

40. You will be brought back to the Data Masking Definitions page. Select the
CONDITIONAL_EMPLOYEE_DATA_MASK and click on the Generate Script button.
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(view ) (Edt Schechule Job ) ((Delete ) Actions (Go)
Select Masking Definition Database D iptic Columns Status Most Recent Job Ended
® CONDITIOMAL EMPLOYEE DATA MASK cb04.oracke.com  Mask Empl Data Conditionall 7 Script Not Generated
Q HE COMPOUND MASK db0d.orackecom  Compound Maskof HR Data 5 Masking Job Jul 27, 2010 10:31:33 P GMT+00.00
O SIMPLE EMPLOYEE DATA MASK db0d.oracke.com  Mask Employse Data & Masking Job Jul 27, 2010 9:57.00 PM GMT+00:00
Processing: Generating Data Masking Script
Databass db04.oracle.com Number of Tables 6 Cancel
LoggedIn As  system Columns 12
The masking script i being generated. This process may take up to 15 minutss fo complste.
L)
_'Cénce'\

41. After the data masking script generation has completed successfully, scroll down the
page and expand the Impact Report section. Choose to save the script to disk for
additional review by clicking on the Save Full Script button.

(D Information

Data masking script generation completed successfully.

Script Generation Results: CONDITIONAL_EMPLOYEE_DATA_MASK
Database db0d.oracle.com
Logged In As  system

Number of Tables 6
Columns 12

Retwrm

Script Options
Use script to clone and mask the database, |_Clone And Mask )

—_——
Schedule the data masking job. The script will be executed by the job to perform the masking operation. || Sthedule job

'V Seript

The script summary is a list of the database commancs that will be ussd to mask the sskecter columns. The full script is a PL/ISCL script that includes functions, procedures, and  [|_2ave Full Script )
other commands nesded during the masking operation. The full script will be exscuted by the job to perform the masking operation

view (@ seript summary O Full Seript

-- Targstdalabass:  dbO4.oracke.com

-~ Scriptgenerated at. 27-JUL-2010 23.08
COMMIT

ALTER SESSION ENABLE PARALLEL DML
DROF TABLE "MGMT_DM_TT_43' FURGE

42. Before executing the newly created Conditional-based data masking script as we have
done previously, open up another browser tab to query the before state of the
HR.EMPLOYEES table we will be masking.

43. Click on the Schedule Job button to execute the newly created data mask immediately
schedule and run the masking operation. Provide the Host Credentials using the user:
Oracle and the provided password. Click on the Submit button to execute the job.
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Databass  db04.oracle.com
Logged In As  system
* Job Name
Job Description
+ Script File Location
+ Script File Name

Host Credentials

Schedule Data Masking Job: CONDITIONAL_EMPLOYEE_DATA_MASK

Number of Tabkes &
Columns 12

[MASK\NG_JOE_W

[

[.-‘uUW.-‘oracla-‘product-‘W 1.20iclbhome_t/dbs l &

[maskmgélosq\

* Username loracie

Start
@ immedately
O Later

Date 21127, 2010 =

(exmnmple Jul 27 2010)

Time Oam @ pu

[ save as Preferred C redential

(_Cancel ) | Submit

44. Once you submit the job, you will be forwarded to a confirmation page that the job was

submitted successfully.

EL Job Submitted Successfully

View Job Details

Data Masking Definitions

Data Masking job has been submitted successtully. Click on the View Job Details link below to view execution status.

Data masking i the process of making sensitive i in test or

contains a collection of ready-to-use masking formats,

Search | Datmbass 4| |abosorack.com®

(View ) [ Edit || Generate Script || Schedule Jab | ( Delete | Actions

Select Masking Definition Database
@ CONDITIONAL EMPLOYEE DATA MASK db04.oracke.com
@] HE COMPOUND MASK db04.oracke.com
C SIMPLE EMPLGYEE DATA MASK db04.oracke com

| cione Datatase 3 | (o)

Description Columns Status
Mask Employes Data Conditionally

Compound Maskof HR Data 5 Masking Job
Mask Employes Data. & Masking Job

safe. |t disguises sensitive information by overwriting it with realistic leoking but fakee data of a similar type.,
A masking definition defines the columns to be masked and the format of masked data. You can create a new masking definition or use an existing definition for a masking operation. The Format Library

=

Masking Job Scheduled

Import )| Create

host Recent Job Ended

Jul 27, 2010 10:31:33 PM GMT+00:00

Jul 27, 2010 9:57:00 P GMT+00:00

45. Click on the GO button to refresh the status of the job.

Select Masking Definition Database Description Columns Status Most Recent Job Ended
@ CONDITIONAL EMPLOYEE DATA MASK dbO4.oracke.com  Mask Employes Data C 7 Masking Job Jul 27, 2010 11:16:05 PM GMT+00:00
HR COMPOUMD MASK db04.oracke.com  Compound Mask of HR Data 5 Masking Job Jul 27, 2010 10:31:33 PM GMT+00:00
SIMPLE EMPLOYEE DATA MASK db04.oracke.com  Mask Employes Data & Masking Job Jul 27, 2010 ©:57:.00 PM GMT+00:00

46. Once the job successfully completes, follow the provided steps again to create a new
tab and query the masked data for a before and after comparison. View the data before
the compound masking operation for the HR.EMPLOYEES table.
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47. View the data after the compound masking operation for the HR.EMPLOYEES table.
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48. Return to the Data Masking Definition screen. We will create a new definition by using
the Create Like option. Select the Masking Definition SIMPLE_EMPLOYEE_DATA_MASK
and choose the Create Like option from the Actions and click the Go button.

Data Masking Definitions

Data masking is the procass of making sensitive information in test or non-production databases safe. It disguises sensitie information by overwriting it with realistic lboking but falss data of a similar type. A
masking dfinition defines the columns to be masked and the format of masked data. You can create a new masking definition or uss an existing definition for a masking operation. The Format Library
contains a coliection of ready-to-use masking formats,

Search | Datal . ] [ Import | [ Create
Wiew || Edit )| Generate Script ) ( Schedule Job ) Delete ) Actions
Select Masking Definition Database Columns Status Most Recent Job Ended
CONDITIOMAL EMPLOYEE DATA MASK db0d.oracke.com N Conditionally 7 Masking Job Jul 27, 2010 11:16:05 PM GMT+00:00
HR COMPOUND MASK db0d.oackcom | g o Seript 5 Masking Job Jul 27, 2010 10:31:33 PM GMT+00:00
SIMPLE EMPLCYEE DATA MASK db04.orackecom | Wiew Script & Masking Job Jul 27, 2010 9:57:00 PM GMT+00:00

49. From the Create Masking Definition screen, type in the Name, Database and
Description field with the provided values below. Continue and click on the Add button.
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i. Name: USER_DEFINED_MASK_EMAIL
Database: db04.oracle.com
Description: Mask Employee Data with User Defined Mask - Email
Create Masking Definition
Cancel ) (0K
* Name [USEH_DEFINED_MASK_EMAIL l
+ Databass [aw4.oracla com l 7
Description [Mask Employse Data with User Defined Mask - Email l
Columns
Add eolumns you want to mask and ciefine masking format for each column. Foreign key columns are automatically acked to maintain integrity. D columns
that do not have foreign key constraints defined, but reference a masked column due to application level constraints. You can manually add dependent columns to a masked column
Removing a column from this list will remove all foreign key and dependent columns. | Add
(_Remowe |
Select All | Select None
Dependent Columns
Select Owner Table Column Column Group Data Type Format Foreign Key Columns Count  Add
O wr EMPLOYEES EMPLOYEE_ID MNUMBER Ef 5 1 :8;
[ EMPLOYEES FIRST_NAME VARCHARZ(20) iff Qo 0 ‘{‘P
O wr EMPLOYEES LAST_NAME VARCHAR2(25) :Cf ) 0 db
O wr EMPLOYEES FHOME_MUMBER VARCHAR2(20) iij 4] [} qp
O wr EMPLOYEES SALARY MUMBER(B,2) ? a o] db

50. For this Masking Definition, we will add the column EMAIL. We are going to search in
the EMPLOYEES table in the HR Schema for the EMAIL Column name. Type in the
following values and click on the Search button. Select the EMAIL column and click on
the Add button.

i. Schema: HR
Table Name: EMPLOYEE
Column Name: EMAIL

Add Columns
Databass db04.oracle.com LoggedIn As - system Cancel | Define Format And Add )
Add one or more columns for masking. Foreign key columns will be added automatically. You can define masking format at once for all sskected columns if they have the same data type.
Search
Schema [HH ] & Column Name [EMAIL ]
Table Name [EM PLOYEES ] Column Comment [ ]

e
Search Enkr

O Mask selected columns asa group

Sekect All | Select None
Select Owner Table Name Column Name Data Type Comment

EMPLOYEES EMAIL WARCHARZ2(100) MASK candidate: HR Privacy Policy

(Cancel ) (JAdd ) ( Define Format And Add

51. Continue by clicking on th i Format icon on the EMAIL column.

[T EMPLOYEES EMAIL VARCHARZ2(100)

0 4] 4}

% Columns that have this icon do not have a masking format defined.

52. In the Define Column Mask screen in the section of Format Entry, select User Defined
Function from the drop-down list box and click on the Add button. After the Default
Condition section expands, specify the Package Name: HR and Function Name:
EMAIL_MASK. Click on the OK button.
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Define Column Mask
Column  EMAIL Data Tye  VARCHARZ2(100)

masking format. The subssts will be masked in the order they are specified. A subsst will not be masked again even when it matches a subssquent condition

Owner HR Table EMPLOYEES | Cancel ) | 0K

By default all records in the table will be masked using the specified format. You can optionally dentify more than one subset of records using conditions. Each subset can be masked using a corresponding

Add Condition |

I ENEIED

Impart Format Format Entrvl User Defined Function | % | Add

Expand All | Collapss All
Format Entry Properties
Select Condition Property Value Property Value Sample Remove
¥ condtions
@ ¥ Defautt Condition B
User Defined Function | Package Name 7 Function Name

Cancel ) |,

53. At this step, you could continue to add to your Masking Definition. To finish creating
this Masking Definition, click the OK button.

Edit Masking Definition: USER_DEFINED_MASK_EMAIL

+ Name [USEH_DEFINED_MASK_EMAIL]

]
+ Dafabase [dbD4omckecom | #
]

Description [Mask Employee Data with User Defined Mask - Email

Cancel )

54. You will be brought back to the Data Masking Definitions page. Select the
USER_DEFINED_MASK_EMAIL and click on the Generate Script button.

(Wiew )| Edit ]l_ Generate Script || Schedule Job )| Delete ) Actions | Clone Databass = | (_Go

Select Masking Definition Database Description Columns Status Most Recent Job Ended

O CONDITIONAL EMPLOYEE DATA MASK dbddorack.com Mask Employes Data Conclitionally 7 Masking Job Jul 27, 2010 11:16:05 P GMT+00:00

HR COMPOLIND MASK dbOd.oracke.com Compound Mask of HR Data 5 Masking Job Jul 27, 2010 10:31:33 PIM GMT+00:00

SIMPLE EMPLOYEE DATA MASK db0d orack.com Mask Em Data & Wasking Job Sucoseded Jul 27, 2010 9:57.00 P G T+00:00

‘@)l USER DEFINED MASK EMAIL dbO4.oracke.com Mask Employes Data with User Defined Mask - Email 7 Seript Not Generated

Processing: Generating Data Masking Script

Database db04.omcle.com Numbsr of Tablkes & (_Cancel )
Logged In As  system Columns 12
The masking script i being generated. This process may take up to 15 minutes to complete.
| Cancel
55. After the data masking script generation has completed successfully, scroll down the
page and expand the Impact Report section. Choose to save the script to disk for
additional review by clicking on the Save Full Script button.
(D Information
Data masking script generation completed successfully.
Script Generation Results: USER_DEFINED_MASK_EMAIL
Databass db04.oracle.com Mumber of Tables 6 (Retrn )
Logged In A system Columns 12

Script Options
Use script to clone and mask the database. | Clone And Mask,

Scheclule the data masking job. The script will be executed by the job to perform the masking operation

¥ script

other commands needed during the masking opsration. The full script will be exscuted by the job to perform the masking operation.
view @ Soript Summary C' Full Script
-- Targetdatabass:  cbO4.orack.com
-- Scriptgenerated at: 28-JUL-2010 00:25
COMMIT
ALTER SESSION ENABLE FPARALLEL DML
DROP TABLE "MGMT_DM_TT_63' PURGE
dechre
adj number:=0;
num number:=D;

The script summary s a list of the dtabass commands that will be used to mask the sekcted columns. The full seript is a PLISGL script that inclucss functions, procedures, and — [|_5ave Full Script
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56. Before executing the newly created compound data masking script as we have done
previously, open up another browser tab to query the before state of the
HR.EMPLOYEES table we will be masking.

57. Click on the Schedule Job button to execute the newly created data mask immediately
schedule and run the masking operation. Provide the Host Credentials using the user:
Oracle and the provided password. Click on the Submit button to execute the job.

Schedule Data Masking Job: USER_DEFINED MASK_EMAIL

Database  db04.oracle.com Number of Tables 6 (Cancel ) | (Submit )
Logged In As system Columns 12
+ Job Name [MASKlNG_.JOE_ao l
Job Description [ l
+ Seript File Location [.-‘um:‘oracla‘product‘W 1.20iclbhome_1/dbs l 4
* Script File Mame: [maskmgsasql l

Host Credentials

* Ussrname [or;u:ie ]

[ save as Preferred Credential

start

@ immeciately

Date 1128, 2010 =

(exmmple:.ul 28,2010}

Timelio &llos & Gy Opn

O Later

58. Once you submit the job, you will be forwarded to a confirmation page that the job was
submitted successfully.

EL Job Submitted Successtully
Data Masking job has besn submitled successfully. Click on the View Job Details link below to view execution status.

View Job Details

Data Masking Definitions

Data masking is the proosss of making sensitive information in test or non-production databases safe. It disguisss sensilive information by overwriting it with realistic looking but fakss data of a similar type.
A masking cefinition cefines the columns to be masked and the format of masked data. You can create a new masking definition or use an existing definttion for a masking operation. The Format Library
contains a collection of ready-to-use masking formats.

Import | Create

Search | Database 3| [raboscrmck com’ | (o)

((View ) (_Edit ) Generate Script ) ( Schedule job ) ( Delete ) Actions | Clone Database| % | ((Go

Select Masking Definition Database Description Columns Status Most Recent Job Ended
@ CONDITIONAL EMPLOYEE DATA MASK dbO4.omcle.com Mask Employee Data Condltionalty 7 Masking Job Jul 27, 2010 11:16:05 PM GMT+00:00
~ HR COMPOUND MASK db04 oracke com Gompound Mask of HR Data 5 Masking Job Jul 27, 2010 10:31:33 P GMT+00:00
(@] SIMPLE EMPLOYEE DATA MASK db04 oracke.com Mask Employes Data & Masking Job Jul 27, 2010 £:57.00 PM GMT+00:00
' USER DEFINED MASK EMAIL db0d oracke.com Mask Employes Data with User Defined Mask - Email 7| Masking Job Scheduled

59. Click on the GO button to refresh the status of the job.

Wiew || Edit J(_Generate Script )| Schedule Job J( Delete ) Actions | Glone Databass| # | (G0
Select Masking Definition Database Description Columns Status Most Recent Job Ended

COMDITIOMAL EMPLOYEE DATA MASK dbOd.orack.com Mask Employes Data Conditionally 7 Masking Job Jul 27, 2010 11:16:05 PM GMT+00:00

HA COMPOUND MASK dbOd.oracke.com Compound Maskof HR Data 5 Masking Job Jul 27, 2010 10:31:33 PM GMT+00:00
SIMPLE EMPLOYEE DATA MASK dbOd.orack.com Mask Emplyes Data & Masking Job Jul 27, 2010 9:57.00 PM GMT+00:00
O USER DEFINED MASK EMAIL dbd4 orack.com Mask Employee Data with User Defined Mask - Email 7 Masking Job | Jul 28, 2010 12:31:21 AM GMT+00:00

60. Once the job successfully completes, follow the provided steps again to create a new
tab and query the masked data for a before and after comparison. View the data before
the user-defined masking operation for the HR.EMPLOYEES table on the EMAIL column.
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ORACLE Enterprise Manager 10g Seup Prefrences Help Logout
Grid Control Alens Compliance Jobs Reports

All Targets

Datehese Irstance: dh2 ormcke.com > Tebls > Logged in As SYSTEM
View Data for Table: HR.EMPLOYEES
Refine Queny, QK

Query SELECT "EMPLOYEE_ID®, "FIRST_NAME', "LAST_NAWE', "EMAIL", "PHONE_NUMBER",
*HIRE_DATE", "JOB_ID", *SALARY", 'COMMISSION_PCT", 'MANAGER_ID*, 'DEPARTMENT_ID",
"NATIONAL_ID", "STREET_ADDRESS’, 'FOSTAL_CODE', *CITY", *STATE_PROVINCE",
*COUNTRY_ID® FROM "HR"."EMPLOYEES"

Result

EMPLOYEE_ID FIRST_NAME LAST_NAME EMAIL PHONE_NUMBER HIRE_DATE JOB_ID SALARY COMMISSION_PCT MANAGER_ID DEPARTMENT_ID NATIONAL _ID ST

6700154081 Graham Belushi MSULLIVA +1313 123 4230 19990621 SH_CLERK 10000 7258185015 50765426375 310
00:00.000 Ply|

8574611078 Chra Finney WSMITH  +1319123 4301 19990223 SA_REP 24000 15 7283523029 80 142537184 221
00:00.000 30q

4133067045 Cary Bales GGECNI  +1 410123 4813 20000203 SH_CLERK 2100 7259185015 50991-91-8404 200
0000000

5453363083 Keir Bakiwin ABULL  +1 412123 4884 19970220 SH_CLERK STE0E3E016 50982325187 Fo
00:00.000

4758540074 Rosanne  Cage KPARTMER +1 608 123 4374 1997-01-05 SA_MAN 2200 3 1227795000 80 106-503-395 122
00:00.000

7918770028 Lous Ashby TRAJS +1610123 4714 1986-10-17 ST_CLERK 8000 7278130071 50 856-25-1412 635

61. View the data after the compound masking operation for the HR.EMPLOYEES table.
Notice the new masked values for EMAIL column.

ORACLE Enterprise Manag Seup Preferences Help Logout
Grid Control Horme Deplownents Alers Compl

| AllTargels

Datehees Imstance: dbi2 omcke.com > Tebles > Logged in As SYSTEM
View Data for Table: HR.EMPLOYEES
| Refine Query 0Ok
Query |SELECT "EMPLOYEE_ID®, "FIRST_NAME", "LAST_NAME’, "EMAIL", "PHOME_NUMBER",
"HIRE_DATE", "JOB_ID", "SALARY", "COMMISSION_PCT", "MANAGER_ID", "DEPARTMENT_ID",

"MATICMAL_ID*, "STREET_ADDRESS', "POSTAL_CODE', 'CITY", "STATE_PROVINCE",
"COUNTRY_ID* FROM "HR".'EMPLOYEES"

Result
EMPLOYEE_ID FIRST_NAME LAST_HAME EMAIL PHONE_NUMBER HIRE_DATE JOB_ID SALARY COMMISSION_PCT MANAGER_ID D

5430056067 Carol Belushi Ay 9748893048, Chandan@ mailinator.com (510} 555-4001 1994-08-17 FI_MGR BOCO 5739598036
00:00:00.0

1606606097 Sksy Altman Billy. 4786488071, Bogar@malinator.com (925) 555-0043 1994-08-07 AC_MGR 8000 5739598036
00:00:00.0

BE4C344083 Rick Belushi Rosanne. 1244434091 Alexander@mallinator.com (510) 555-8025  18668-08-14 ST_CLERK 3800 BE2BEG 2064
00:00:00.0

8352284048 Carol Andrews Ay B048501022 Bradford(@ mailinator com (925) 555-8019  1867-0G-06 SH_CLERK 7800 5B0BESTORE
00:00:00.0

58068597088 Alexander BelGeddes  Rodolio. 1100963076, Cage@ mailinator com (925) 555-8019  1967-10-10 ST_MAN 9000 2248831072
00:00:00.0

9133617007 Bryan Ashby Kristin 4797446075, And rews@ mailinator com (925) 555-5023 1986-07-18  ST_MAN 78O0 2248531072
00:00:00.0
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This concludes the Oracle Enterprise Manager Data
Masking Hands-on Lab. If you have time, please continue
the following OPTIONAL lab for extra credit © !
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Deterministic masking (OPTIONAL — Extra Credit)

1. Navigate to the desktop and click on the icon, ‘Access_Supplemental_Content.sh’. Click
on the Run in Terminal button when provided the option.

Do you want to run

or display its contents?

k

"Access_Supplemental_Content.sh”,

"Access_Supplemental_Content.sh" is an executable text file

l Run |n'_l'ermmal ] Display |

¥ Cancel

Run

ORACLE
ENTERPRISE MANAGER

2. After the Supplemental folder is copied to the desktop, drill down to the folder
Supplemental->11g_DB_Security - EM_-_Data_Masking > DM - Lab Exercise 06.
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In the DM - Lab Exercise 06 folder, click on the icon, ‘Step 1-
Set_Environment_for_Deterministic_Masking.sh’ . This will set up the two database
users, HRO1 and HRO2 that will be used in this exercise. Hit the “return” to close the
window once the script is done.

v
a
x|

| DM - Lab Exercise 06
File Edit View Places Help

Step 1 - Set_ Step 2 - Enterprise
Environment_for_ Manager Grid
Deterministic_ Control -
Masking.sh Deterministic
Masking

|‘D DM - Lab Exercise 06 ¥ ] 2 items, Free space: 6.2 GB

Click on ‘Step 2 — Enterprise Manager Grid Control — Deterministic Masking’ to open
the browser to login into Grid Control.

® DM -LabExercise 06 = |0|X|
Fle Edit View Places Help

Step 1 - Set_ Step 2 - Enterprise
Environment_for_ Manager Grid
Deterministic_ Control -
Masking.sh Deterministic
Masking

|‘D DM - Lab Exercise 06 ¥ | 2 items, Free space: 6.2 GB

Login to Grid Control at the URL http://dbsecurity.oracle.com:4889/em using the User
Name: sysman and the Password: oraclel. Click on the Login button.

ORACLE Enterprise Manager 10g

Login to Oracle Enterprise Manager

* User Name |sysman |

ORACLE Enterprise Manager Sewp Prekrences Help Logoul
Grid Control 11g Home Deployments | Alerts | Compliance | Jobs | Repors

Page Refreshed Jul 28, 2010 8:50:49 PM UTC

Target Search
o rrrs—

Search IAH :] [ ]

g

Overview

Click on Databases.
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Seup Prebrences Melp Logout
Reports My Oracle Support

ORACLE Enterprise Manager

Grid Conirol

Alerts . Compliance | Johs

LEWEN| Deployments

Mickleware | Web Appliations | Servioss | | Groups | Virlual Servers | All Targsls

Hosts

S —
Search

|_Remave ), Configure ‘ | Add
Select Name Status Alerts Policy Violations Compliance Score (%) CPU Util % Mem Util % Total I0/sec

Page Refreshed  Jul 28, 2010 8:51:39 PM UTC

@ dbsecurity.oracke.com & o 1 o 82 1328 67.98 20862

Click on the database link db04.oracle.com.

Databases
view O Oracke Load Map @ Search Lit Fage Rsfreshed  Jul28, 20108:52:58 PM UTE (55
Targets Not Configured 1
] I
Search
( Remove ), Configure ) | ( Add )
Select Name: Status Alerts Policy Violations Compliance Score (%) Version Sessions:CPU  Sessions: IO Sessions: Other Instance CPU (%)
@ avemckcom % 1253 910.2030
() dbD1.orack.com 2 5% 6 98 11.1.07.0
() dbD2.orack.com % 532 9811.1.070
() dbiG.orack.com 2 153 99102040
& 3 000 - 112010 = 4 K4 -
() dbdé.orack.com 2 000 -11.2010
O emreporack.com & 1 15 5 9210.20.40 o Dl Oy a4

Right click on the link, ‘Schema’ and choose the option, ‘Open Link in New Tab’.

Database Instance: dbo4.oracle.com

Home { I Avalblity — Server  Schema  DataMovement  Software and Support

Jul 28, 2010 8:02:56 PM GMT “Rogroch ) View Data| Automaticall (60 ssc) +

General Host CPU Hookmark This LNk b Sessions SOL Response Time
(Shutdown )| Black out) 10 Save Link As... 10
Status Up Send Link...
Up Since Jul 28, 2010 5:52:53 PM UTC 05 Copy Link Location o=
Instance Name db04
Version 11.20.1.0 0.0 = & Properties 0.0
Host dbeecurity.orack.com Loading Loading Loading.
Listener LISTENER| chescurity oracks..
load 000 Faging 000 CPU Cores 2 S0L Response Time (%) Unavaiable
View All Propertiss (_Edit Reference Collection

In the newly opened tab, we will query the HRO1 table. Click on the Tables link.

Database Instance: dbO4.oracle.com
Home  Ferformance  Avmilbiity  Server ‘ Schema { Data Movement  Software and Support
Database Objects Programs Materialized Views
Packages Materialized Views
Inezes Paclage Bodies Waterialzed View Logs
Views Procediires Refresh Groups
Synonyms Functions Dimensions
‘Sequences Triggers
Databass Links Java Classes
Direclory Objects Java Sources
E Objects

If prompted, login to the database using the Username: system and Password: oraclel.
Click on the Login button when finished.
TIP: select the option to “Save as Preferred Credential”.
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Database Login

Databas= db04.oracle.com

e (s 3]

[ save as Preferred Gredental

12. We will be querying the HRO1 schema and the EMPLOYEES table. Click on the Go

button.
Tables
Search

Select an object type and optionally enter a schema nams and an object name to fiter the cata that s displayed in your resutis sst

Schema |HROT &

Cbject Name |EMPLOYEES
=

13. Select the Action to View Data and click on the Go button.

secon s e |2 —
) (i) (i Wi o) s oo % e

Select Schema Table Name ‘Tablespace Partitioned Rows Last Analyzed
@ Hrot EMPLOYEES EXAMPLE NO

Recyele Bin

14. Click on the EMPLOYEE_ID column to sort the data. This is the pre-masked data for
HRO1.EMPLOYEES. We will use the same steps above to view this table after the
masking process.

View Data for Table: HRO1.EMPLOYEES
Refine Query ) (OK)

QuEry | SELECT "EMPLOYEE_ID', "FIRST_NAME', "LAST_NAME®, "EMAIL", "PHONE_NUMBER',
*HIRE_DATE", "JOB_ID", "SALARY", ‘COMMISSION_FCT", "MANAGER_ID", "DEPARTMENT_ID",
*NATIONAL_ID", 'STREET_ADDRESS', "POSTAL_CODE', 'CITY", 'STATE_PROVINCE",
*COUNTRY_ID" FROM "HRO1""EMPLOYEES'

Result

EMPLOYEE_ID IRST_NAME LAST_NAME EMAIL PHONE_NUMBER HIRE_DATE JOB_ID SALARY COMMISSION_PCT MANAGER_ID DEPARTMENT_ID NATIONAL_ID §

100 Steven King SKING 515,123 4557 1987-06-17 AD_FRES 24000 90 494-17-9546 2
00:00:000

101 Neena Kechhar NKOCHHAR 515.123.4558 1989-09-21 AD_VFP 17000 100 90625151353 2
00:00:000

102 Lex De Haan LDEHAAN 5151234589 1963-01-13 AD_VFP 17000 100 90 948-89-9018 3
00:00:000

103 Alexander Hunokd AHUNOLD 5804234557 18€0-01-03 IT_PROG 000 102 B0 544-68-5686 3
00:00:000 H

104 Brucs Ernst BERNST 590,423 4558 1291-05-21 IT_PROG 6000 103 B0 473-40-4541 3

15. Navigate back to the first browser tab. Click on the Databases link.
ORACLE Enterprise Manager Sebp Prekrences Help Logoul

Grid Contral 11¢ Home SRETTTIE Deployments Alerts Compliance Jobs Reports My Oracle Support

Hests | Databasss | Middewars | Web Appliations | Serviess | Systems | Groups | VirlualSenvers | All Targels

Logged in As SYSTEM

16. Scroll down to the bottom of the page and select the Data Masking Definitions link.

Related Links

Dictionary Baselines Dictionary Comparisons
Execuls SQL Recovery Calalogs
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17. In the Data Masking Definitions screen, click on the Create button.

Data Masking Definitions

Data masking s the procsss of making ssnstive information in test or nan-prociuction . Itdisgu information by fting it with realstic looking but falss data of a similar type. A
masking definition defines the columns to be masked and the format of masked data. You can create a new masking definition or use an existing definition for a masking operation. The Format Library
contains a colketion of ready-to-uss masking formats.

Ssarch | Masking Definition :l [ (Go) Import
Select Masking Definition Database Description Columns Status Most Recent Job Ended
No definitions.
18. From the Create Masking Definition screen, type in the Name, Database and Description

field with the provided values below. Continue and click on the Add button.
Name: DETERMINISTIC_MASKING_EXAMPLE_HRO1
Database: db04.oracle.com
Description: Sample Deterministic Example

Create Masking Definition
(Caneel) (1)
+ Name [DEFEHMINISTIC,MASKING,E)(AMFLE ]
+ Database [utm orackcom ] &
Description [&mpb Deterministic Example ]
Columns
Ack columns you want to mask and dsfins masking format for each column. Foreign ksy columns are automatically acked to maintain referential integrity. Depsndent columns are columns that
dho ot have foreign key |, but due to appliation You can ly columns to a masked column. Removing a
column from this list will rmove all foreign key and dependsnt columns m
Dependent Columns
Select Owner Table Column Column Group Data Type Format Foreign Key Columns Count  Add
No columns
added

19. In the Add Columns screen, search for the EMPLOYEES table in the HRO1 schema. Type
in the following values and click on the Search button.
Schema: HRO1
Table Name: EMPLOYEE

Add Columns
Database  dbl4.omcle.com Loggedn As - system ((Cancel) (Add) (Define Format And Add
Acklone or for masking. Foreign ey beadded You can dsfine masking format at once for all selected columns if they have the same cata type:
Search
schema [Hﬁot ] & Column Name [ ]
Tabe Name |EMPLOYEES ] Column Comment [ ]
t Search Enker asking in column comments.

20. Select the column for EMAIL and click on the Add button.

Add Columns
Dalbess dbOZomcle.com Logged In A5 system Cancel Define Format And Add
Add one or more columns for masking. Foreign key colimns will be added automatically. You can define masking format at once for all selected columns if they have the same data type:
Search
Schema [HRO1 | Column Name
Table Name |EMPLOYEES I Column Comment
Searth Enier & sting in colur comments.
[ Mask sekected columns as a group
Select Al | Selsct None
Select Owner  Table Name Column Name Data Type Comment
O +ror EMPLOYEES cIy VARCHAR2{30)
] HRAO1 EMPLOYEES COMMISSION_PCT NUMBER(22) Commission percentage of the employes; Only employess in
=S gible for L
O wrot EMPLOYEES COUNTRY_ID CHAR(2)
0 wrot EMPLOYEES DEPARTMENT_ID NUMBER(4)  Dspariment id where smployss works; forsign key to
decartment id colmn of the degarments bk
| i1 HRO1 EWPLOYEES EMAIL VARCHAR2{100) MASK candidate: HR Frimcy Polcy
O s cram e Funsvee n wiieen tan. mimetim P
21. Click on the Format icon.
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Columns
Add columns you want to mask and define masking format for each column. Forelgn key colimns are automatically added 1o maintain referental integrity. Dependent columns are colimns that
do not have loreign key constraints defined, but referencs a masked column due to appication kvl constralnts. You can manually add dependent colimns 1o a masked colimn. Removing a

column from this list will remove all forelgn key and dependent columns. Add
Femove

Foreign Key  Dependent Columns

Salect Ownar Table Column Column Group Data Type Format Columns Count  Add
L) HRot EMPLOYEES EMAIL VARCHARZ2(100) 1] 0 &
&5 Columns that have tiks kon do not have a masking format defined
22. In the Define Column Mask section, choose the Format Entry of Substitute and click on
the Add button.
Define Column Mask
Owner  HRO1 Table EMPLOYEES (Cancel) (0K)

Column  EMAIL Data Type  VARCHARZ2(100)

By default all records in the table will be masked using the specifisd format. You can cptionally dentify more than one subset of records using conditions, Each subsst can be masked using a cormasponding
masking format. The subsets wil be masked in the order they are specified. A subset will not be masked again even when il makches a subsequent condion

Add Condition

2dd Condwon)
Impon Farmat | Format Entry | | Substituie

Expand All | Collapse All

Format Entry Properties
Select Condition Property Value Property Value Sample Remove
¥ conditions
@ ¥ pefaut Condition
(Add a format entry)

Cancel) (OK

23. Enter the Table Name OE.CUSTOMERS and the Column Name CUST_EMAIL to be used
for the substitute values. Click on the OK button to proceed.

Define Column Mask
Owner  HRAO1 Tabie EMPLOYEES Cancel} (0K
Colimn  EMAIL Data Type  VARCHAR2({100)
By defaull all records i the able will be masked using the specified format. You can optionally dentify more than one subset of records using conditions. Each subset can be masked using a corresponding
masking formal. The subsets will be masked in the order they are specilied, A subset wil nol be masked again even when i makches a subsequent condiion
Add Condmon
Impon Farmat ) Format Entry | Substitule Adc
Expand All| Collpes Al
Format Entry Properties
Select Condition Property Value Property Value Sample Remove
¥ conditons
@ ¥ Defaut Condition =)
Substiute Table Name Column Name e
Cancel

24. After the Masking Definition has been created, click on the OK button.

Create Masking Definition

(Cancel)

+ Name [DEI'EF!M\N\ST\C_MASKING_EXAMFLE‘

l
+ Database [dbOﬂcrﬁcie.ocm ] \.V
l

Description [fhmple Deterministic Example

Columns

Adkl columns you want to mask and cefine masking format for each column. Foreign key columns are automatically added to maintain referential integrity. Dependent columns are columns that

db not have forsign key ined, but rsfersnce a due on level constraints. You can manually colimnstoa Removing a

column from this list will remove all foreign key and dependent columns, (Add )
(Remave )

Select All | Sskect None

Dependent Columns
Select Owner Table Column Column Group Data Type Format Foreign Key Columns: Count  Add

O wror EMPLOYEES EMAIL VARCHARZ{100) E? [s} 0 &
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25. As you have completed in previous exercises, click on the Generate Script button.

Data Masking Definitions

Data masking & the process of making senstive information in test or non-production danbases safe. It dguises sensithe information by overwriing & wih realistic ooking but false data of a simlar ype. A
masking definition defines the columns o be: masked and the format of masked data. You can create a new mashing defintion or use an existing definition for a masking operation. The Format Library
contains a collection of ready-o-uss masking formats,

Search | Mashing Defintion % | | =) impon ) (Crame

Wiew || Edit ) | Creste Uke |( Generate Script || Schedule job ) Expon )| Clone Database || Delete
e T P | =

Select Masking Definition Database Description Columns Status Most Recent Job Ended
@ DETERMINISTIC MASKING EXAMPLE HRO| db02omcecom  Simpie Dy initic Eampe 1 Seript Not Generated

26. After the script has been generated, click on the Schedule Job button.

(D Information
Data masking script generation completed sucoessfully

Script Generation Results: DETERMINISTIC_MASKING_EXAMPLE

Database  dbO4.oracle.com Numbsr of Tabls 1 Retumn
Logged In As  system Columns 1
Script Options
Use script mask: Clone And Mask )

Schedule the data masking job. The script will be exscuted by the job to perform the masking operation. || S¢hedule

27. Provide the user credentials provided for the oracle user using the password provided
(i.e. gOOracle12#), a Substitute Format Seed (for example, a string “123456”), and click
on the Submit button.

To properly show Deterministic masking in this exercise, you must use the same Seed
value for both masking jobs. New in EM 11g, Substitute Format Seeds have been
introduced. This allows the user to provide seed values and have better control over
non-deterministic and deterministic masking.

Schedule Data Masking Job: DETERMINISTIC_MASKING_EXAMPLE

Databass dbO4.oracle.com Mumber of Tables 1 Cancel ) | Submit
Logged In As system Columns 1

+ Job Name  |MASKING_JOB_101

Job Description

[ l

[ l
+ Seript Fils Location [."um@oranla';:mm‘m 2 Oidbhome_tichs ] &
« Soript File Name [ l

masking101.5q1

Substitute Format Seed
A szed i required for masking definitions that use the Substitute format. The seed can be any tex string.

«Seed [on

« Confirm Seed [

Host Credentials

——. ]

[ save as Preferred Gredental

Start

© Immediate!

O Later

Jul 28 2010 E

28. One the Masking job is complete, move to the next step.

Data Masking Definitions

Data masking is the procsss of making sensitive information in test or non-procluction It clisgu information by iting it with reallistic kcoking but false chata of a simiiar type. A
masking definition defines 1o be the format of You can create a nsw masking cefiniion or use an existing cefinition for 2 masking operation. The Format Library
contains a collstion of ready-to-uss masking formats

Search | Database 2| [cwosorack.com | &) (Impont )  Create )

Wiew )| Edit )| Generate Scrint J( Schedule Job | Delete | Ations Go
Select Masking Definition Database Description Columns Status Most Recent Job Ended
@ DETERMINISTIC MASKING EXAMPLE dbddomckcom  Sample Determinktic Example 1 Masking Job Succssded Jul 28, 2010 9:29:39 P GMT+00:00
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In the second browser tab, click on the Tables link.

Datchese Instance: b4 orck.com |

View Data for Table: HRO1.EMPLOYEES

Logged in As SYSTEM

(Refine Ouery ) (0K
Query |sELECT "EMPLOYEE_ID", "FIRST_NAME’, 'LAST_NAME’, "EMAIL", "PHONE_NUMBER",
"HIRE_DATE", 'JOB_ID", "SALARY’, "COMMISSION_PCT", "MANAGER_ID", "DEFARTMENT_ID",
"NATIONAL_|D', *STREET_ADDRESS', 'POSTAL_CODE', 'CITY', "STATE_PROVINGE',
"COUNTRY_ID' FROM "HRO1" "EMPLOYEES®

Result
EMPLOYEE_ID © FIRST_MAME LAST_NAME EMAIL PHONE_NUMBER HIRE_DATE JOB_ID SALARY COMMISSION_PCT MANAGER_ID DEPARTMENT_ID NATIONAL_ID S}
100 Steven King SKING 5151234587 1987-06-17 AD_FRES 24000 90 494-17-95458 2
00:00:00.0
101 Neena Kochhar NKOCHHAR 515.123 4588 1989-09-21 AD_VP 17000 100 90625151353 2
oo

Query the HRO1 schema and the EMPLOYEES table. Click on the Go button. Select the

Action to View Data and click on the Go button. View the masked data.

Tables

Search
Sekect an object type and optionally enter a schema name and an object name to fiter the data that ks displaysd in your results sst

Schema |HRO1 &
Object Name | EMPLOYEES

| Go
By et e cearch e all upperca makhes begining wih e ing you enir=d. o run an =saclor cage-gen e mai, dovble que ks earch sHing You can ues e ideard syl (51 double auakd sking.
Sskection Mods | Single | & \{cramay
((Edit)(iew ) Delete With Options Mun{ [vewpam 3]
Select Schema Table Name Tablespace Partitioned Rows Last Analyzed
'3' HRO1 EMPLOYEES EXAMPLE NO 107 Jul 28, 20109:29:28 PM UTC

Click on the EMPLOYEE_ID column to sort the data. Keep this tab open. We will now

mask the data on HR02 to demonstrate the results of the deterministic masking
capability.

ORACLE Enterprise Manager 10g Seup Prekrences Help Logout
Grid Control Home YETTTTPIN Deployments | Alerts | Compliance  Jobs | Reports

sts | Datmbases | Middeware | Web Appl Services | Systems | Groups | All Targets

Dalstegs Imtarcs; 02 ol com > Tabls > Logged in As SYSTEM
View Data for Table: HRO1.EMPLOYEES

Refine Query ) | OK
Query SELECT "EMPLOYEE_ID", "FIRST_NAME', "LAST_NAME", 'EMAIL", "PHONE_NUMBER",
"HIRE_DATE", "JOB_ID", "SALARY", *COMMISSION_PCT", "MANAGER_ID", "DEPARTMENT_ID",
"NATIONAL_ID®, *STREET_ADDRESS", "POSTAL_CODE", "CITY", "STATE_PROVINCE",
"COUNTRY_ID® FROM "HRO1"."EMPLOYEES®

Aesult
EMPLOYEE_ID FIRST_WAME LAST_NAME EMAIL PHONE_NUMBER ‘HIH E_DATE[JOB_ID |5ALA vaom&snu_w‘r MANAGER_ID DEPARTMENT _ID| NATDNAL_IDS‘
183 Girard Geoni GGEON|  B50.507.9879 200002-08 SH_CLERK 2800 120 50372966148 2
00:00:00.0

Navigate back to the first browser tab. Click on the Create button to create the same

masking definition with the only exception being the use of the HR02 table.

ORACLE Enterprise Manager 1g Seup Prebrences Hep Legaul
Grid Control Home JEPTTIPNN Deployments | Alerts | Compliance | Jobs | Reports

Hests | Databases | Middleware | Web Applcations | Services | Systems | Groups | All Targets

Data Masking Definitions

Data masking & the procsss of making senstive information in test or non-production databases safe. It disguises sensitive information by overwriting t with reallstic looking but false data of a similar type. A
masking definition defines the columins o be masked and the formal of masked data. You can create a new masking definition or use an existing definition for a masking cperation. The Formal Library
contains a collsction of ready-to- s masking formats.

Search | Datatase 2| [aro2omck.com* o Lmpon |
View ) (Edh ) ((Create Like ) Generate Script ) (Schedule job ) (Expon ) Cione Database ) Delete

Select Masking Definition Database Description Columns Status Most Recent Job Ended
@ DETERMINISTIC MASKING EXAWPLE HRO1 dhi2omckecom  Simpie Deterministi: Example 1 Masking Job Succesded  Jan 8, 010 8:11:17 AM (UTC400:00)

Page 47 of 52

11



ORACLE 1 13‘

ENTERPRISE MANAGER

33. From the Create Masking Definition screen, type in the Name, Database and Description
field with the provided values below. Continue and click on the Add button.
Name: DETERMINISTIC_MASKING_EXAMPLE_HR02
Database: db04.oracle.com
Description: Sample Deterministic Example

Create Masking Definition
Cancel ) (OK)

* Name [DEFEHM\N\S’T\C_MASK\NG_E)CAMPLE_HHOZ

l
* Database ldw*‘lwax:le.wm l wV
l

Description [Simple Deterministic Example

Columns

Add columns you want to mask and define masking format for sach column. Foreign key columns are automatically added to maintain referentialintsgrity. Dependent columns are columns that

do ot have foreign key ined, but dus ints. You can ly ackd ciepsncient columns to a masked column. Removing a
column from this It wil remove all foreign key and dspancnt columns
Dependent Columns:
Select Owner Table Column Column Group Data Type Format Foreign Key Columns Count  Add
No columns
addsd

34, In the Add Columns screen, search for the EMPLOYEES table in the HR02 schema. Type
in the following values and click on the Search button.
Schema: HRO2
Table Name: EMPLOYEE

Add Columns
Database - dbod.omcle.com Loggedin As  system (Cancel ) (_Add ) (Define Format And Add
Ackd one or more columns for masking. Forelgn key columns wil be added automatizally. You can difine masking format at once for all 1 they have type.
Search
Schema [Hﬂuz l & Column Name [ ]
Table Name [EMPLOYEES ] Column Comment [ ]
Search ! Entera s¥ing in colurmn comments

35. Select the column for EMAIL and click on the Add button.

Add Columns
Databass  db0d.oracle.com Logged In s system Cancel (Define Format Ang Add
Addlone or for masking. Foreign key wil eally. You can define masking format at once for all sskected columns f they have the same cita type
Search
Schema [Hﬁuz l & Column Name [ ]
Table Name [EMPLOYEES ] Column Comment [ ]
(Search Enkr asting in caluran cornmens

] Mask setected columns as a group

Select All | Sskect None

Select Owner Table Name Column Name DataType Comment
O HRO2 EMPLOYEES cITY VARCHAR2(30)
[ Hroz EMPLOYEES COMMISSION_FCT NUMBER(2,2)  Commision of ;O ph in
elgible for
D HRO2 EMPLOYEES COUNTRY_ID GCHAR(2)
D HRO2 EMPLOYEES DEPARTMENT_ID NUMBER(4) Department id where employes works; foreign key to
t_id column of tablks
HRO2 EMPLOYEES EMAIL VARCHARZ(100) MASK candicate: HR Privacy Policy
O HRO2 EMFLOYEES EMFLOYEE_ID NUMBER MASK candidate: HR Benefits Policy
-
36. Click on the Format icon.
Columns

Add columns you want to mask and define masking format for each column. Foreign key columns are automatically added to maintain referential integrity. Dependent columns are colmns that

do not have foreign key consirainis defined, but reference a masked column dus Youcan Iy jependent colimns 1o a masked column. Removing a
column from this list will remove all forsign key and dependent columns. Ado
Femove

Select All | Select None
Foreign Key  Dependent Columns
Select Owner Table Column Column Group Data Type Format Columns Count  Add

[ HAoz2 EMPLOYEES EMAIL VARCHAR 2{100) o o s

&
A% Columns that have this ikon do not have a masking formal defined
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37. In the Define Column Mask section, choose the Format Entry of Substitute and click on
the Add button.

Define Column Mask
Owner  HRO2 Table EMPLOYEES Cancel) (OK
Column  EMAIL Data Type  VARCHARZ(100)

By default all records in the lable will be masked using the specified formal, You can cptionally dentify more than one subset of records using conditions, Each subset can be masked using a corresponding
masking format. The subsets will bs masked in the order they are specified. A subsst will not be masked again even when it maiches a subsequent condiion.

Add Condition
impont Farmat ] Format Entry
Expand Al | Colapss Al
Format Entry Properties
Select Condition Property Value Property Value Sampie Remove
¥ conditions
@ ¥ pefaut Conditon
(Add a format entry)
Cancel ) (OK

L) (20)

38. Enter the Table Name OE.CUSTOMERS and the Column Name CUST_EMAIL to be used
for the substitute values. Click on the OK button to proceed.

Define Column Mask
Owner  HRO2 Table EMPLOYEES Cancel ) (OK

Colimn EMAIL Data Type  VARCHARZ(100)

By default all records in the fable will be masked using the specified format. You can cptionally entity more than one subset of records using conditions, Each subset can be masked using a correspanding
masking format. The subsets will be masked in the order they are specilied, A subset will not be masked again even when it makches a subsequent condition

Add Condition

Import Format | Format Entry | Substitute | 2ad)

Exand All | Collapse All
Format Eniry Properties
Select Cond tion Property Value Property Value Sample Remove
¥ conditions
@ ¥ pefaut Condition
- rmtane  [[EGITONT]| coumatane v

39. After the Masking Definition has been created, click on the OK button.

Create Masking Definition

+ Name lDEFEHM\NIST\C_MASK\NG_EXAMPLE_HHO# ]

« Databass Innmaranlamm ] 7

Deseription [SlmpE Deterministic Example ]

Columns

Ackd columns you want to mask and disfine masking format for sach column. Foreign key columns ars automatically added to maintain rsferentil intsgrity. Dspendent columns are columns that
do not have foreign key constraints defined), but reference a masked column due to appleation level constraints. You can manually ack depsncent columns to a masked column. Removing a
column from this list will remove al foreign key and dependent columns.

| Remove

Select All | Select None

Add

Dependent Columns
Select Owner Table Column Column Group Data Type

Format Foreign Key Columns Count  Add
O HRO2 EMPLOYEES EMAIL VARCHARZ2({100) Ey o o :G,
40. As you have completed in previous exercises, click on the Generate Script button.
Data Masking Definitions
Data masking is the process of making sensitive information in test or non-production it information by g it with realistic looking but false chta of a simiar type. A

masking cefinition cisfines tobe the format of

You can create a new masking dsfintion or use an existing definition for a masking operation, The Format Library
contains a collection of reacly-to-use masking formas.

Search [Datamse :] ['dma oracke.com” ] (Go (import ) { Create )
(Wiew ) (Edin [ Cenerate Stript) | schedule job ) (Delete ) Actions | Clone Database| 3 | (G0

Select Masking Definition Database Description Columns Status Wost Recent Job Ended
O DETERMINISTIC MASKING EXAMPLE HFO1 db04ormckcom  Sampls Deterministic Example 1 Script Generated

[[® berermmistic masking exavrLe Hece db04ormckcom __ Simpe Deferministiz Examp 1 Script Nol Generated

41. After the script has been generated, click on the Schedule Job button.
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D Information

Data masking script generation completed successfully

Script Generation Results: DETERMINISTIC_MASKIN
Dalabas= db4.oracle.com
Logged In As  system
Script Options
Use seript o clone and mask the database. (_Clone And Mask

Schedul the data masking job. The script will be exseuted by the job to perform the masking operation || Schedule

G_EXAMPLE_HRO2
Number of Tables 1

Columns 1

| Return

Provide the user credentials
(i.e. g0Oracle12#), the same

provided for the oracle user using the password provided
Substitute Format Seed (i.e. seedtextstring) used in the

previous step, and click on the Submit button.

Again, to properly show Deterministic masking in this exercise, you must use the same
Seed value for both masking jobs.

Schedule Data Masking Job: DETERMINISTIC_MASKING_EXAMPLE_HR02

Datatass db04.orack.com
Loggedin As - system

= Job Name

Job Description

+ Seript File Location

= Seript File Name

Number of Tables 1
Colmns 1

(Cancal

[MASKlNG,JOB,ms

l

lr‘uUT.“urﬁcE“umudﬂ 1.20/dbhome_1/dbs

J
J
| #
J

[maskmg 108.5q1

Substitute Format Seed
A szed s required for masking definitions that use the Substitule format. The seed can be any text string

+ Seed |r
« Confim Sesd [ l
Host Credentials
T ]
N )
['save as Preferred Crecental
Start
@ Immediately
O Later

Once the masking job is complete, click on Databases link.

ORACLE Enterprise Manager

Grid Control 11g Home JEETTTIOMN Deployinents | Alers

Systems | Groups | Virtual Servers | All Targets

Hests | Databasss | Middiewars | Web Applications | Servic

Data Masking Definitions

Data masking is the procsss of making ssnsitve information in test or non-production It i information by
masking cisfinition cefines obe the format of You can create a new masking definition or uss an existing cefinitio
contains a colkction of ready-to-uss masking formats.

Search | Dalabase :] ['mmmammm' ] (Go

Wiew ) ( Edit )| Generate Script | ( Schedule Job ) ( Delete | Actions Go

Compliance

g it with realistic looking but fakse data of a similar type. A

Select Masking Definition Database Description ColumnsStatus
@ DETERMINISTIC MASKING EXAMPLE HRO1 db0d.oracke.com  Sample Deterministic Example 1 Masking Job Succeeded
© DETERMINISTIC MASKING EXAMPLE HROZ2 db0d.orack. Simpie D Example 1 Wasking Job Succeedsd

Help Logout
My Oracle Support

Seup
Repors

Prebrences

Jobs

i for a masking operation. The Format Library

[Import )| Create

Most Recent Job Ended
Jul 28, 2010 9:48:22 PM GMT+00:00
Jul 28, 2010945 51 F GMT 400,00

Click on the database link db04.oracle.com.

Databases

View O Orack Load Map @ Search List
Targets Mot Configured 1

N —

((Rethove )( Configure ) | (_Add

Select Name Status Alerts Policy Violations Compliance Score (%) Version Sessions: CPU
@ avorack.com 1253 98 10.2030
O dbolorack.com 2 5 % 6 9811.1.0.7.0
O dboZorack.com @ 5% 2 98 11.1.07.0
O dbGorack com % 123 96102040
O dbCBorack.com 2 coo -11.2010
() emrepomck.com & 1 15 89 § 9210.20.40 01

Fage Refreshed  Jul 28, 2070 9:49:20 PM UTC B

Sessions: O Sessions: Other Instance CPU (%)

[2
<
z
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Right click on the link, ‘Schema’ and choose the option, ‘Open Link in New Tab’.

Database Instance: dbo4.oracle.com

Home { Auaigbiity — Server  iSchema Dala Movement  Software and Support
Open Link in New Window "
1 Jul 28, 2010 9:02:56 PMGMT ( Rfrash ) View Data| Automatically (0 sec) +
General Host CPU Bookmark This Link & Sessions. SOL Response Time
Shutdown ) ( Black Out ) -
Shudeen )| Back oL 10 Save Link As... - L0
Status Up Send Link...
Up Since Jul 28, 2010 5:52:53 PM UTC o5 Copy Link Location 03
Instancs Name dbod
Version 11.2.0.1.0 [eX¢] & Properties 0.0
Host dbsscurity.oracke.com Loading... Loading.. Loading...
Listener LISTENER1 dhescurity.oracke.,
load 000 Paging 000 CPU Cores 2 SOL Response Time (%) Unavaikible
View All Properties {_Edit Reference Collection

In the newly opened tab, we will query the HR02 table. Click on the Tables link.

Database Instance: dbO4.oracle.com

Home  Performance  Availbiity — Server ‘ Schema { Dala Movement Support
Database Objects Programs Materialized Views
Faclages Materilized Views
Indexes Package Bodlies Materialized View Logs
Views Procedures Refresh Groups
Synonyms Eunctions Dimensions
Sequences Triggers
Database Links Java Classes
Directory Cbjscts Java Sources
Objects

We will be querying the HRO2 schema and the EMPLOYEES table. Click on the Go

button.

Tables
Obpct Type(Tabe 3
Search
Select an object type and optionally enter a schema name and an object name o liler the dala thal s displyed in your resuls st
Schema |HR02 e
copeinams [ )
Select the Action to View Data and click on the Go button.
_Edit ) View ) Delete With Options | Actiond|| View Data #}E,
Select Schema Table Name Tablespace Partitioned Rows Lasl Analyzed
@ HAoz EXAMPLE NO 107 Jan 8, 2010 8:34:36 AM UTC

Click on the EMPLOYEE_ID column to sort the data.

View Data for Table: HRO2.EMPLOYEES
(Refine Query) (OK)

Query | SELECT "EMPLOYEE_ID", "FIRST_NAWE', "LAST_NANE", "EMAIL", "FHONE_NUMBER",
*HIRE_DATE", "JOB_ID", "SALARY", "COMMISSION_FCT", "MANAGER_ID", "DEFARTMENT_ID",
*NATIONAL_ID", *STREET_ADDRESS', "POSTAL_CODE", "CITY", 'STATE_PROVINCE",
"COUNTRY_ID" FROM "HRO2" "EMPLOYEES"

Result
IHS’T_NAME LAST_MAME EMAIL PHONE_NUMBER HIRE_DATE JOB_ID SALARY COMMISSION_PCT MANAGER_ID DEPART!|

100 Steven King Laursnce. Seignien@CREEPER.COM  515.123.4557 1987-05-17 AD_PRES 24000
00:00:00.0

101 Nesna Kochhar Keir Weaver@WHIMBREL.COM 515.123.4558 1969-09-21 AD_VP 17000 100
00:00:00.0

102 Lex De Haan Sally Bogar@WILLET.COM 515.123.45589 19560113 AD_VP 17000 100
00:00000

103 Alexander Hunold Apy.Sen@TROGON.COM 520,423, 4557 1820-01-03 IT_PROG 2000 102
00:00:00.0
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50. Compare the two tabs and the results of the masked tables, HRO1 and HR02. You will
notice the results of deterministic masking. The masked values for the EMAIL column
are consistent between these two tables.

EMPLOYEE_ID = FIRST_NAME LAST_MAME EMAIL

100 Sleven

101 Nesna

102 Lex

108 Alxander

104 Brucs

105 David

106 Valli

107 Dana

King

Kochhar

De Haan

Hunokl

Ernst

Austn

Fatabalia

Lorentz

Aeander Berengen@BECARD . COM
Harrisan, S utherBnd @GODWIT, COM
Rick Lyon@MERGANSER. COM
Hal Stockwelk® PHOEBE. GOM
Sheliey Peckinpah@GODWIT.COM
Roy. Hulee@ SISKIN. COM

Rosanne, Dougas@ANHINGA, COM

Dinne Mason@ TROGON . COM
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