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Introduction

Database, system, and storage administrators are faced with a common dilemma when it comes to
backup and recovery of databases—how to back up more data, more often, in less time, and within the
same budget. Moreover, practical challenges associated with real-world outages mandate that data
protection systems be simple and reliable to ensure smooth operation under compromised conditions.
The Sun ZFS Storage Appliance from Oracle helps administrators meet these challenges by providing a
cost-effective and high-bandwidth storage system that combines the simplicity of the Network File System
(NFS) protocol with ZFS-enhanced disk reliability. Through Sun ZFS Storage Appliance technology,
administrators can reduce the capital and operational costs associated with data protection while
maintaining strict service level agreements with end customers.

The Sun ZFS Storage Appliance is an easy-to-deploy unified storage system uniquely suited for
protecting data contained in general-purpose Oracle databases and the Oracle Exadata Database
Machine. With native QDR InfiniBand (IB) and 10 gigabit (Gb) Ethernet connectivity, the Sun ZFS Storage
Appliance is an ideal match for Oracle Exadata. These high-bandwidth interconnects reduce backup and
recovery time, as well as reduce backup application licensing and support fees, compared to traditional
NAS storage systems. When combined with the incremental update backup technology of the Oracle
11gR2 Recovery Manager (Oracle RMAN), Sun ZFS Storage Appliance storage solutions deliver
increases in storage efficiency that can further reduce recovery time and simplify system administration.

When deploying a Sun ZFS Storage Appliance for backup and recovery of Oracle databases, backup
window and recovery time objectives (RTO) must be met to ensure timely recovery in the event of a
disaster. This paper describes best practices for setting up the Sun ZFS Storage Appliance for optimal
backup and recovery of Oracle databases and includes specific tuning guidelines for Oracle Exadata.
Summary tables describe the capacity and throughput of a Sun ZFS Storage Appliance to help system
planners identify the most appropriate system for meeting their specific needs.
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This paper addresses the following topics:

« Overview of Oracle Exadata with the Sun ZFS Storage Appliance

- Data protection with the Sun ZFS Storage Appliance

« Best practices for configuring the Sun ZFS Storage Appliance for database backup and recovery

- Implementation guidelines for using the Sun ZFS Storage Appliance with Oracle Exadata

For customers seeking maximum system utilization and efficiency, additional protocol choices, including
Fibre Channel (FC) and 1 Gb Ethernet connectivity, allow unprecedented flexibility and control for sharing
information. By employing Sun ZFS Storage Appliance snapshot and cloning capabilities, database
backups can be used for more value-added work and provide system administrators with additional
recovery options. For example, snapshot deployment of database clones provides development, quality
assurance (QA), and other types of organization with up-to-date copies of production data, while these
additional copies add yet another safeguard in the unlikely event of an outage. For details about database
cloning with the Sun ZFS Storage Appliance see the “Database Cloning using Oracle Sun ZFS Storage
Appliance and Oracle Data Guard” white paper at
http://www.oracle.com/technetwork/database/features/availability/maa-db-clone-szfssa-172997.pdf.
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Overview of Oracle Exadata with the Sun ZFS Storage Appliance

Oracle Exadata is a complete package of software, servers, storage, and networking, including a
high-bandwidth private IB network. Oracle Exadata includes the following technology to optimize data
protection systems based on the Sun ZFS Storage Appliance:

+ QDR IB fabric provides 40 Gb of bandwidth per port between the database servers, storage cells,
and the Sun ZFS Storage Appliance.

+ Oracle Recovery Manager (Oracle RMAN) is a native backup and recovery tool for Oracle databases
that simplifies backup and recovery administration to the Sun ZFS Storage Appliance.

* Oracle Direct NFS (ANFS) is an optimized NFS client for Oracle databases that provides a
high-bandwidth solution for data transfer with the Sun ZFS Storage Appliance.

+ Backup and restore operations can be automatically parallelized across all database nodes, Oracle
Exadata storage cells, and Sun ZFS Storage Appliance interfaces and controllers for maximum
scalability and throughput.

+ Oracle RMAN incrementally updated backups allow incremental backups to a Sun ZFS Storage
Appliance to be converted to full backups to reduce restore time and efficiently refresh and deploy

snapshots and clones of production data.

* An Oracle RMAN clone can produce a complete copy of any database stored in Oracle Exadata on

the Sun ZFS Storage Appliance.

The combined features of Oracle Exadata and the Sun ZFS Storage Appliance provide I'T
administrators with advanced tools to meet nearly arbitrary recovery point objectives (RPO) and

recovery time objectives (RTO) and ensure business continuity requirements are met.
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Configuration Best Practices

This section describes best practices for choosing a performance-optimized and fault-tolerant

configuration suitable for protecting data contained in an Oracle Exadata Database Machine.

Configuring the Hardware

This section describes the hardware bill of materials and software configuration settings needed to

meet the throughput results shown in the tables below.
The hardware configuration includes:

* Head: Clustered Sun ZFS Storage 74x0 appliance with a minimum of four CPU sockets and 512 GB
DRAM per head.

 Front-end network: A minimum of two IB host channel adapters (HCAs) per head.

o Back-end SAS configuration:
*  Two SAS 2 host bus adapters (HBAs) per head for a 2-tray or 4-tray configuration.
®  Three SAS 2 HBAs per head for a 6-tray configuration.
*  Four SAS 2 HBAs per head for an 8-tray configuration.

o Write flash confignration: Four write-optimized flash devices for configurations supporting clone
operations and incrementally applied backups. Write-optimized flash may be omitted for systems that

supportt only backup and restore of backup sets.
» Number of trays: Two to eight depending on throughput and capacity requirements.
* Drive size: 2'TB or 3 TB based on capacity requirements.

* Read flash configuration: Optionally, two to four read-optimized flash devices per head for systems that

support additional processing, such as development or QA.
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Usable capacity depends on the number of drive trays configured in the Sun ZFS Storage 74x0
appliance. Table 1 shows approximate raw and usable capacity for RAID-Z protection with 2, 4, 6, and
8 trays implemented with 2 TB disk drives. Usable capacity can be doubled by using 3TB disk drives.

TABLE 1. APPROXIMATE RAW AND USABLE CAPACITY FOR 1 TB DISK DRIVE CONFIGURATIONS
INCLUDING FOUR WRITE-OPTIMIZED FLASH DEVICES.

NUMBER OF TRAYS USABLE CAPACITY
2 27
4 59
6 86
8 118

System throughput depends on the hardware and software configuration. Important hardware
parameters include the number of Sun ZFS Storage Appliance heads and drive trays. Important
software parameters include the number of Sun ZFS Storage Appliance pools and shares as well as the
number of Oracle RMAN channels.

A typical Sun ZFS Storage Appliance Oracle RMAN configuration would include 2 heads, 4 trays, 2
pools. The number of active Oracle RMAN channels configured would be dependent of the
administration and performance demands. Typically, the use of one share per pool would configured
for a management-optimized system. The use of eight shares would be configured performance-

optimized system.
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Configuring Pools, Shares, and Networks

The Sun ZFS Storage Appliance is a general-purpose system designed to support a wide range of data
access requirements and workloads. Best practices for optimizing a Sun ZFS Storage Appliance pool,
share, and network configuration to support backup and restore processing are summarized in the

following sections.

Pool Configuration

This section describes design considerations to determine the most appropriate pool configuration for
the Sun ZFS Storage Appliance for Oracle RMAN backup and restore operations based on data
protection and performance requirements. The system planner should consider pool protection based

on the following guidelines:
+ Use parity-based protection for general-purpose and capacity-optimized systems:
= RAID-Z for protection from single-drive failure on systems subject to random workloads
=  RAID-Z2 for protection from two-drive failure on systems with streaming workloads only
+ Use mirroring for high-performance with incrementally applied backup.
+ Configure pools based on performance requirements:
* Configure a single pool for management-optimized systems.

*  Configure two pools for performance-optimized systems. Two-pool systems can be

configured by using half the drives from each tray.
+ Configure log device protection:
= Stripe log devices for RAID-Z and mirrored pool configurations.

®  Mirror log devices for RAID-Z2 pool configurations.

Share Configuration

The default options for Sun ZFS Storage Appliance shares provide a good starting point for
general-purpose workloads. Sun ZFS Storage Appliance shares can be optimized for Oracle RMAN

backup and restore operations as follows:

+ Create a project to store all shares related to backup and recovery of a single database. For a

two-pool implementation, create two projects, one for each pool.

+ Configure the shares supporting Oracle RMAN backup and estore workloads with the following

values:
*  Database record size (recordsize): 128 kB

*  Synchronous write bias (Logbias): Throughput (for processing backup sets and image
copies) or Latency (for incrementally applied backups)
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Cache device usage (secondary cache): None (for backup sets) or All (when supporting

incrementally applied backups or database clone operations)

Data compression (compression): Off for performance-optimized systems, LZ]B for

capacity-optimized systems

Number of shares per pool: 1 for management-optimized systems, 8 for

performance-optimized systems

Additional share configuration options, such as gzip compression or replication, can be applied to

shares used to support Oracle Exadata backup and restore, as customer requirements mandate.

Customers implementing additional Sun ZFS Storage Appliance data services should consider

implementation-specific testing to verify the implications of deviations from the practices described

above.

Network Configuration

This section describes where to install the IB HCAs in the Sun ZFS Storage Appliance chassis, how to

cable the HCAs to the Oracle Exadata IB switch, how to configure the IP network multipathing

(IPMP) groups, and how to configure routing in the Sun ZFS Storage Appliance. The basic network

configuration steps are as follows:

1.
2.

Install IB HCAs in PCI slots 4 and 5. Additional HCAs can be installed in slots 3 and 6.

Connect the #pper port of each HCA into one of the following ports of the #pper leaf switch:
5B, 6A, 6B, 7A, 7B, or 12A.

Connect the /ower port of each HCA into one of the following ports of the /lower leat switch:
5B, 6A, 6B, 7A, 7B, or 12A.

Configure ibp0, ibpl, ibp2, and ibp3 with address 0.0.0.0/8 (necessary for IPMP),
connected mode, and partition key (the default is ££££). To identify the partition key used by
the Oracle Exadata system, run the following command as the root user:

# cat /sys/class/net/ib0/pkey

Configure the active/passive IPMP group over 1bd0 and ibd3 with ibd0 active and ibd3

passive.

Configure the active/passive IPMP group over ibdl and ibd2 with ibd2 active and ibdl

passive.

Enable adaptive routing to ensure traffic is load balanced appropriately when multiple IP

addresses on the same subnet are owned by the same head. This occurs after a cluster failover.

For customers seeking additional IB connectivity, more IB HCAs can be installed and configured. For
details, see the Sun ZES Storage 7520 Appliance Installation Guide at

http:

download.oracle.com/docs/cd/E22471 01/html/821-1673/index.html.
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IB partition keys for the additional HCAs can be supplied by the administrator of the IB network. The
principles in this section can be applied to a 10 Gb Ethernet implementation by applying the network

configuration to the ixgbe interfaces instead of the ibp interfaces.

Configuring Oracle RMAN and the Oracle Database Instance

Oracle RMAN is an essential component for protecting the content of Oracle Exadata. Oracle RMAN
can be used to create backup sets, image copies, and incrementally updated backups of Oracle Exadata
content on Sun ZFS Storage Appliances. To optimize performance of Oracle RMAN backups from

Oracle Exadata to a Sun ZFS Storage Appliance, the database administrator should apply the following

best practices:
+ Load balance Oracle RMAN channels evenly across the nodes of the database machine.

+ Load balance Oracle RMAN channels evenly across Sun ZFS Storage Appliance shares and

controllers.
+ Run two to four Oracle RMAN channels per drive tray.

To optimize buffering of the Oracle RMAN channel to the Sun ZFS Storage Appliance, you can tune
the values of several hidden instance parameters. For Oracle Database 11¢ Release 2, the following

parameters can be tuned:

+ For backup set and backup and restore: backup disk bufcnt=64 and
_backup disk bufsz=1048576

+ For image copy backup and restore: backup file bufcnt=64 and
_backup file bufsz=1048576

For additional information about tuning these parameters and tuning equivalent parameters for earlier
versions of the Oracle Database software, see Article ID 1072545.1: RMAN Performance Tuning Using
Buffer Memory Parameters) at http://support.oracle.com.

Oracle Direct NFS (ANFS) is a high-performance NFS client that delivers exceptional performance for
Oracle RMAN backup and restore operations. dNFS should be configured for customers secking

maximum throughput for backup and restore operations.

Detailed Implementation Guidelines

This section provides detailed instructions for implementing a Sun ZFS Storage Appliance for backup

and recovery of Oracle database systems, including Oracle Exadata Database Machines.

Configuring the Sun ZFS Storage Appliance Network

Sun ZFS Storage Appliance network configuration steps include assigning IP addresses and, optionally,
IPMP groups to the physical network interface cards (NICs). For maximum throughput, set the Link
Mode to Connected Mode for IB interfaces and select Use Jumbo Frames for 10 Gb Ethernet. See


http://support.oracle.com
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the screens for these settings in Figure 1 and Figure 2 in Appendisc A. Configuring the Sun ZFS Storage
Appliance.

Configure a minimum of two NICs in each head. Depending on the specific requirements for fault
tolerance, IB ports can be configured with fixed IP addresses that can be failed over between cluster
controllers, or IPMP, which allows IP addresses to be failed over between ports on a single controller.
In practice, the bandwidth of the PCI-2 slot is only able to support the data rate of a single QDR 1B
port, so a practical IPMP configuration for InfiniBand potts is active/standby access between the ports
of a specific card. Figure 3, Figure 4, Figure 5, Figure 6, and Figure 7 in Appendix A show the screens

used for this aspect of the network configuration.

Configure adaptive routing to allow for data to be returned on the same interface from which it was

requested, as shown in Figure 8 in Appendix A.

NOTE: Depending on how the Sun ZFS Storage Appliance is installed and configured, the
administrator may also need to add a static route to the 1 GB management interface used by the cluster

peer.

Configuring the Sun ZFS Storage Appliance Storage Pool

Pool configuration assigns physical disk drive resources to logical storage pools for backup data
storage. To maximize system throughput, configure two equally sized storage pools by assigning half of
the physical drives in each drive tray to each storage pool, as shown in Figure 9 in Appendix A.
Configuring the Sun ZES Storage Appliance.

NOTE: The Sun ZFS Storage Appliance management software presents a warning message about
efficiency when two pools with the same RAID protection profile are configured. This message can be

safely ignored when configuring for a high-performance Oracle RMAN backup solution.

Configuring the Sun ZFS Storage Appliance Cluster

Cluster configuration assigns physical network and pool resources to specific controllers in the Sun
ZFS Storage Appliance cluster. An important concept in Sun ZFS Storage Appliance clustering is that
a single head owns a specific physical resource at any given time. Consequently, ownership of IP
addresses used to access a specific head must be correlated with the pool and network interfaces that

are also owned by that controller.

For example, a Sun ZFS Storage Appliance cluster with two IP addresses on an IPMP group, four IB
portts, and two pools should be configured such that each cluster node owns one of the two IPMP
groups, the requisite interface ports to support the group, and one of the two pools. Figure 10 in
Appendisc A. Configuring the Sun ZFS Storage Appliance shows a cluster configuration on the Sun ZFS
Storage Appliance. Client access to a specific share on a specific pool must be executed using the IP

address associated with the pool.
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Configuring the Sun ZFS Storage Appliance Share

Share configuration is the process of setting up and tuning NFS mount points for client access. For
implementations with two pools (for example, pool-1 and pool-2), create two separate projects,

dbname-1 and dbname-2, in pool-1 and pool-2, respectively.

A project is a Sun ZFS Storage Appliance entity that provides a higher-level management interface
point for a collection of shares. To optimize share management, update the default mount point for
shares contained in the project to reference the database name, such as /export/dbname. If two
projects support the same database, the names of the shares contained in each project must be
different. For example, if doname-1 contains two shares, they could be configured as backupl and
backup3, while the corresponding two shares in dbname-2 could be configured as backup2 and

backup4.

For a performance-optimized system, create eight shares for each project. For shares supporting
streaming backup and restore operations, set the Database record size property to 128 kB and the
Synchronous write bias property to Throughput. Figure 11 in Appendisc A. Configuring the Sun ZFS

Storage Appliance shows a sample share configuration that meets these specifications.

Root access can be granted for all database nodes in an Oracle Exadata rack by specifying a specific
NES access rule to allow root access for any server on the Oracle Exadata private network, for
example, 192.168.36.0/22. Figure 12 in Appendix A shows an example of NFS root-access exceptions

configured for a specific project.

Configuring the Sun ZFS Storage Appliance DTrace Analytics

The Sun ZFS Storage Appliance includes a comprehensive performance analysis tool called DTrace
Analytics. DTrace Analytics is a framework that monitors important subsystem performance
accounting statistics. A subset of the available accounting statistics should be monitored to provide
comprehensive data on the effectiveness and performance of Oracle RMAN backup and restore

workloads.

The following analytics are available when advanced analytics are configured on the Sun ZFS Storage

Appliance (Configuration > Preferences > Enable Advanced Analytics):

* CPU: Percent utilization broken down by CPU mode

* Disk: Average number of I/O operations broken down by state of operation
e Disk: 1/0O bytes per second broken down by type of operation

e Disk: 1/O operations per second broken down by latency

 Disk: Disks with utilization of at least 95 percent broken down by disk

» Nemork: Interface bytes per second broken down by direction

» Nemork: Interface bytes per second broken down by interface

* Protocol: NFSv3 operations per second broken down by size
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s Protocol: NFSv3 operations per second broken down by type of operation

¢ Protocol: NFSv3 operations per second of type read broken down by latency
* Protocol: NFSv3 operations per second of type write broken down by latency
* Protocol: NFSv3 operations per second of type read broken down by size

* Protocol: NFSv3 operations per second of type write broken down by size

Implementing these accounting statistics helps end users gain a quantitative understanding of the
instantaneous and historical resource consumption and quality of service (QoS) for their specific

implementation.

Configuring the Client NFS Mount

When configuring the Sun ZFS Storage Appliance, any server that accesses the appliance, including
Oracle Exadata servers, is considered a client. Configuring the client NFS mount includes creating the
target directory structure for access to the Sun ZFS Storage Appliance as well as the specific NFS
mount options necessary for optimal system performance. Mount options for Oracle Solaris and Linux

clients are as follows:

» Linux:

rw,bg,hard,nointr,rsize=1048576,wsize=1048576, tcp,vers=3,timeo=600

» Oracle Solaris:

rw,bg,hard,nointr, rsize=1048576,wsize=1048576,proto=tcp,vers=3, forcedirectio

Tuning the Linux Network and Kernel

Depending on the specific Linux installation, the NFS client software and necessary supporting
software subsystems may or may not be enabled. Three Linux services required to run NFS are
portmap, nfs, and nfslock. The services can be configured to run after reboot using the chkconfig

command and enabled dynamically using the service command, as follows:

# chkconfig portmap on
# service portmap start
# chkconfig nfs on

# service nfs start

# chkconfig nfslock on
# service nfslock start

To ensure the portmap service has access to the /etc/hosts.allow and /etc/hosts.deny files,
open up group and world read permissions on these files after verifying with local system

administration officials that read permissions may be granted for these files:

# 1s -1 /etc/host*
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-rw-r--r-- 1 root root 17 Jul 23 2000 /etc/host.conf
-rw-r--r-- 1 root root 1394 Mar 4 10:36 /etc/hosts

—-rW-—————- 1 root root 161 Jan 12 2000 /etc/hosts.allow
-rw-r--r-- 1 root root 147 Mar 3 14:03 /etc/hosts.backupbyExadata
—-rW-—————- 1 root root 347 Jan 12 2000 /etc/hosts.deny

-rw-r--r-- 1 root root 273 Mar 3 14:03 /etc/hosts.orig

# dcli -1 root -g /home/oracle/dbs group chmod 644 /etc/hosts.allow
# dcli -1 root -g /home/oracle/dbs group chmod 644 /etc/hosts.deny

# 1s -1 /etc/host*
-rw-r--r-- 1 root root 17 Jul 23 2000 /etc/host.conf
-rw-r--r-- 1 root root 1394 Mar 4 10:36 /etc/hosts

-rw-r--r-- 1 root root 161 Jan 12 2000 /etc/hosts.allow
-rw-r--r-- 1 root root 147 Mar 3 14:03 /etc/hosts.backupbyExadata
-rw-r--r-- 1 root root 347 Jan 12 2000 /etc/hosts.deny
-rw-r--r-- 1 root root 273 Mar 3 14:03 /etc/hosts.orig

High-bandwidth T'CP protocol processing may require additional tuning beyond default operating
system configurations. Verify factory installed Exdata settings in the /etc/sysctl.conf are set to
the following:

net.core.wmem max=4194304

net.core.rmem max=2097152

net.ipvéd.tcp wmem=4194304

net.ipvéd.tcp rmem=2097152

If updates are necessary, run sysctl -p to reconfigure the system:

# dcli -1 root -g /home/oracle/dbs group sysctl -p

Further client, operating system, network, and kernel tuning may be needed, including software
updates, to maximize device dtiver, networking, and kernel throughput related to network I/O
processing. These tuning procedures are system-specific and beyond the scope of this paper. Consult

with your operating system and NIC vendors for evaluation and implementation details.
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Configuring Oracle Direct NFS (dNFS)

Configuring Oracle Direct NFS (dNFS) is an optional step that may improve throughput for Oracle
RMAN backup and restore operations. A complete description of ANFS configuration is available for

each specific release of the Oracle Database software from http://support.oracle.com.

NOTE: Prior to configuring dANFS, apply Oracle Database patch 8808984 to ensure optimal dANFS
operation. Patch 8808984 is available from http://support.oracle.com, and is included in Oracle
Exadata Database 11.2.0.1 (BP 8).

A summary of how to configure dNFS is as follows:
1. Shut down the running instance of the Oracle Database software.
2. Enable dNFS using one of the options below:

»  For version 11.2.0.2 or greater of the Oracle Database software, enter:
$ make -f \
$SORACLE HOME/rdbms/lib/ins_ rdbms.mk
dnfs_on
»  For a version prior to 11.2.0.2, enter:
$ 1n -sf \
$ORACLE HOME/lib/libnfsodmll.so \
$ORACLE HOME/lib/libodmll.so
3. Update the oranfstab (/etc/oranfstab) file with entries showing the channels and shares
accessed on the Sun ZFS Storage Appliance. The following example shows how to access the
backup00 share on aie-7420a-h1l over two separate IP addresses, 192.168.36.200 and
192.168.36.201.
server: aile-7420a-hl
path: 192.168.36.200
export: /export/dbname/backupl mount: /zfssa/dbname/backupl
export: /export/dbname/backup3 mount: /zfssa/dbname/backup3

server: aie-7420a-h2
path: 192.168.36.201
export: /export/dbname/backup?2 mount: /zfssa/dbname/backup?2
export: /export/dbname/backup4 mount: /zfssa/dbname/backupd

4, Restart the Oracle Database software instance.

Tuning the Oracle Database Instance for Oracle RMAN Backup and Restore

Optimizing high-bandwidth backup and restore operations using Oracle RMAN and the Sun ZFS
Storage Appliance requires adjusting the instance parameters that control I/O buffering. For

information about how to tune these parameters on different versions of the Oracle Database
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software, see Article ID 1072545.1: RMAN Performance Tuning Using Buffer Memory Parameters) at

http://support.oracle.com.

For Oracle Exadata, tuning the following four parameters should be considered:
* Dbackup disk bufcnt — Number of buffers used to process backup sets

* Dbackup disk bufsz — Size of the buffers used to process backup sets

* Dbackup file bufcnt — Number of buffers used to process image copies
* Dbackup file bufsz — Size of the buffers used to process image copies

For backup and restore operations on backup sets and image copies, set the number of buffers to 64:
SQL> alter system set " backup disk bufcnt"=64;
SQL> alter system set " backup file bufcnt"=64;
For backup operations, set the buffer size to 1 MB for backup sets:
SQL> alter system set " backup disk bufsz"=1048576;
SQL> alter system set " backup file bufsz"=1048576;
For restore operations, set the buffer size to 128 kB:
SQL> alter system set " backup disk bufsz"=1048576;
SQL> alter system set " backup file bufsz"=1048576;

These commands may be configured persistently by adding them to the SPFILE, or they may be set

dynamically in the Oracle RMAN run block used to execute the backup or restore operations.

The following code fragments show how to dynamically tune the buffer sizes and counts for backup

and restore operations.

 Backup set backup:

run
{
sql 'alter system set " backup disk bufcnt"=64";
sql 'alter system set " backup disk bufsz"=1048576";

allocate channel...

backup as backupset database;

}
+ Backup set restore:

run
{
sql 'alter system set " backup disk bufcnt"=64";
sql 'alter system set " backup disk bufsz"=1048576';

allocate channel...

restore database;
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+ Image copy backup:

run
{
sql 'alter system set " backup file bufcnt"=64";
sql 'alter system set " backup file bufsz"=1048576";

allocate channel...

backup as copy database;

}
+ Image copy restore:

run
{
sql 'alter system set " backup file bufcnt"=64";
sql 'alter system set " backup file bufsz"=1048576";

allocate channel...

restore database;

}

Performing an incrementally applied backup requires reading an incremental backup set and writing to

an image copy. To tune buffers for incrementally applied backups, run the following:

run
{
sql 'alter system set " backup disk bufcnt"=64";
sql 'alter system set " backup disk bufsz"=1048576";
sql 'alter system set " backup file bufcnt"=64";
sql 'alter system set " backup file bufsz"=1048576";

allocate channel...

recover copy of database;

Creating Dedicated Services for Oracle RMAN Operations

Eight services dedicated to Oracle RMAN processing can be configured to optimize management of
load balancing, high availability, and upgrades. These services can be evenly load balanced over all the
nodes of an Oracle Exadata system. Availability and performance can be optimized by configuring the
services to run on a preferred instance while preparing them to fail over to any instance in the cluster.
If these services are configured, upgrading a %4 or %2 rack Oracle Exadata system does not require
changing the connect string of the Oracle RMAN run block.

The srvctl utility is used to install services for Oracle RMAN processing. The following code

fragment shows how to create eight services evenly distributed over a four-node cluster that are set up
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to fail over to any other node in the cluster. In this example, the services are installed for a database

named dbname and they are named dbname bkup[1-8].

srvctl add service -d dbname -r dbnamel -a dbname?2, dbname3,dbnamed \

srvctl

srvctl

srvctl

srvctl

srvctl

srvctl

srvctl

srvctl

srvctl

srvctl

srvctl

srvctl

srvctl

srvctl

srvctl

-s dbname_bkupl

start service -d dbname -s dbname bkupl

add service -d dbname -r dbname2 -a dbnamel, dbname3, dbname4

-s dbname_bkup?2

start service -d dbname -s dbname bkup2

add service -d dbname -r dbname3 -a dbnamel,dbname2, dbnamed

-s dbname bkup3

start service -d dbname -s dbname bkup3

add service -d dbname -r dbname4 -a dbnamel, dbname2, dbname3

-s dbname_bkup4

start service -d dbname -s dbname_ bkupi4

add service -d dbname -r dbnamel -a dbname?2,dbname3, dbnamed

-s dbname_ bkupb

start service -d dbname -s dbname bkupb

add service -d dbname -r dbname2 -a dbnamel,dbname3, dbnamed

-s dbname bkup6

start service -d dbname -s dbname bkup6

add service -d dbname -r dbname3 -a dbnamel,dbname2, dbnamed

-s dbname bkup7

start service -d dbname -s dbname bkup7

add service -d dbname -r dbnamed4 -a dbnamel,dbname2, dbname3

-s dbname bkup8

start service -d dbname -s dbname bkup8

Configuring Oracle RMAN

Configuring Oracle RMAN channels and parallelism includes specifying the file system targets for the

Oracle RMAN backup channels and the total number of channels used for backup and restore

operations. Performance benefits can be realized by configuring sixteen Oracle RMAN channels

spanning the available Sun ZFS Storage Appliance shares. Configure Oracle RMAN channels such that

they are evenly distributed over the Oracle Database instances and nodes in the RAC cluster and

evenly distributed over the shares exported from the Sun ZFS Storage Appliance.

The following code fragments show sample Oracle RMAN run blocks for performing backup and

restore operations for backup sets and image copies as well as applying incremental merges to image

copies. The sample code is based on the following database configuration:

e Database name: dbname

+ SYSDBA login: sys/welcome

e Scan address: ad0l-scan

+ Service names for the backup: dbname bkup[1-8]
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For performance optimized systems, the Sun ZFS Storage Appliance can be configured for two different
use cases:

+ A one-pool configuration in which the Sun ZFS Storage Appliance exports eight shares used as eight

mount points

+ A two-pool configuration in which the sun ZFS Storage Appliance exports sixteen shares as sixteen

mount points

The Oracle RMAN run blocks for backup and restore using backup sets and image copies are shown
in the examples in the sections below. In these examples, the mount points for the 8- and 16-share

configurations are accessed as /zfssa/dbname/backupl through /zfssa/dbname/backuplé.

Conclusion

The Sun ZFS Storage Appliance provides a simple, high-performance, and cost-effective platform to
ensure data protection for Oracle databases. It is easily integrated with existing database systems with
file-based access provided through NFS using high-bandwidth network protocols, including 10 Gb
Ethernet and InfiniBand (IB). Capital and operational costs are driven down by the elimination of
backup application license and support fees associated with disk-based backup, as well as license-free

data services, including snapshot, compression, and replication.

Engineered to tolerate a wide range of failures, the Sun ZFS Storage Appliance offers single, double,
and triple parity RAID to protect against one, two, or three simultaneous physical drive failures. For
high-performance requirements, double and triple mirroring can also be used to protect against
one-drive and two-drive failure. To further protect against bit errors in disk drives, individual data
blocks are checksummed to ensure integrity, while advanced features of the Sun ZFS Storage

Appliance dynamically repair compromised data before it reaches the client.

The Sun ZFS Storage Appliance offers capabilities well beyond simply storing database backups over a
direct connection to an Oracle Exadata Database Machine. File-based NFS protocol enables Oracle
RMAN incrementally updated backups, employed in the Oracle recommended backup strategy (see

http://www.oracle.com/technetwork/database/features /availability/maa-tech-wp-sundbm-backup-

final-129256.pdf), leading to reductions in backup windows to more effectively meet recovery time
objectives (RTO).

For customers demanding the highest levels of system efficiency, Sun ZFS Storage Appliance
snapshots of image copy backups can be deployed throughout the enterprise to ensure that every part

of the business has access to the most current data.

Access to the Sun ZFS Storage Appliance can be made available to database administrators through
the use of role-based user IDs, enabling them to perform specific functions when needed without the
assistance of a storage administrator. An ID and role can easily be set up to restrict a database
administrator to a limited set of functions, such as creating a snapshot, cloning a snapshot, and adding

a share to a predefined project.


http://www.oracle.com/technetwork/database/features/availability/maa-tech-wp-sundbm-backup-final-129256.pdf
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Testing has shown that an Oracle Exadata Database Machine half-rack configuration attached to a
small Sun ZFS Storage 74x0 cluster with four disk shelves demonstrates NFS-based backup and

restore rates suitable for even the most performance-oriented environments.

Like the Oracle Database, the Sun ZFS Storage Appliance is a scalable architecture. By adding disk
drives and CPU processing, the Sun ZFS Storage Appliance can currently support raw capacities

exceeding 1 PB while maintaining a balanced system with respect to performance.

As shown in this paper, the Sun ZFS Storage Appliance is the preferred general purpose data
protection solution for Oracle RMAN backup and restore of Oracle databases, including the Oracle
Exadata Database Machine.
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Appendix A. Configuring the Sun ZFS Storage Appliance

The Sun ZFS Storage Appliance screens below show details for configuring a Sun ZFS Storage 7420
appliance to support backup and recovery operations using Oracle RMAN. This clustered system has
two controllers and four disk shelves. Access to the system is through active/standby IPMP. Two
storage pools were created from half the disks (1 TB) and half the write log SSDs from the four disk
shelves. Figure 1 and Figure 2 show example datalink configurations for both 10 Gb Ethernet and
InfiniBand.

CANCEL APPLY

Name [ibp0

Status

Properties Ovian 1B Partition

Partition Key [fff |
Link Mode Connected Mode [v|

Partition Devices 4/ available O LacP Aggregation

@© meibpo 0x212800013e7b5b 32Gb (port 1)
O meibp1 0x212800013e7b5¢ 32Gb (port2)
O meibp2 0x212800013e8d2b 32Gb (port 1)
O meibp3 0x212800013e8d2¢ 32Gb (port 2)

Figure1. Configuring Sun ZFS Storage Appliance datalink for an IB interface
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: CANCEL APPLY

Name [ixgbe0

Status

Properties Ovian O Partition

Use Jumbo Frames

Devices 6/12 available O LAcP Aggregation

O 9 igb2 0:21:28:3d:b1:c8 link down
Om igb3 0:21:28:3d:b1:c9 link down
© Mixgbe0  0:1b:21:5e:1a:48 10Gb (full)
O Mixgbe1  0:1b21:5e:1a:49 10Gb (full)
O Wixgbe2  0:1b:21:5e:19:dc 10Gb (full)
O W ixgbe3 0:1b:21:5e:19:dd 10Gb (full)

Figure 2. Configuring Sun ZFS Storage Appliance datalink for a 10 Gb Ethernet interface
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Figure 3 shows the completed datalink configuration for IB and 10 Gb Ethernet devices.

@Sun Super-User@aie-7420a-h1 LOGOUT : HELP'
ey | SUN ZFS STORAGE 7420 . / = ~

V.

SIS ( b
| | , : (SIS
Configuration
SERVICES STORAGE NETWORK SAN CLUSTER USERS PREFERENCES ALERTS
Network Configuration ~ Addresses  Routing
To configure networking, build Datalinks on Devices, and Interfaces on Datalinks. Click on a pencil icon to edit object properties. m APPLY
Select an object to view its relationship to other objects. Drag objects to extend Aggregations or IP Multipathing Groups.
Devices 12ttal & Datalinks 10ttal & Interfaces 2 total
PCle 5 ¢+ aie-7420a-h1 A < aie-7420a-h1 P
) via igh |Pv4 static, 10.80.44.17/23, via igh0
msibp2 32Gb (port 1) 7
; <+ aie-7420a-h2 & o © aie-7420a-h2 T
meibp3 32Gb (port 2) via igh1 |Pv4 static, 10.80.44 27/23, via igh1
@ ibp0 A
PCle 4 pkey(ffff), Link Mode(cm), via ibp0
mibp0 32Gb (port 1) <o ibp1 s W
Hibp1 326b (port 2) pkey(ffff), Link Mode(cm), via ibp1
@ ibp2 & W
B pkey(ffff), Link Mode(cm), via ibp2
; @ ibp3 & o
@ ixgbe2 106 (ull) & = by, Link Mode(em), via ibp3
W ixgbe3 10Gb (full) <> ixgbed e
Jumbo frames, via ixgbe0
BIICNEIN <> ixgbel & o
W igb0 100Mb (full) Jumbo frames, via ixgbe1
W igb1 100Mb (full) <+ ixgbe2 £ T
Jumbo frames, via ixgbe2
9 igb2 link down
. ‘ <> ixgbe3 A
9 igb3 link down Jumbo frames, via ixgbe3
PCle 3
@ ixgbeO 10Gb (full)
W ixgbe1 10Gb (full)

Figure 3. Completed datalink configuration
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Figure 4 shows the base interface configuration for IP multipathing IPMP). When implementing
IPMP on the Sun ZFS Storage Appliance, the base interfaces are assigned the commonly used static IP
address 0.0.0.0/8. Following the completion of the base configuration, an IPMP group will be built

over the base interfaces.

Name [ibp0

Status

Properties

Enable Interface
Allow Administration

Use IPv4 Protocol

Configure with: Static Address List| ¥

IPv4 Address/Mask (192.168.1 2:?4}
© © 0000/

[Juse IPv6 Protocol

8010 available O P MultiPathing Group
80:2b:0:4b:fe:80:0:0:0:0:0:0:0:21:28:0:1:3e:7b:5b

@2 ibp0
pkey(ffff), Link Mode (cm), via ibp0

ibp1 80:1:0:4a:fe:80:0:0:0:0:0:0:0:21:28:0:1:3e:7b:5¢c
pkey(ffff), Link Mode(cm), via ibp1

80:d:0:4b:fe:80:0:0:0:0:0:0:0:21:28:0:1:3e:8d:2b

ibp2
pkey(ffff), Link Mode(cm), via ibp2

ibp3 80:b:0:4a:fe:80:0: :0:21:28:0:1:3e:8d:2c
pkey(ffff), Link Mode(cm), via ibp3

o) <+> ixgbe0
Jumbo frames, via ixgbe0O

o) <+ ixgbe1

Jumbo frames, via ixgbe1

O ¢ ixgbe2

Jumbo frames, via ixgbe2

o) <+> ixgbe3
Jumbo frames, via ixgbe3

Figure 4. Base IPMP interface configured with IB datalink
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Figures 5 and Figure 6 show how to create active/standby IPMP interfaces on a Sun ZFS Storage
Appliance that are designed to meet no-single-point-of-failure requirements. The configuration
assumes that the uppet ports of each IB HCA ate cabled into the same switch, and the lower ports are
cabled to an alternate switch. The IPMP group is built to tolerate switch failure, link failure, and HCA
failure. To maximize throughput in the case of a head node fault, the active ports of each IPMP group
are assigned to alternate HCAs, which eliminates the HCA and the PCI slot as a bottleneck.

The first IPMP group is implemented on ibp0 and ibp3, as shown in Figure 5, to ensure redundancy
between switches and cards. ibp0 is set as active and ibp3 is set as passive. The second IPMP group is
implemented on ipbl and ibp2 with ibpl passive and ibp2 active, as shown in Figure 6, again to
ensure redundancy between switches and cards. In the event of a head failover, all IPMP resources will
be active on the same head. With ibp0 and ibp2 configured as active, the load will be distributed over
both cards and both slots in the head for optimal performance.

Name [192.168.36.200

Status

Interface State up

Properties
Enable Interface
Allow Administration

Use IPv4 Protocol

Configure with: Static Address List[v |

|Pv4 Address/Mask (192.168.1.2/24)

© © [192.168.36.200/22

[JUse IPv6 Protocol

Interfaces 45 available IP MultiPathing Group
~©10.80.44.17
[ static, 10.80.44.17/23, via igh0 M‘

©10.80.44.27

O ™ v statc, 10.80.44.27123, via igbt Unused [~ |
* ibp0 !

|Pv4 static, 0.0.0.0/8, via pffff_ibpd Active | v |

* ibp3
IPv4 static, 0.0.0.0/8, via pffff_ibp3 Standby ¥ |

Figure 5. First active/standby IPMP interface over IB configured
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Narme [192.168.36.201

Status

Interface State up

Properties

Enable Interface
Allow Administration

Use IPv4 Protocol

Configure with: Static Address List| v |

IPv4 Address/Mask (192.168.1.2/24)

© © [192.168.36.201/22

[Use IPv6 Protocol

Interfaces 17 available IP MultiPathing Group

a - :Ff’ufs()ﬁ?z:%m 4417123, via igh0 Unused [v |
o - r::bagé‘}i:%mu 27123, via igt Unused ['I
- igf:scanc, 0.0.0.0/8, via pffff_ibp1 Standby | v |

~ ibp2 n
1Pv4 static, 0.0.0.0/8, via pffff_ibp2 Active |¥ |

Figure 6. Second active/standby IPMP interface over IB configured
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Figure 7 shows how to configure adaptive routing to allow for data to be returned on the same
interface from which it was requested. Selecting the Adaptive multthoming mode is sufficient to

enable the adaptive routing feature. No commit is required.

=

OSun Super-User@aie-7420a-h1 LOGOUT ' HELP
SUN ZFS STORAGE 7420

SERVICES STORAGE NETWORK SAN CLUSTER USERS PREFERENCES ALERTS

Network Configuration Addresses Routing
Properties

Multihoming model O Loose ® Adaptive O Strict

& Routing Table Entries & Total
ALL : STATIC : DYNAMIC : DHCP : SYSTEM : INACTIVE

DESTINATION & GATEWAY FAMILY TYPE INTERFACE

default 10.80.45.254 IPv4 static - :FOJS?utAZJ 80.44.27123, via ight

default 10.80.45.254 1Pv4 static B f£v38&1321173 80417123, via igho

10.80.44.0123 10.804427 1Pv4 system  10B0442T igbt
©10.80.44.17

10.80.44.0123 10.8044.17 1Pv4 system 1Pv4 static, 10,80 44.17123, via ig0
©192.168.36.201

192.168.36.0/22 192.168.36.201 IPv4 syslem IF‘MF'!_ 1Pv4 static, 192.168.36.201/22, via pffff_ibp2,

pffff_ibp1

© 192.168.36.200

192.168.36.022 19216836200  IPv4 system static, 192.168.36 200122, via piff_ibp3,

, 1Py

Figure 7. Configuring adaptive routing on the Sun ZFS Storage Appliance
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To maximize system throughput, two equally sized storage pools are configured by assigning half of
the physical drives in each drive tray to each storage pool, as shown in Figure 8. Note that each drive
tray contains 24 drives. In the case of systems implemented with write-optimized flash devices, all four

write-optimized flash devices are placed in the same tray, leaving 20 spinning disk drives.

®Sun ‘
SUN ZFS STORAGE 7420
| ORACLE |

Configure external storage |

Allocate and verify storage

Super-User@aie-7420a-h1 LOGOUT ' HELP

Step 1 of 2
Before configuration, you must allocate storage to the pool. SATA storage must be added in
whole or halfchassis units; storage in SAS-2 enclosures may be added on a per-device
hasis. You may leave some storage unallocated. This step will also verify that all devices are
preszntand minimally functional. You can configure storage with affected devices, but they
will not be available to the storage pool and cannot be added later without reconfiguring all
storage. It is recommended that configuring the affected chassis be deferred until any
problems can be repaired.
NAME MODEL ALLOCATION DATA LOG CACHE
aie-7420a-h1 Sun ZFS Storage 7420 (3] - - 2> I (954G) %
0945QCQ004 Sun Disk Shelf (SAS-2) (1] 12|v|@43.7T) - - E-3
1001QCQ032 Sun Disk Shelf (SAS-2) o 10/v | (36.4T) 2|v|(68G) -
1001QCQ024 Sun Disk Shelf (SAS-2) o 12|v|@43.7T) - =
1001QCQ02D Sun Disk Shelf (SAS-2) o 12|v | @43.7T) - - E-3
1001QCQ089 Sun Disk Shelf (SAS-2) o 12|v | @43.7T) - = E-3
1002QCQ017 Sun Disk Shelf (SAS-2) ;] - - £

Figure 8. Storage pool configured based on half of drives in each tray
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In Figure 9, a Sun ZFS Storage cluster with two IP addresses on an IPMP group, four IB ports, and
two pools, is configured such that each cluster node owns one of the two IPMP groups, the requisite

interface ports to support the group, and one of the two pools.

Super-User@aie-7420a-h1 LOGOUT ~ HELP -

®Sun
SUN ZFS STORAGE 7420 -

Configuration Maintenance
SERVICES STORAGE NETWORK SAN CLUSTER USERS PREFERENCES ALERTS

) Fhicoack JREL R Rl SREveRT ] Apeiy ]

~ aie-7420a-h1 Active (ekeover completes) -~ aie-7420a-h2 Ready (wading for 1aiback)
- clustron_uart]  W———___ SO o
dpe0 e -~ dipt0
clustron_uart.0 M clustron_usrt 0 .
-
Active Resources

RESOURCE OWNER

<> 10.80.44.17 (net/igh - )
10804417 (net/ighd) lo—"ZlJ.-M['I $a

©CEEER ) ssvaene]
&+ ibpD (net/pfff_ibp0) aie-7420a-h1 | v
bp1 (net/pff_ibp! aie-7420a-h2| v

aie-7420a-h2| ¥

¢+ ibp3 (net/pff_ibp3) aie-7420a-h1 | ¥

& zfs/pookD sie7420ahl[v|

No resources are active on this cluster node

|

Figure 9. Cluster configuration for the Sun ZFS Storage Appliance

Two implementation options are available for deploying the Sun ZFS Storage Appliance to support
Oracle RMAN backups: a one-pool configuration and a two-pool configuration. In the one-pool
configuration, the Sun ZFS Storage Appliance is configured with a single project containing eight
shares. The project has the same name as the database. Thus, in the example, the project is named
dbname. The database share mount points in the example are /export/dbname/backupl through

/export/dbname/backups.

In the two-pool configuration, two projects are configured, one per pool. The project name must be
unique within the Sun ZFS Storage Appliance cluster. Therefore, the example uses the project names

dbname-1 and dbname-2 for simpler management.
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To simplify administration of Oracle RMAN and the client operating system, the mount points for the
shares reflect the database name /export/dbname. To optimize performance, eight shares are
configured in each project, and the export names of the eight shares are assigned such that one project
supportts the even shares, (/export/dbname/backup2, ... /export/dbname/backupl6) and the
other project supports the odd shares (/export/dbname/backupl, /export/dbname/backup3, ...
/export/dbname/backuplb).

Figure 10 shows an example of the general share configuration setting for either pool configuration.

r ~

’Sun Super-User@aie-7420a-h1 LOGOUT : HELP
SUN ZFS STORAGE 7420
SHARES PROJECTS SCHEMA
[ Projects dbname Shares  General Protocols Access Snapshots  Replication
6 Total pool-0/local/dbname REVERT APPLY
©ALL | LOCAL : REPLICA ©
Space Usage
e DATA USERS & GROUPS
default
e Quota [J 0 G[» UserorGroup['l [ ]
ow
stest Reservation [] 0 G|»
9 —[I Usage none
smdb-1
smdb-2 ; )
Inherited Properties
Mountpoint |Iexponldbname
Read only []
Update access time on read [
Non-blocking mandatory locking [
Data deduplication (waming) [J
Data compression Off [~ |
Checksum Fletcher4 (Standard) ['l
Cache device usage All data and metadata [' |
Synchronous write bias  Throughput| ¥
Database record size 128k | ¥ |
Additional replication Normal (Single Copy) ¥ |
Virus scan []
Prevent destruction []
Default Settings
FILESYSTEMS LUNS
User |nobody | Volume size |j] [»

Group [other

| Thin provisioned []

Permissions R W X R W X R W X
Group

User

N

Volume block size 8k | ¥

Other

Figure 10. Share configuration setting appropriate for either a one-pool or two-pool configuration
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Figure 11 shows the share layout for a one-pool configuration in a project named dbname.

-

@Sun Super-User@aie-7420a-h1 LOGOUT | HELP'
SUN ZFS STORAGE 7420 >
A,
Configuration
SHARES PROJECTS SCHEMA
[ Projects dbname Shares  General Protocols Access Snapshots  Replication
pool-0/local/dbname:
©ALL | LOCAL | REPLICA © )
OFilesystems  LUNs &0l Q
dbname
default
NAME + SIZE MOUNTPOINT
gs backup1 31K /export/dbname/backup1
qstzzt backup2 31K /export/dbname/backup2
smdb-1
backup3 31K /export/dbname/backup3
smdb-2
backup4 31K /export/dbname/backup4
backup5 31K /export/dbname/backup5
backup6 31K /export/dbname/backup6
backup7 31K /export/dbname/backup?
backup8 31K /export/dbname/backup8

[

Figure 11. Share layout for a one-pool configuration
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Figure 12 shows how root access can be granted for all database nodes in an Oracle Exadata rack by
specifying a specific NFS access rule to allow root access for any server on the Oracle Exadata private
network, in this case, 192.168.36.0/22. Additional exceptions for other networks are shown as an

example.
@Sun Super-User@aie-7420a-h1 LOGOUT | HELP
SUN ZFS STORAGE 7420
» o e { - — - =
. ontiguration Maintenance dres Stafus “Ana ytics
SHARES PROJECTS SCHEMA
=1 Projects dbname ¢ Shares General Protocols Access Snapshots Replication
6 Tota pool-0/localidbname REVERT APPLY
©ALL | LOCAL : REPLICA ©
- NFS
EOlEE aie-7420a-h1:/export/dbname
EEEDE Share Mode Read/write| ¥
s
qs(est Disable setuid/setgid file creation []
l Prevent clients from mounting subdirectories []
smdb-1
smdb-2 Anonymous user mapping |nobody ]
Character encoding default  |v
Security mode Default (AUTH_SYS) [+ |
© NFS Exceptions
TYPE ENTITY ACCESS MODE CHARSET ROOT ACCESS
Network |~ |[192.168.36.0122 Read/write | | defaut v [&
v SMB
Resource Name |[off
Enable Access-based Enumeration []
Is a DFS Namespace No
o HTTP
http://aie-7420a-h1/shares/ex port/dbname/
Share mode None h
o FTP
ftp:/faie-7420a-h1/export/dbname/
Share mode None IV
o SFTP
lexport/dbname
Share mode None [+

Figure 12. Granting root access for all database nodes in an Oracle Exadata rack
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Figure 13 and Figure 14 show the configuration for two pools with the odd-numbered shares in

project dbname-1 and the even-numbered shares in project dbname-2.

qun Super-User@aie-7420a-h2 LOGOUT ' HELP
SUN ZFS STORAGE 7420
ACLE'

» { { .
on lguratlon dintenance dres Status Y Ana yhcs’
POOLS 'POOL-1 SHARES PROJECTS SCHEMA
[ Projects dbname-1: Shares  General Protocols Access Snapshots  Replication
I pool-1/local/dbname-1
©ALL : LOCAL : REPLICA © .
O Filesystems = LUNs & 7ot Q
dbname-1
default
NAME &+ SIZE MOUNTPOINT
backup1 31K /export/dbname/backup1
backup11 31K /export/dbname/backup11
backup13 31K /expordbname/backup13
backup15 31K /export/dbname/backup15
backup3 31K /export/dbname/backup3
backup5 31K /expordbname/backup5
backup7 31K /export/dbname/backup7?
backup9 31K /export/dbname/backup9

Figure 13. Configuring a pool with the odd-numbered shares in project doname-1
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OSun Super-User@aie-7420a-h2 LOGOUT - HELP
SUN ZFS STORAGE 7420
ACLE'

J
onfiguration aintenance Shares Status “Analytics
POOLS POOL-2 SHARES PROJECTS SCHEMA
[ Projects dbname-2 Shares  General  Protocols  Access  Snapshots  Replication
pool-2/local/dbname-2
©ALL | LOCAL : REPLICA © y
O Filesystems ~ LUNs & 7ot Q
dbname-2
default
NAME SIZE MOUNTPOINT
backup10 31K /export/dbname/backup10
backup12 31K /expordbname/backup12
backup14 31K /export/dbname/backup14
backup16 31K /expor/dbname/backup16
backup2 31K /exportdbname/backup2
backup4 31K /export/dbname/backup4
backup6 31K /exportdbname/backup6
backup8 31K /export/dbname/backup8

Figure 14. Configuring a pool with the even-numbered shares in project dbname-2
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Appendix B. Sample Scripts to Connect a Linux RAC Cluster to a
Sun ZFS Storage Appliance

This section contains sample scripts showing how to attach a Sun ZFS Storage Appliance to a Linux

RAC cluster, such as an Oracle Exadata system. These scripts are designed to support a database

named dbname in a one-pool and a two-pool Sun ZFS Storage Appliance configuration (see Appendix

A. Configuring the Sun ZFS Storage Appliance).

The implementation steps are as follows:

1.
2.

7.

Set up the directory structure (mount points) to mount the shares on the host.

Update /etc/fstab to mount the shares exported from the Sun ZFS Storage Appliance to

the appropriate mount points.

Create an init.d service to automate the process of mounting and unmounting the shares.
Update the oranfstab file to access the Sun ZFS Storage Appliance exported shares.
Mount the shares on the host.

Change the permissions of the mounted shares to match the permission settings of
ORACLEiHOME .

Restart the Oracle Database instance to pick up the changes to the oranfstab file.

These steps are described in more detail in the sections below.

Setting Up the Directory Structure to Mount the Shares on the Host

Set up mount points for the shares on the host as shown below.

For a one-pool configuration:

mkdir -p /zfssa/dbname/backupl
mkdir -p /zfssa/dbname/backup2
mkdir -p /zfssa/dbname/backup3
mkdir -p /zfssa/dbname/backup4
mkdir -p /zfssa/dbname/backupb
mkdir -p /zfssa/dbname/backup6
mkdir -p /zfssa/dbname/backup?
mkdir -p /zfssa/dbname/backup8

For a two-pool configuration:

mkdir -p /zfssa/dbname/backupl
mkdir -p /zfssa/dbname/backup2
mkdir -p /zfssa/dbname/backup3
mkdir -p /zfssa/dbname/backup4
mkdir -p /zfssa/dbname/backupb
mkdir -p /zfssa/dbname/backup6
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mkdir -p /zfssa/dbname/backup?

mkdir -p /zfssa/dbname/backup8

mkdir -p /zfssa/dbname/backup9

mkdir -p /zfssa/dbname/backupl0
mkdir -p /zfssa/dbname/backupll
mkdir -p /zfssa/dbname/backupl2
mkdir -p /zfssa/dbname/backupl3
mkdir -p /zfssa/dbname/backupl4
mkdir -p /zfssa/dbname/backupl5
mkdir -p /zfssa/dbname/backupl6

Updating the /etc/fstab File
To update the /etc/fstab file, use the appropriate option below.

NOTE: The UNIX newline escape character (\) indicates a single line of code has been wrapped to a
second line in the listing below. When entering a wrapped line into £stab, removed the \ character

and combine the two line segments, separated by a space, into a single line.

For a one-pool configuration:

192.168.36.200:/export/dbname/backupl /zfssa/dbname/backupl nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O

192.168.36.200:/export/dbname/backup2 /zfssa/dbname/backup2 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O
192.168.36.200:/export/dbname/backup3 /zfssa/dbname/backup3 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O
192.168.36.200:/export/dbname/backup4 /zfssa/dbname/backup4d nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O
192.168.36.200:/export/dbname/backup5 /zfssa/dbname/backup5 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O
192.168.36.200:/export/dbname/backup6 /zfssa/dbname/backup6 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O

192.168.36.200:/export/dbname/backup? /zfssa/dbname/backup7 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O

192.168.36.200:/export/dbname/backup8 /zfssa/dbname/backup8 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O

For a two-pool configuration:

192.168.36.200:/export/dbname/backupl /zfssa/dbname/backupl nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O
192.168.36.201:/export/dbname/backup2 /zfssa/dbname/backup2 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O
192.168.36.200:/export/dbname/backup3 /zfssa/dbname/backup3 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O
192.168.36.201:/export/dbname/backup4 /zfssa/dbname/backup4d nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O
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192.168.36.200:/export/dbname/backup5 /zfssa/dbname/backup5 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O

192.168.36.201:/export/dbname/backup6 /zfssa/dbname/backup6 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O

192.168.36.200:/export/dbname/backup? /zfssa/dbname/backup7 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O
192.168.36.201:/export/dbname/backup8 /zfssa/dbname/backup8 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O
192.168.36.200:/export/dbname/backup9 /zfssa/dbname/backup9 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O
192.168.36.201:/export/dbname/backupl0 /zfssa/dbname/backupl0 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O

192.168.36.200:/export/dbname/backupll /zfssa/dbname/backupll nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O

192.168.36.201:/export/dbname/backupl?2 /zfssa/dbname/backupl2 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O
192.168.36.200:/export/dbname/backupll3 /zfssa/dbname/backupl3 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O
192.168.36.201:/export/dbname/backupld /zfssa/dbname/backupld nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O
192.168.36.200:/export/dbname/backupl5 /zfssa/dbname/backupl5 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O

192.168.36.201:/export/dbname/backupl6 /zfssa/dbname/backupl6 nfs \
rw,bg,hard,nointr, rsize=131072,wsize=1048576, tcp,nfsvers=3,timeo=600 0 O

Creating an init.d Service
Create an init.d service using the appropriate option below.

For a one-pool configuration:

#!/bin/sh

#

# zfssa dbname: Mount ZFSSA project dbname for database dbname
#

# chkconfig: 345 61 19

# description: mounts ZFS Storage Appliance shares

#

start ()

mount /zfssa/dbname/backupl
mount /zfssa/dbname/backup?2
mount /zfssa/dbname/backup3
mount /zfssa/dbname/backup4
mount /zfssa/dbname/backup5
mount /zfssa/dbname/backupé
mount /zfssa/dbname/backup?
mount /zfssa/dbname/backup8
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echo "Starting $prog: "

stop ()

{
umount /zfssa/dbname/backupl
umount /zfssa/dbname/backup2
umount /zfssa/dbname/backup3
umount /zfssa/dbname/backup4
umount /zfssa/dbname/backupb
umount /zfssa/dbname/backupé6
umount /zfssa/dbname/backup?
umount /zfssa/dbname/backup8

echo "Stopping S$prog: "

case "$1" in

start)
start
stop)
stop
restart)
stop
start
status)
mount
*)
echo "Usage: $0 {start|stopl|restart|status}"
exit 1
esac

For a two-pool configuration:

#!/bin/sh

#

# zfssa dbname: Mount ZFSSA projects dbname for database dbname
#

# chkconfig: 345 61 19

# description: mounts ZFS Storage Appliance shares

#

start ()
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mount /zfssa/dbname/backupl
mount /zfssa/dbname/backup?2
mount /zfssa/dbname/backup3
mount /zfssa/dbname/backup4
mount /zfssa/dbname/backup5
mount /zfssa/dbname/backupé
mount /zfssa/dbname/backup?
mount /zfssa/dbname/backup8
mount /zfssa/dbname/backup9
mount /zfssa/dbname/backuplO
mount /zfssa/dbname/backupll
mount /zfssa/dbname/backupl2
mount /zfssa/dbname/backupl3
mount /zfssa/dbname/backupléd
mount /zfssa/dbname/backuplb
mount /zfssa/dbname/backupl6

echo "Starting $prog: "

stop ()

{
umount /zfssa/dbname/backupl
umount /zfssa/dbname/backup2
umount /zfssa/dbname/backup3
umount /zfssa/dbname/backup4
umount /zfssa/dbname/backupb
umount /zfssa/dbname/backup6
umount /zfssa/dbname/backup?
umount /zfssa/dbname/backup8
umount /zfssa/dbname/backup9
umount /zfssa/dbname/backuplO
umount /zfssa/dbname/backupll
umount /zfssa/dbname/backupl2
umount /zfssa/dbname/backupl3
umount /zfssa/dbname/backupl4
umount /zfssa/dbname/backupl5
umount /zfssa/dbname/backuplé
echo "Stopping $prog: "

case "$1" in
start)

start
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stop)
stop
restart)
stop
start
status)
mount
*)
echo "Usage: $0 {start|stopl|restart|status}"
exit 1
esac

(Optional) Enable the init.d service for start-on-boot by entering:

# chkconfig zfssa dbname on

(Optional) Start and stop the service manually using the service command shown below:

# service zfssa dbname start

# service zfssa dbname stop

Updating oranfstab to Access Sun ZFS Storage Appliance Exports

To update the oranfstab file to access Sun ZFS Storage Appliance exports, use the appropriate

option below.

For one-pool configuration:

server: 192.168.36.200

path: 192.168.36.200

path: 192.168.36.200

export: /export/dbname/backupl mount: /zfssa/dbname/backupl
export: /export/dbname/backup?2 mount: /zfssa/dbname/backup?
export: /export/dbname/backup3 mount: /zfssa/dbname/backup3
export: /export/dbname/backup4 mount: /zfssa/dbname/backup4
export: /export/dbname/backup5 mount: /zfssa/dbname/backupb
export: /export/dbname/backup6 mount: /zfssa/dbname/backupé6
export: /export/dbname/backup’7 mount: /zfssa/dbname/backup’7
export: /export/dbname/backup8 mount: /zfssa/dbname/backup8
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For two-pool configuration:

server: 192.168.36.200

path: 192.168.36.200

export: /export/dbname/backupl mount: /zfssa/dbname-2pool/backupl
export: /export/dbname/backup3 mount: /zfssa/dbname-2pool/backup3
export: /export/dbname/backup5 mount: /zfssa/dbname-2pool/backup5b
export: /export/dbname/backup’7 mount: /zfssa/dbname-2pool/backup?
export: /export/dbname/backup9 mount: /zfssa/dbname-2pool/backup9
export: /export/dbname/backupll mount: /zfssa/dbname-2pool/backupll
export: /export/dbname/backupl3 mount: /zfssa/dbname-2pool/backupl3
export: /export/dbname/backupl5 mount: /zfssa/dbname-2pool/backupl5
server: 192.168.36.201

path: 192.168.36.201

export: /export/dbname/backup?2 mount: /zfssa/dbname-2pool/backup2
export: /export/dbname/backup4 mount: /zfssa/dbname-2pool/backupi
export: /export/dbname/backup6 mount: /zfssa/dbname-2pool/backup6
export: /export/dbname/backup8 mount: /zfssa/dbname-2pool/backup8
export: /export/dbname/backupl0 mount: /zfssa/dbname-2pool/backupl0
export: /export/dbname/backupl?2 mount: /zfssa/dbname-2pool/backupl?2
export: /export/dbname/backupl4d mount: /zfssa/dbname-2pool/backupl4d
export: /export/dbname/backupl6 mount: /zfssa/dbname-2pool/backupl6

Mounting the Shares on the Host

To mount the shares on the host, enter one of the following options:
# service mount dbname start
or

# dcli -1 root -g /home/oracle/dbs group service mount dbname start

Setting the Ownership of the Mounted Shares

Change the permission settings of the mounted shares to match the permission settings of
ORACLE HOME. In this example, the user and group ownerships are set to oracle:dba.
1. Enter one of the following two options:

# chown oracle:dba /zfssa/dbname/*

or

# dcli -1 root -g /home/oracle/dbs group chown oracle:dba
/zfssa/dbname/*
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2. Restart the Oracle Database instance to pick up the changes that were made to the oranfstab file

using one of the options below:

 Restart one instance at a time (rolling upgrade), for example:

Ur

srvctl stop instance -d dbname -i dbnamel
srvctl start instance -d dbname -i dbnamel
srvctl stop instance -d dbname -i dbname?2
srvctl start instance -d dbname -i dbname2
srvctl stop instance -d dbname -i dbname3
srvctl start instance -d dbname -i dbname3
srvctl stop instance -d dbname -i dbname4
srvctl start instance -d dbname -i dbname4
srvctl stop instance -d dbname -i dbnameb5
srvctl start instance -d dbname -i dbname5
srvctl stop instance -d dbname -i dbname6
srvctl start instance -d dbname -i dbname6
srvctl stop instance -d dbname -i dbname?7
srvctl start instance -d dbname -i dbname?7

srvctl stop instance -d dbname -i dbname8

B2 0NN 5 TR O SRS 05 SN 00 SN ) SR ) R 2 SR 2 SN () SN 00 S ) SR ) IR OO i 3

srvctl start instance -d dbname -i dbname8
* Restart the entire database, for example:

$ srvctl stop database -d dbname

$ srvctl start database -d dbname
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