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1.2

Introduction

Purpose

This document is the Evaluated Configuration Guide (ECG) for Oracle
Business Intelligence Enterprise Edition (10.1.3.3.2) with Quick Fix 090406.

Title: Evaluated Configuration Guide for Oracle Business Intelligence
Enterprise Edition (10.1.3.3.2) with Quick Fix 090406

Target of Evaluation (TOE): Oracle Business Intelligence Enterprise Edition
(10.1.3.3.2) with Quick Fix 090406

Release: 10.1.3.3.2 with Quick Fix 090406

Operating System Platform: Oracle Enterprise Linux, Version 4 Update 5
operating system platform with the capp-eal4-config-oracle package

Database Platform: Oracle Database Server 10g Release 2 (10.2.0.3.0)
LDAP Directory Platform: Oracle Internet Directory 10g (10.1.4.0.1)
Web Server Platform: Oracle HTTP Server 10g Release 2 (10.1.2)
OC4J Platform: Oracle SOA Suite 10g Release 3 (10.1.3.1.0)

Keywords: Oracle Business Intelligence Enterprise Edition, EAL3.

TOE Overview

The TOE is hosted on Oracle Enterprise Linux Version 4 Update 5 operating
system platform and uses Oracle Application Server 10g Release 3 (10.1.3.1.0)
to serve content and Oracle Client 10g Release 2 (10.2.0.3.0) to connect to the
database platform.

This document explains the manner in which the TOE must be configured
along with the host operating system so as to provide the security functionality
and assurance as required under the Common Criteria for Information
Technology Security Evaluation [CC].

The assumptions and procedures stated in the document are intended to remove
potential vulnerabilities or attack paths from the TOE in its environment. They
do not have any impact on the correct implementation of the TOE’s SFs.

The Evaluation Assurance Level for the TOE is EAL3. The Security Target
used for the evaluation of the TOE is [ST].

© 2009 Oracle

Page 7 of 271



o Evaluation of Oracle Business Intelligence
ORACLE OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8

1.3

14

03 June 2009

Document Structure

This ECG is divided into 7 sections, as follows:
. Section 1 (this section) provides an introduction to the ECG.

. Section 2 provides the preparatory actions to be undertaken before
installing the software for the evaluated configuration.

. Section 3 provides the installation of the software for the evaluated
configuration.

. Section 4 provides the post-installation actions to complete the evaluated
configuration.

. Section 5 provides the supporting procedures to ensure that the TOE is
operated in a way that upholds the security objectives defined in [ST].

Format

Assertions for the physical, host, and Oracle configurations are given
identifiers to the left of each evaluation configuration requirement in bold Arial
font, e.g. [A-1].

Mandatory evaluation configuration requirements use the words “must” and/or
“shall” in each assertion.

Strongly recommended evaluation configuration requirements use the words
“should” in each assertion.

Page 8 of 271
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2.1

Preparation

This part of the ECG provides the preparatory actions to be undertaken before
installing the software for the evaluated configuration of Oracle Business
Intelligence Enterprise Edition (Oracle BIEE).

Machine Configuration

In the configuration used for the evaluation testing of Oracle Business
Intelligence Enterprise Edition (10.1.3.3.2) with Quick Fix 090406, the TOE
was installed on virtual machines hosted on two Dell Optiplex 745 MT — Core
2 Duo E6400 (2.13 GHz) machines with 4GB of memory.

It is recommended that Oracle Business Intelligence Enterprise Edition
(10.1.3.3.2) with Quick Fix 090406 be used on physically separate servers.
Time synchronisation issues may occur on virtual machine setups and they
should be checked for and resolved before the system is put into production. If
problems are found the virtualisation vendor should be consulted to resolve the
issuel.

The virtual machines allocated for the installation of the TOE were:

Machines vml, vm2

Specification Dell Optiplex 745 MT — Core 2 Duo E6400
(2.13 GHz)
1GB Memory

Oracle Enterprise Linux 4 Update 5 x86_64

Products to be installed Oracle SOA Suite 10g Release 3 (10.1.3.1.0)
Oracle Client 10g Release 2 (10.2.0.3.0)
Oracle Business Intelligence  Enterprise
Edition (10.1.3.3.2) with Quick Fix 090406

Table 2.1: Configuration of machines 1 and 2

Machine vm3

Specification Dell Optiplex 745 MT — Core 2 Duo E6400
(2.13 GHz)
1GB Memory

1 The work around used on the test machines during the evaluation was to use cron jobs to
have each virtual machine synchronise time every 10 minutes with the host physical machine.
These in turn were synchronised with the UK pool of NTP servers using an NTP service.

© 2009 Oracle
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Oracle Enterprise Linux 4 Update 5 x86_64

Products to be installed

Oracle Database 10g Release 2 (10.2.0.3.0)

Table 2.2: Configuration of machine 3
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Machine

vm4

Specification

Dell Optiplex 745 MT — Core 2 Duo E6400
(2.13 GHz)

1GB Memory

Oracle Enterprise Linux 4 Update 5 x86_64

Products to be installed Oracle Internet Directory 10g Release 4
(10.1.4.0.1)
Table 2.3: Configuration of machine 4

Machine

vm5

Specification

Optiplex 745 MT — Core 2 Duo E6400 (2.13
GHz)

1GB Memory

Oracle Enterprise Linux 4 Update 5 x86_64

Products to be installed

Oracle SOA Suite 10g Release 3 (10.1.3.1.0)
Oracle HTTP Server 10g Release 2 (10.1.2)
Oracle Business Intelligence  Enterprise
Edition (10.1.3.3.2) with Quick Fix 090406
Presentation Services Plug-In

Table 2.4:

Configuration of machine 5

Machine

vmo6

Specification

Optiplex 745 MT — Core 2 Duo E6400 (2.13
GHz)

1GB Memory

Microsoft Windows XP SP2

Products to be installed

JDK 5 Update 16
Oracle Business Intelligence
Edition (10.1.3.3.2) Client Tools

Enterprise

Table 2.5;

Configuration of machine 6

© 2009 Oracle
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Machine vm7
Specification Optiplex 745 MT — Core 2 Duo E6400 (2.13
GHz)

384MB Memory
Oracle Enterprise Linux 4 Update 5 x86_64

Products to be installed None

Table 2.6: Configuration of machine 7

Page 12 of 271 © 2009 Oracle
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System Arc
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The diagram below illustrates the physical and logical architecture of the TOE:

Figure 1: TOE Configuration
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Physical Environmental Assumptions

This section describes physical requirements on the server machine so that the
security of the TOE can be maintained.

The processing resources of the TOE shall be located within controlled access
facilities which will prevent unauthorized physical access to the TOE by
unprivileged users. Only authorised administrators for the system hosting the
TOE shall have physical access to that system. Such administrators include the
Operating System Administrators, Database Administrators and OID Directory
Administrators.

The media on which the TOE audit data resides shall not be physically
removable from the underlying operating system by unauthorised users.

Any on-line and/or off-line storage media on which security relevant data
resides shall be located within controlled access facilities which will prevent
unauthorised physical access.

A reliable time source such as an NTP server, radio clock or GPS unit shall be
used to ensure clock coherence between all servers within the environment.

Electronic Delivery of the TOE

To receive electronic delivery of the TOE installation software, complete the
following steps:

1. Access the  Oracle  Technology  Network  Website  at
http://www.oracle.com/technology/index.html.

2. Click on the ‘Downloads’ link.

3. Scroll down to the Middleware section and click *Business Intelligence
Suite EE’.

4. Click the checkbox if you agree to the Licence Terms and export
restrictions.

5. Click the ‘I Accept’ button to agree to the OTN licence terms.

6. You should now be looking at the ‘Oracle Business Intelligence
(10.1.3.x) Downloads’ page:
http://www.oracle.com/technology/software/products/ias/htdocs/101320
bi.html.

7. The following product needs to be downloaded for the Microsoft
Windows and Linux operating systems:

Page 14 of 271
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2.5

10.

11.

12.

Oracle Business Intelligence  Suite Enterprise Edition,
v.10.1.3.3.2

Hovering the mouse pointer over the link to the download will display
the download’s cksum number. This number should be recorded for later
verification.

When the first download is requested, the OTN Sign-in page is
presented.

Complete the form with your OTN login details, or create an account by
clicking “sign up now’.

The download will start. Ensure that you download all disks for the
Microsoft Windows and Linux operating system.

Once the download is complete and the file has been transferred to the
target environment, check the file with the cksum filename command to
ensure that the download has not become corrupted. If the CKSUM
numbers do not match, the file should be downloaded again.

For the Evaluated Configuration, the 64-bit Oracle Enterprise Linux 4 Update 5
operating system software was obtained via download from the Oracle E-
Delivery Web site and made available to the host servers via an NFS mount.

Use the steps in section 2.6 to obtain Quick Fix 090406.

Physical Delivery of the TOE

To request the media pack:

1.

2.

Go to www.oracle.com and select Shop Online.
Choose the appropriate store and select Application Server.

Select Oracle Business Intelligence Suite Enterprise Edition Plus and
choose your licensing terms.

Select ‘Purchase Media Packs’.
Select Linux x86.

Select Oracle Business Intelligence (10.1.3) Media Pack for Linux x86
(32 bit).

When the media pack arrives the relevant CDs / DVDs are:

B45769-01 — Oracle® Business Intelligence Suite Enterprise Edition 10.1.3.3.2
for Linux x86.

© 2009 Oracle
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B45770-01 - Oracle® Business Intelligence Suite Enterprise Edition 10.1.3.3.2
for Microsoft Windows.

Use the steps in section 2.6 to obtain Quick Fix 090406.

Delivery of Quick Fix 090406

Use the following procedure to obtain Quick Fix 090406:

1.

10.

11.

12.

13.

Logon into metalink 3 Portal at:
https://metalink3.oracle.com

. Navigate to the Patches and Downloads tab

From the Patches and Downloads window, select the "Oracle, Siebel and
Hyperion Products™ hyperlink.

Click the "Simple Search™ link

. In the simple search window, populate the Patch Number field with the

“Quick Fix 090406”. Select “Oracle Enterprise Linux” from the
Platform/Language field. and hit the Go bottom. Please note patches are
platform specific, so ensure proper platform is selected.

. From the returned record set, hover the mouse pointer over the link under

the patch column to display the download’s cksum number. This number
should be recorded for later verification.

. Click the hyperlink under the Patch column

. In the resulting window, provide the password provided to you for the

patch. Please note that passwords expire a week after they are generated.

. A download button is displayed. Hover the mouse pointer over the

download button to display the download’s cksum number. This number
should be recorded for later verification.

Click the download button.
All patch downloads are provided in zip format.

Once the download is complete and the file has been transferred to the
target environment, check the file with the cksum filename command to
ensure that the download has not become corrupted. If the CKSUM
numbers do not match, the file should be downloaded again.

Repeat this process for the Windows platform by repeating this procedure
and substituting “Windows XP” for “Oracle Enterprise Linux” at step 5.

Page 16 of 271
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14. Unzip the Quick Fix into a known directory on machines 1, 2 and 5 ready
for install in accordance with instructions in Annex I.

2.7 Additional Software for the TOE

The following supplementary software is required for the installation of the
TOE:

e Oracle Enterprise Linux 4 Update 5 x86_64

e Oracle SOA Suite 10g (10.1.3.1.0) for Linux x86 (32-bit), part number
B34625-01

e Oracle Database 10g Release 2 (10.2.0.1.0) for Linux x86_64, part
number B24792-01

e Oracle Database 10g Release 2 (10.2.0.3.0) for Linux x86 64,
MetaLink patch 5337014

e OPatch 10.2.0.0.0 for Linux x86_64, MetaLink patch 6880880
e MetaLink patch 5240469 for Linux x86_64

e Critical Patch Update April 2007 for Linux x86_64, MetaLink patch
5901891

e Oracle Identity Management Infrastructure and Oracle Identity
Federation (10.1.4.0.1) for Linux x86 (32-bit), part numbers B30971-01
and B30972-01

e Oracle Application Server Companion CD 10g (10.1.2.0.2) for Linux
x86 (32-bit), part numbers B24492-01 and B24493-01

e J2SE Development Kit 5 Update 16

e Oracle Database 10g Client Release 2 (10.2.0.1.0) for Microsoft
Windows (32-bit), part number B24559-01

e Oracle Database 10g Client Release 2 (10.2.0.3.0) for Microsoft
Windows (32-bit), MetaLink patch 5337014

e OPatch 10.2.0.0.0 for Microsoft Windows (32-bit), MetaLink patch
6880880

e Critical Patch Update April 2007 for Microsoft Windows (32-bit),
MetalLink patch 5948242
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Installation

This chapter describes the installation of the software for the evaluated
configuration.

Operating System Installation / Configuration

Oracle Enterprise Linux Version 4 Update 5 shall be installed as described in
Annex C and [ECGOELA4].

Oracle SOA Suite 10g Release 3 (10.1.3.1.0) Installation

Annex D describes the steps needed to install Oracle SOA Suite 10g Release 3
(10.1.3.1.0) on Oracle Enterprise Linux 4 Update 5. This annex should be
followed to install Oracle SOA Suite 10g Release 3 (10.1.3.1.0) on machines 1,
2 and 5.

Oracle Database 10g Client Release 2 (10.2.0.3.0) Installation

Annex E describes the steps needed to install Oracle Database 10g Client
Release 2 (10.2.0.3.0). This annex should be followed to install Oracle
Database 10g Client Release 2 (10.2.0.3.0) on machines 1 and 2.

Oracle Database 10g Release 2 (10.2.0.3.0) Installation

Annex F describes the steps needed to install Oracle Database 10g Release 2
(10.2.0.3.0). This annex should be followed to install Oracle Database 10g
Release 2 (10.2.0.3.0) on machine 3.

Oracle Internet Directory 10g (10.1.4.0.1) Installation

Annex G describes the steps needed to install Oracle Internet Directory 10g
(10.1.4.0.1). This annex should be followed to install Oracle Internet Directory
10g (10.1.4.0.1) on machine 4.

Oracle HTTP Server 10g Release 2 (10.1.2.0.2) Installation

Annex H describes the steps needed to install the Oracle HTTP Server 10g
Release 2 (10.1.2.0.2). This annex should be followed to install Oracle HTTP
Server 10g Release 2 (10.1.2.0.2) on machine 5.
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3.7

3.8

3.9

3.10

3.11

3.12

Oracle Business Intelligence Enterprise Edition (10.1.3.3.2) with
Quick Fix 090406 Installation

Annex | describes the steps needed to install Oracle Business Intelligence
Enterprise Edition (10.1.3.3.2) with Quick Fix 090406. This annex should be
followed to install Oracle Business Intelligence Enterprise Edition (10.1.3.3.2)
with Quick Fix 090406 on machines 1 and 2.

Oracle Business Intelligence Enterprise Edition (10.1.3.3.2) with
Quick Fix 090406 Presentation Services Plug-In Installation

Annex J describes the steps needed to install Oracle Business Intelligence
Enterprise Edition (10.1.3.3.2) with Quick Fix 090406 Presentation Services
Plug-In. This annex should be followed to install Oracle Business Intelligence
Enterprise Edition (10.1.3.3.2) with Quick Fix 090406 Presentation Services
Plug-In on machine 5.

J2SE Development Kit 5.0 Update 16 Installation

Annex K describes the steps needed to install J2SE Development Kit 5.0
Update 16. This annex should be followed to install J2SE Development Kit 5.0
Update 16 on machine 6.

Oracle Database 10g Client Release 2 (10.2.0.3.0) Installation

Annex L describes the steps needed to install Oracle Database 10g Client
Release 2 (10.2.0.3.0). This annex should be followed to install Oracle
Database 10g Client Release 2 (10.2.0.3.0) on machine 6.

Oracle Business Intelligence Enterprise Edition (10.1.3.3.2) Client
Tools Installation

Annex M describes the steps needed to install Oracle Business Intelligence
Enterprise Edition (10.1.3.3.2) Client Tools. This annex should be followed to
install Oracle Business Intelligence Enterprise Edition (10.1.3.3.2) with Quick
Fix 090406 Client Tools on machine 6.

IBM GSKit 7 Installation

Annex N describes the steps needed to install IBM GSKit 7. This annex should
be followed to install IBM GSKit 7 on machines 1, 2 and 6.

© 2009 Oracle

Page 19 of 271



o Evaluation of Oracle Business Intelligence
ORACLE OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8

4.1

4.1.1

4.1.2

03 June 2009

Configuration

This part of the ECG describes the post-installation actions to complete the
evaluated configuration.

Repository Configuration

The repository configuration will be performed using the client tools installed
on the Windows XP Client machine (machine 6). The paint repository
configuration below is provided as an example of how the repository setup
should be done. The configuration is not intended to be used in a customer’s
environment.

Database Configuration for Paint Repository

To setup the paint repository create a schema, on the database server (machine
3), to hold the paint data:

sqlplus / as sysdba

create user paint identified by oraclel0 quota unlimited on
users;

grant create session, create table to paint;

Connect as the PAINT user and run the following scripts:

@create_paint_tables.sql
@fact.sql

@Forecast.sql
@market.sql

@period.sql

@product.sql

commit;

Database Configuration for Usage Tracking Repository

To setup the usage tracking repository create a schema, on the database server
(machine 3), to hold the usage tracking data:

sqlplus / as sysdba
create user ut identified by oraclelO0 quota unlimited on users;
grant create session, create table, create view to ut;

Connect as the UT user and run the following scripts:
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4.1.3

4.1.4

@SAACCT .Oracle.sql
@0racle_create nQ Calendar.sql
@0racle_create nQ Clock.sqgl
@0racle_nQ_Calendar.sql
@racle_nQ_Clock.sqgl

commit;

Issue the following SQL.:

create view NQ LOGIN_GROUP as
select distinct USER_ NAME as LOGIN, USER NAME as RESP
from S NQ ACCT;

Database Configuration for Database Authorization

If database authorization is required a schema on the database server (machine
3) must be created:

sqlplus / as sysdba
create user sa identified by oraclelO0 quota unlimited on users;
grant create session, create table to sa;

Connect as the SA user and issue the following SQL.:

CREATE TABLE SA USER GROUP (
GROUP_NAME varchar2(40) NOT NULL,
LOGON varchar2(40) NOT NULL)

Create Blank Repository

Open the BI Administration Tool (machine 6) by navigating to Start >
Programs > Oracle Business Intelligence > Administration

© 2009 Oracle
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O Oracle BI Administration Tool -] x|

File Tools Help

I ==

For Help, press F1 '_’_'_ y
Click File > New
2|
Save IE}Hepusitnr}l j - 5 B~

Epaint.rpd

File name: Iblank.rpd j Save I
j Cancel |

Save as type: IHepositm_l,l Files [*.rpd)

Enter ‘blank.rpd’ in the *File name’ field and click Save.
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O Oracle BI Administration Tool - blank.rpd

- 10 x|
File Edit Wew Manage Tools ‘window Help
D@ ed|s =2 |=|k -%E

Far Help, press F1

I
Click ‘Manage’ > *Security’
_ioix
Action  Edit  LDAP  Help
E-i Security MHame | Full name | Description |

#7 administratar

Select “‘Users’ from the left-hand pane and double-click the ‘Administrator’
user.
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User - Administrator 1Ol x|

|zer | Logons |

IJzer name: I.-i‘-.dministratcur Bermizsians... |

Full name:

EERE TR

|
Dezcrption: I
|

Pazzword:

LConfirm FPazsword: I“““““““““““““

Lagaing level: ID ﬁ

¥ | Fazzwordinever expires

Fazzword expires even ISEE j days

Group memberzhip:

Adrminiztrators

| ak. I Cancel Help

Enter a password into the ‘Password’ and ‘Confirm Password’ fields and
click OK.

Close the Security Manager and save the blank repository.

Oracle BI Administration Tool x|

$ Do wou wish to check global consistency?

Mo | Cancel |

Click “Yes’ to check global consistency.
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Consistency Check Manager =10 x|
Messages |D|:|I:i|:|n5 I
_Dlsplal:lll: ................
¥ Errars: v warnings ¥ Eest Practices ]
—Messages:
Message Type | Object Type | Object |Errur Dn
4 | i
I Show Qualified Mame Check all Objects Copy Close | Help |
I.ﬂ. Global Consistency Check was perfarmed. 0 Error(s) (0 shown), 0 Warning(s) (0 shown), and O Besl

No errors should be shown. Click Close. Close the blank repository.

4.1.5 Merge Repositories

The paint and usage tracking repositories will be merged. Copy the repositories
to the C:\oracle\product\OBIEE\server\Repository directory.

Use the Bl Administration tool to open the “paint_db’ repository.

Open Offline paint_db.rpd

Uzer: I.-’-'-.dministratu:ur

Cancel

HHHRHRHHRAHRE

Pazzword: I
Help

diiy

The default password for the ‘paint_db’ repository is ‘Administrator’.
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O Oracle BI Administration Tool - paint_db.rpd o ]
File Edit VYiew Manage Tools MWindow Help
DEswd|s me|m|s %%
[:l Pairt -3 Paint
#-[Z3 Paint Exec
For Help, press F1 v

Click File > Merge

Laak in: IE Fepositaory j L |‘=j< Ef-

L= blank, rpd

= 0k, rpd

|= ] naink_db.rpd

= | lz3geTracking.rpd

My Documents

oo B
L

File name: r o j Open

i

Files of type: I Repositony Files (% pd) j Cancel

Select the “blank.rpd’ file and click Open.
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Open Offline blank.rpd

Uszer: I.-’-'-.dministratu:ur

Cancel

HHHRHUKHHAHRE

Pazzword: I
Help

diiy

RACLE’

Enter the ‘Administrator’ password for the ‘blank’ repository.

Merge repositories

=10l x|

Original repositony IE: horaclehproducthOBIEE \servers R epositor

Modified repozitony I

Save merged repogitony az IE: horaclehproducthOBIEE heerversH epogitar

Select...

Select...

IEhanges from blank.rpd to paint_db.rpd

[ e |
=

™| Show Qualiied Names Fite. | Eind. | Findigen |
I arne | Change | Type =~ LViff.... |
ﬁ.ﬂ.dministraturs Deleted Sect
m.ﬂ.dmmlstratnr Deleted User
ﬁ.ﬂ.dministraturs Created Secl Clhaks, |
m.ﬂ.dministratnr Created User :
[71 Current Marth Created  “ariz Wiew .. |
(23 Paint Created  Busit Edit 2 |
12 MarketDim Created  Dime =
17 PeriodDim Created Dhirne {0 0 | |
T2 ProductDim Created  Dime
Sales Facts Created Loaic UDML 2... |
% 1A= Created Loaic
% Prodiey Created Loaic
E Perk.ey Created Loaic
T =
4_| Idnitz | Created LDEI
terge | Canicel | Help |

Click the “Select...” button for the Modified repository.
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2]

(®) hlank, rpd
Lo naint, rpd

iUsageTracking.rpd

File name: IUsageTracking. rpd j Open I
Files of twpe: IHepusitur_l,l Files [*.rpd] j Cancel |
Select the *‘UsageTracking.rpd’ repository and click Open.
Open Offline UsageTracking.rpd EI

Uzer: I.-’-'-.dministratu:ur

HHHRHRHHRAHRE

Pazzword: I

Cancel

Help

Pl

Enter the password for the ‘Usage Tracking’ repository and click OK,
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Merge repositories = |I:I|5|

Criginal repozitany In:n:luu:t"-.EIEIEE"sser'-.-'er"-.H epositorysblank.rpd Select,..

Modified repozitony IE: horacle producty O BIEE \zerver'\R epozitor Select...

Save merged repoziton as IE: horaclehproduct O BIEE hserver'R epositor Select...

S

IHl:uw to merge UzageTracking.rpd changes into paint_db.rpd

7| Show Qualiisd Names Ll | Eiriel.. | Find Again

Hame Dezcnption Decizion Lt
Faint Exec  ddded to Current § Current
Paint ddded to Current {ERE | SEVE...

Statz. ..

d§

[« | i

Following objects were added to Current repositarny: == |
J | o

Driginal repository blank.rpd — Modified repozitony Current repositony

_1 Pairit
¥} Paint Exec

lzage Tracking

Merge I Carnicel | Help |

Scroll across to the ‘Decision” column and select *‘Current’ from the drop-
down list from both rows.

Click Merge.
i
\?/. Do wou wish to check global consistency?
] Mo |
Click Yes
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Consistency Check Manager =10 x|
Messages |.:.p|;i.;.|-,5 |
— Display:
I¥ Errors ¥ warnings [¥ Eest Practices ]
—Messages:
Message Type |Object Type Object Error Descripkion
W' arning Database QBI Usage Tracking :[39023] The features in Database "OBL
Usage Tracking' do nok match the
defaults. This can cause query problems,
I Show Qualified Mame Check all Objects Copy Close Help
IF'. Global Consiskency Check was performed. O Errords) (0 shown), 1 Warning(s) {1 shown), and 0 Besl

Ignore the error shown and click Close.

The merged repository is now available in the Oracle Bl Administration Tool
and is saved as paint_db(1).rpd.

O Oracle BI Administration Tool - paint_db{1).rpd

File Edit \Miew Manage Tools Window Help

EEL IR Y- =

-1 Paint -3 Paint
B Paint Exec -3 Usage Tracking & {4 Usage Tracking

-1 Usage Tracking

For Help, press F1 l_ v

Click Manage > Security
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JRL=TE
Action  Edit LDAP  Help
Eﬂd Securty M ame | Full harme | Dezcription |

""" 87 Users {7 Administrator

€8 Groups {#7 Admiristratori!  Siebel Analytics Administrator

oA Hierarchy

Delete the ‘Administrator#1’ user by right-clicking the user and selecting

‘Delete’.
=
‘\.‘i) Do ol wank ko delete the objeck(s) 7
Mo
Click Yes.
Select ‘Groups’ from the left-hand pane.
x|
Action  Edit LDAP Help
E@ Security Harne | Description |
""" @E Uzers O Administratars

!ﬁ.&dminislratorsm

Delete the ‘Administrators#1’ group by right-clicking the group and selecting
‘Delete’.
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Oracle BI Administration Ta |

:.?/‘ Do o wank to delete the objeck(s) #

Click Yes.

Close Security Manager.

Click Manage > Variables

Click Repository > Variables > Static

Modify the value of the ‘OLTP_USER’ variable to the name of the Usage
Tracking schema (UT).

Modify the value of the ‘OLTP_DSN’ variable to ‘ORCL’.
Modify the value of the ‘DSN’ variable to ‘ORCL’.

Note: The values of the ‘OLTP_DSN’ and ‘DSN’ should be a valid TNS
Names entry in the relevant tnsnames.ora file.

Click Action > Close.

In the Physical layer pane:

Expand the ‘Paint’ folder and rename the connection pool named ‘Connection
Pool’ to “Paint Connection Pool’.

Rename the ‘OBI Usage Tracking’ folder to ‘Usage Tracking’.
Expand the Usage Tracking > Catalog > dbo tree.
Rename the ‘dbo’ folder to ‘UT".

Drag and drop the ‘UT’ folder so that the ‘Usage Tracking’ folder is its
parent.

Delete the *Catalog’ folder and the connection pool named ‘Usage Tracking
Writer Connection Pool’.

Rename the connection pool named ‘Connection Pool’ to ‘Usage Tracking
Connection Pool’.
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Double-click the “Usage Tracking’ folder.

Select ‘Oracle 10g R2/11g’ from the Database select list.

Click the *Set...” button.

Click OK.

Double-click the ‘Usage Tracking Connection Pool’ entry for ‘Usage
Tracking’

Update the password field with the password for the UT schema.
Click OK.

Click File > Save.

Oracle BI Administration Tool x|

\?/Ii Do o wish bo check global consistency®

ko | Cancel |

Click Yes.
Consistency Check Manager =10 x|
Messages |D|:|I:i|:|n5 I
_Dlsplal:lll: ................
¥ Errars: v warnings ¥ Eest Practices ]
—Messages:
Message Type | Object Type | Object |Errur Dn
4 | i
I Show Qualified Mame Check all Objects Copy Close | Help |
I.ﬂ. Global Consistency Check was perfarmed. 0 Error(s) (0 shown), 0 Warning(s) (0 shown), and O Besl

Click Close.
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© Oracle BI Administration Tool - paint_db{1).rpd [_ (O] x|
File Edit Wiew Manage Tools window Help

DE@H s Ba(F kL%

#-(1 Paint #-[] Paint
#-(Z3 Pairt Exec -2 Usage Tracking - i Usage Tracking

#-[Z3 Usage Tracking

Far Help, press F1 ’_ A

Save the repository twice, once as oid_obiee.rpd and once as db_obiee. rpd.

4.1.6 Configure LDAP Authentication and Authorization

Open the oid_obiee.rpd repository file.

Click Manage > Security.

M=
Action  Edit LDAP  Help
Eﬁa Security I arne | Full hame | Diezcriphion |

m.ﬁ.dministratar

Groups
= @ LDAF Servers

b E Custam Authenticators

Select ‘LDAP Servers’ from the left hand pane.
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(=T

Action Edit LDAP Help

E@ Security M arne I Dezcrphion I
- m Jzers

" m Groups

Right-click in the right-hand pane and select ‘New LDAP Server...’

LDAP Server - DID =]
General |.-’-'-.d\.fann:eu:||
I ame: |D|D|
Hoszt name: I'-.-'m4.$aglal:u.uk.u:urau:le.u:u:-m
LOAP werzion
Bort number: ISEEI ’V 2 = 3
Baze DM: Iu:n=L|sers,n:h:=sagIaI:u,dn:=uk,du:=u:urau:le,du:=u:u:um
Bind DIf: Iu:n=-:uru:|au:|min
Bind pazsword: I““““““““““

Confirm password:

Ixxxxxxxmm

D'ezcriptiarn: T ezt connection |

| QF. I Cancel | Help |

Enter ‘OID’ in the Name field.

Enter the correct parameters for the ‘Host name’, ‘Port number’, ‘Base DN’,
‘Bind DN’, ‘Bind password’ and ‘Confirm password’ fields for the LDAP
Server.

Click the ‘Test connection’ button.
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Oracle BI Administration Tool |

“-!‘) LDAP Server connecked successfully,

You should see the ‘LDAP Server connected successfully’.
Click OK on the Oracle Bl Administration Tool dialog box.

Click OK on the LDAP Server — OID dialog box.

Security Manager ;IQIEI
Action  Edit LDAP  Help
- Security M ame | Drescription |

EEoD

Click Action > Close in the Security Manager window.

From the Administration Tool main menu select Manage > Variables.
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¥ariable Manager
Action Edit  Help

ORACLE’

I[=] B3

E& Repogitan
i Lef Iritialization Blo.
-7 Variables
&1 Dynamic
5 - [71 Static
Elﬂ Session
@ Initialization Blo,
Ei—?l Wariablez
E-EF1 System
oL Sec.,

é?l Man-Spst...

r &0

hame

| Dezcription

| Default nitishizer |

[71 Current Manth
[P1PAIMT_USER
[(?1D5H
[P10LTP_USER
[M10OLTP_DSH

‘FAINT'
‘ORCL'
uT
‘ORCL'

CURRENT_DATE

Click the Session > Initialization Blocks link.

Right-click in the right hand pane and select ‘New Initialization Block’.
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Session Yariable Initialization Block - Authentication _ 1O x|

Mame: | Authentication [ Disabled

—Daka Source

Mo data source setting was made Edit Data Source...

—Yariable Target
Mo wariable target setting was made

Edit Data Target. .. |

— Execution Precedence |

Mo execution precedence setting was made

Edit Execution Precedence. ..

™ Required for authentication

Description

Test... | | (]34 I Zancel Help

Enter ‘Authentication’ in the Name field.

In the “Data Source’ region press the ‘Edit Data Source’ button.
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Session Yariable Initialization Block Data Source - Authenkicatio _ Ol x|
Data Source Type: M
Marne | Diomain identifier | M |

Edit, ..
]
D

Eemove

L

Browse, ..

Help |

Test, .. | o I Zancel

Select ‘LDAP’ from the ‘Data Source Type’ drop down list.

Click the Browse button

x

Select LDAP Server

Wiew, . | | ] 4 I Cancel

Select the LDAP Server that was setup previously. Click OK on the Browse
dialog box.

© 2009 Oracle Page 39 of 271



o Evaluation of Oracle Business Intelligence
ORACLG OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8
03 June 2009

Session Yariable Initialization Block Data Source - Authentication Y ] [
Data Source Type: M
Marne | Diomain identifier | e, .. |
%OID Edit...

]
D

Remove

[ IiLE

Browse, ..

Test, .. | (] 4 Zancel

Click OK.

Help |
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Session Yariable Initialization Block - Authentication -0l x|

Narme: I Authentication [ Disabled

—Daka Source

i Edit Data Source. .,

Mame Diomain identifier |

Eom

—Yariable Target
Mo variable target setting was made

Edit Diata Target. .. |

—Execution Precedence |

Mo execution precedence setting was made

Edit Execution Precedence, .,

[ Required for authentication

Description

Test,.. | (] | Zancel | Help

In the “Variable Target’ region press the ‘Edit Data Target’ button.
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Session Yariable Initialization Block Yariable Target - Authentication M=l

Yariable Default Initializer LDAP variable |

1 I I

Edi... |

(]} | [amn

e, . | ] | Remove |

" Row-wise initialization
[T Use caching

(0] 4 I Cancel Help

Click ‘New...’
Il 5ystem Session Yariable - USER Ed
Marme: I USER]

[~ Enable any user to set the walue
- Security Sensitive

Initialization Elock:

I.ﬁ.uthenticatinn j [T

Default Inikializer:

Description

Ik I Zancel Help |
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Enter ‘USER’ in the Name field.
Click OK on the “‘System Session Variable’ dialog box.

Oracle BI Administration Tool |

L] 'E IISER. session wariable has a special purpose, #re wou sure you want ko use this name?
"

Click “Yes’.

Session Yariable Initialization Block ¥ariable Target - Authentication _ O]

—1% Yarigbles

¥ariable Default Initializer LDAP variable E
Eiﬁ wid]|

1] | i

lip | Do Edi... |

R, ., | Lik. .. | Remove |

—1 | Row-wise initialization
™ WUse caching

I I Zancel Help |

Enter ‘uid’ in the LDAP variable field for the ‘USER’ variable.

Repeat the process for the following variables:

Variable | Default Initializer |LDAP variable
LOGLEVEL 2

DISPLAYNAME cn

EMAIL mail

GROUP departmentnumber

Once all the variables have been created you should see the dialog below:
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Session Yariable Initialization Block Yariable Target - Auk Ol x|

¥ariable Default Initializer LDAP yariable

ISER. wid

LoaLEVEL

DISPLAYNAME cn

EMAIL rnail

GROLP departmentnumber

J | ja

Lp Do | Edit... |
[T Link, .. | REmove |
" Row-wise initialization
™| Use caching
(] 4 I Zancel Help |

Click OK on the ‘Session Variable Initialization Block Variable Target’

dialog box.
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Session Yariable Initialization Block - Authentication _ Ol x|

Mame: Authentication [ Disabled

—Data Source

Edit Daka Source. .. |

Mame Diomain idenkifier

o

—Wariable Target

Mamne | Default Initializer
LMUSER

L T

F
-

Edit Diata Taraet... |

—Execution Precedence

Mo execution precedence setting was made

Edit Execution Precedence. .,

Iw Required fior authentication:

Descripkion

Test. .. | (o] 4 I Zancel | Help |

Click the ‘Required for Authentication’ tick box. This directly affects the
behaviour of authentication and the check box must be ticked.

Click OK on the ‘Session Variable Initialization Block’ dialog box.
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=

Action  Edit  Help
Ee R epositary Mame | Initialization string
- ~fF Iniialization Blocks ™ Jiithentication USE Foid LOGLE WEL < DISELATHAME cr E ML <mail GROL
=71 Wariables
5"?] Dynamic
; L[] Static
E||!='|| Session
. Initialization Blocks
=-&71 Variables
2511 Spstem
© LY Securty
BT Mon-Gystem

K [

Click Action > Close in the “Variable Manager’ window.

Click File > Save.

Oracle BI Administration Tool x|

\.‘i) Do ol wish ko check glabal consistency?

Click “Yes’.
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4.1.7

Consistency Check Manager =10 x|
Messages |D|:|I:i|:|n5 I
_Dlsplal:lll: ................
¥ Errars: v warnings ¥ Eest Practices ]
—Messages:
Message Type | Object Type | Object |Errur Dn
4 | i
I Show Qualified Mame Check all Objects Copy Close | Help |
I.ﬂ. Global Consistency Check was perfarmed. 0 Error(s) (0 shown), 0 Warning(s) (0 shown), and O Besl

Click Close.

Click File > Close.

Configure Database Authentication and Authorization

Open the db_obiee. rpd file.

Create a new static variable ‘SA_USER’ with its value set as the name of the
SA System schema.

Add the SA System table SA_USER_GROUP to the repository by clicking File >
Import > from Database...

Select ‘OCI 10g/11g’ from the ‘Connection Type’ select list.
Enter ‘ORCL’ in the *TNS Name’ field.

Enter ‘SA’ in the “User Name’ field and the password for the ‘SA’ schema in
the “‘Password’ field.

Click OK.

Click the *SA’ folder and click Import.

Make the following changes in the ‘Connection Pool’ dialog box:
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Change the value of the Name field to ‘SA System Connection Pool’.

Change the value of the Data source name field to
‘VALUEOF(OLTP_DSN)’.

Change the value of the User name field to ‘“VALUEOF(SA_USER)’.
Click OK.

Click Close on the Import window once the import process has completed.
In the Physical layer rename ‘ORCL’ to *SA System Database’.

In the Administration Tool right-click in the Physical layer and click ‘New
Database...’

Database - Database -0l x|

General | Featuresl Connection F'u:u:ulsl Dizplay Fu:ulu:lersl

Marme: ID atabaze

— Data zource definition

D atabasze

[~ CRM metadata tables [ Wirual Private D atabaze

— Perzist connection poal

In-:ut azzighed Set... Llear

[ Allow populate gueries by default
[ Allow direct database requests by default

Description:

| k. I Cancel | Help |

In the Name field enter ‘Database’

Select ‘Oracle 10g R2/11g’ from the Database select list.

Click the ‘Connection Pools’ tab.
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=T
Generall Featurez  Connection Pools | Digplay Fu:ulu:lersl
M ame |
[ [t Edit... | Eemove |
2k, Cancel | Help |

Click the ‘Add’ button.
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Connection Pool - Database Connection Pool [_ O]

General | Connection Scriptsl HhL | ke Eackl

=]
i M ame: IDataI:uase Connection Poal Permizzions... |

Call interface: I Default [OC 109/114) j

Maximurn connections I TUE:

[ Bequire fully qualified table names

Data source name: I\-’.-'l'-.LU EQFDSH]
¥ Shared logon

Uzer name: I:USEH Pazsword: IW

¥ Enable connection paoling
Timeout: |5 I [minutes) j

v Use multithreaded cornections

[ Execute queries azpnchionouzly

¥ Parameters supported

|zalation lewel: Defauilt j
Dezcription;
-
[~

k. I Carnicel | Help |

Enter ‘Database Connection Pool’ in the ‘Name’ field.
Enter ‘“VALUEOF(DSN)’ in the ‘Data source name’ field.
Enter *:USER’ in the ‘User name’ field.

Enter *:PASSWORD’ in the ‘Password’ field.

Click OK.

Confirm Password x|

Ixxxxxxxxx

Pazzword:

] I Cancel |

Re-enter ‘:PASSWORD’ in the ‘Password’ field.

Click OK.
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ORACLE’

Click OK.

Database - Database N[=]
Generall Features Connection Poolz | Dizplay Fu:ulu:lersl
Mame |
=% Database Connection Poal
Up Down Edit... | Bemove |
k. Cancel | Help |
O Oracle BI Administration Tool - db_obiee.rpd -10O] x|

File Edit Wiew Manage Tools

oFssd |y e =]t %nm|

Window  Help

[:l Faint
D Paint Exec
B-Z3 Usage Tracking

I:l Faint
#-Z3 Usage Tracking

Business Model anc

@ Paint
= @ Sé& Systern Databaze
@ Uszage Tracking

Far Help, press F1

T
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Double-click the ‘Database’ entry in the Physical layer.

Database - Database [_ O]

Generall Features Connection Poolz | Dizplay Fu:ulu:lersl

Mame |

=% Database Connection Poal

@ [Mawmn | Add... | Edit... | Eemnvel

| k. I Cancel | Help |

Click the ‘General’ tab.
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Database - Database E=]

General | Featuresl Connection F'u:u:ulsl Diizplay Fu:ulu:lersl

Mame: ID atabaze

— Data zource definition

D atabaze IEIran::Ie 10aR21g j

[~ CRM metadata tables [ Wirtual Private D atabaze

— Perzist connection poal

In-:ut azsigned Set.. | Llear I

[ Allow populate gueries by default

[™ Allow direct database requests by default

Dezcription:

2k, Cancel | Help |

Click the ‘Set...” button.
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Database - Database H=] B

General | Featuresl Connection F'u:u:ulsl Dizplay Fu:ulu:lersl

Marme; ID atabaze

— Data zource definition

D atabaze IEIrau:Ie 10gR2M1g j

[~ CRM metadata tables [ Wirtual Private D atabaze

— Perzsist connection poal

IDataI:uase Connection Pool

Clear |

™ Allow populate gueries by default
[ Allow direct database requests by default

Dezcription:

2k, Cancel | Help |
Click OK.
O Oracle BI Administration Tool - db_obiee.rpd -0 x|
File Edit Yiew Manage Tools \Window Help
DEss@|se|=|s %o
-3 Paint [:l Faint i PEE
Cl Paint Exec E1-(£3 Usage Tracking @ Faint
-3 Usage Tracking ﬁ 54 System Database
@ IJsage Tracking
For Help, press FL v

Setup Database Authentication
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Click Manage > Variables

ORACLE’

-inix]
Action  Edit Help
Eﬁ Repaozsitany I arne | D ezcription | Default Initializer | Ir
-G Initialization Block s 71 Current Month CURRENT_DATE
[P1PAINT_LISER PaIMT!
[7105N ‘ORCL'
[71 Static [F10LTP_USER ur
E[EJ Session [?10LTP_DSN 'ORCL'
- @ Initialization Blocks M54 USER 'S
Egl Wanables B
=-Ef1 Gystem
oL Secuity
i—?l Hon-System
1 | i

Click Session > Initialization Blocks

¥ariable Manager

Action  Edit  Help

=10l |

=% Fepositary
~f Initialization Blocks
-[T1 Wariables
&M Dynamic
; “IT Static
=-1B Session
----- [ 8 Initialization Blocks
=-Ef1 Variables
=-&F1 Swstem
© BT Secuty
LB MorSystem

MHame | | nitialization string

O

2

Right-click in the right-hand pane and select ‘“New Initialization Block...’
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Session Yariable Initialization Block - Authentication

Aahertoen [

Enter ‘Authentication’ in the ‘Name’ field.

Click the ‘Edit Data Source’ button.
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Session Yariable Initialization Block Data Source - Authentic _ Ol x|

Data Source Type: Database j

[ Use database specific S0L

Defaulk Initialization Skring

SELECT USER. FROM DUAL

=4
.
k
Connection Pool: I not assigned Erowse, .. |
Test, .. | o | Zancel | Help |

Select ‘Database’ from the ‘Data Source Type’ select list.

Enter the following SQL into the ‘Default Initialization String’ field:

SELECT USER FROM DUAL

Click the ‘Browse..." button.

Select Connection Pool E
Database Mame: I*

@ Paitt
@ S4 Syztem Databasze Type: Il:onnection Pool j
A-{d Usage Tracking

=

[+

B

¥ Quemy Only Selectable Objects
[ Show Qualified Mames

u Eiew...l Select | I:ancell Help |

M ame |
EF Paint Connection Pool
Ez Uzage Tracking Connection Poal

&P 54 Spstern Cornection Pool

Physical | 8 ]

atabase Connection Poal

Click the ‘Database Connection Pool’ name.

Click the “Select’ button.
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Session Yariable Initialization Block Data Source - Authentication

Daka Source Type: Database j

[ Use database specific SQL

Default Initialization String

SELECT USER. FROM DUAL ;I

Connection Poal; "Database"."Database Connection Poal!
Test... | Ok ancel | Help |
Click OK.
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Session Yariable Initialization Block - Authentication

Marne: I Authentication [ Disabled

—Daka Source

Connection Pool "Diatabase"."Database Connection Pool” i Edit Data Source,

Data base; Oracle 100 RE2('11g (Initialization string inherited From Default)

SELECT USER FROM DAL

—Mariable Target
Mo wariable target setting was made

Edit Data Target. ..

—Execution Precedence

Mo execution precedence setting was made

Edit Execution Precedence. .,

[™ Required For authentication

Descripkion

Tesk, .. | o Zancel Help

Click the “‘Edit Data Target’ button.
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Session Yariable Initialization Block Yariable Target - Auk Ol x|
¥ariable Default Initializer | |
Lp | Do | Edit... |
[T | Link, .. | REmove |
—{" Row-wise initialization
™| Use caching
(] 4 I Zancel Help

Click the ‘New...” button.

Il System Session Yariable - USER x|

[arne: I IISER.

[~ Enable any user to set the value
I Security Sensitive

Initialization Block:

I.ﬁ.uthenticatinn j [EW, .,

Default Initializer:

Description
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Enter ‘USER’ in the ‘“Name’ field.

Click OK.

Oracle BI Administration Tool

L] E IISER. session wariable has a special purpose, #re wou sure you want ko use this name?
L

ORACLE’

=

Click Yes.
Session Yariable Initialization Block Yariable Target - A -0l x|

—i% yarighles

| ¥ariable Default Initializer

Lip Diown | Edit... |

....................... g, Lok | Remove |

—i Row-wise initialization
™ Wse caching
oK Zancel Help

Click OK.

© 2009 Oracle

Page 61 of 271



Evaluation of Oracle Business Intelligence

@
ORACLG OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8

Session Yariable Initialization Block - Authentication

03 June 2009

Mame:; I Authentication

[ Disabled

—Daka Source

Conneckion Pool "Database","Database Connection Poal”

Data base; Oracle 100 RE2('11g (Initialization string inherited From Default)

Edit Diata Source, ..

SELECT USER FROM DLIAL

—Mariable Target

Marme | Defaulk Initializer

LHUSER

Edit Diata Target. .. |

—Execution Precedence

Mo execution precedence setting was made

Edit Execution Precedence. .,

¥ Required For authentication;

Descripkion

Test... | Ok I

Zancel Help

Tick the ‘Required for authentication’ check box.

Click OK.
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E-I71 Variables

| Initialization string

Yariable Manager M=]
Action Edit Help
Ea Reposzitony

@ Initialization Blocks

i Authentication

ORACLE’

BT Dpnaric
: 71 Static
E|[E.| Session
. Initialization Blocks
B Variables
2-Ef1 System
o L-EP1 Secuity
51 Mon-System

| Data Source

| D
SELECT USER FROM DUAL  Database Conkection Pool
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Setup Authorization

Right-click in the right-hand pane and select ‘“New Initialization Block...’

Session ¥Yariable Initialization Block - Authorization

Marne: I autharization| [ Disabled

—Daka Source

Mo daka source setting was made Edit Diata Source, ..

—Mariable Target
Mo variable target sekting was made

Edit Diata Target. ..

—Execution Precedence

Mo execution precedence setting was made

Edit Execution Precedence. .,

[T Required For authentication

Descripkion

Tesk, .. | o | Zancel Help

Enter ‘Authorization’ in the ‘Name’ field.

Click the “Edit Data Source’ button in the ‘Data Source’ region.
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Session Yariable Initialization Block Data Source - Authoriz

Data Source Type: Database j

ORACLE’

=10l %]

[ Use database specific SOL

Default Initialization Skring

SELECT '"GROUP', GROUP_MAME
FROM "SA_UISER_GROUP"
WHERE LioiaOM=upper{;LISER")

Zonneckion Pool: I not assigned

=4
>
k
Browse, .. |

Tesk,,. | 0] 4

Zancel | Help |

Select ‘Database’ from the ‘Data Source Type’ select list.

Enter the following SQL into the ‘Default Initialization String’ field:

SELECT "GROUP™, GROUP_NAME
FROM ''SA_USER_GROUP"
WHERE LOGON=upper (" :USER")

Click the ‘Browse...” button.

i@ D atabasze Mame: I*
Bl Paint
@ S8, Spstem Databaze Type: Il:onnection Foal j
@ Usage Tracking
v Query Only Selectabls Objects
[ Show Qualiied Names
u iew. .. | Select | Cancel | Help |
I ame |
B=F Pairt Cornection Pool
=7 Uzage Tracking Connection Pocl
S 54 Syztem Connection Pool
Physical | =P Database Cornection Pool

Click the ‘SA System Connection Pool’ name.

Click Select.

© 2009 Oracle

Page 65 of 271




o Evaluation of Oracle Business Intelligence
ORACLG OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8
03 June 2009

Session Yariable Initialization Block Data Source - Authorization

Daka Source Type: Database j

[ Use database specific SQL

Default Initialization String

SELECT 'GROUP', GROUP_MAME ;I
FROM "3a8_USER_GROUP"
WHERE LOGOMN=upper{:USER")

Connection Poal; "534 Systern Database”."54 System Connection Pool*
Test... | Ok ancel | Help |
Click OK.
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Session ¥Yariable Initialization Block - Authorization

ORACLE’

Mame:; I Authorization

[ Disabled

—Daka Source

Zonneckion Pool "Sh Swstem Database

3 System Connect i Edit Data Source.

Data base; Oracle 100 R1 (Initialization skring inherited From Default)

SELECT 'GROUPY, GROUP_MAME
FROM "S54 _USER_GROLP"

—Mariable Target
Mo wariable target setting was made

Edit Diata Target. ..

—Execution Precedence

Mo execution precedence setting was made

Edit Execution Precedence. ..

[T Required For authentication

Descripkion

Test... |

Zancel | Help

Click the *Edit Data Target’ button in the “Variable Target’ region.
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Session Yariable Initialization Block Yariable Target - Authorization M=l
—{ Wariables
Yariable Default Initializer | |
(g | Do | Edi... |
[HEw, ., | ] | Remove |
(0] 4 I Cancel Help

Select the ‘Row-wise Initialization’ radio button and tick the ‘Use caching’
check box.

Click OK.
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Session Yariable Initialization Block - Authorization

Marme: Authorization [ Disabled

—Daka Source

Zonneckion Pool "S8 System Database", "SA Swstem Conneck Edit Daka Source. ..

Data base: Oracle 100 R1 (Initialization string inherited From Default)

SELECT 'GROUPY, GROUP_MAME
FROM "S54 _USER_GROLIP"

—Mariable Target

Riow-wise inikialization

—Execution Precedence

Mo execution precedence setting was made

Edit Execution Precedence. ..

[ Required for authentication

Descripkion

Test. .. | (] 4 | Zancel | Help

Click the °‘Edit Execution Precedence...” button in the ‘Execution
Precedence’ region.
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Session Yariable Initialization Block Execution Preceden 10Ol x|

The Following initialization blocks will execute before this one:

Mame | Descripkion |

add. .. | REmove |

Cancel | Help |

Select the ‘Add...” button.

x

Select Object...

cation

[ fawthert

Wiew, | | k. I Cancel

Select ‘Authentication’ and click OK.
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Session Yariable Initialization Block Execution Precedenc _ Ol x|
The Following initialization blocks will execute before this one:
Marne | Descripkion |
i authentication
Sdd. .. Remove |
(] 4 | Cancel | Help |
Click OK.
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Session ¥Yariable Initialization Block - Authorization

Marne: I Authorization [ Disabled

—Daka Source

Conneckion Pool "SA System Database”,"S8 Svskem Conneck Edit Diata Source, ..

Data base; Oracle 100 R1 (Initialization skring inherited From Default)

SELECT 'GROUPY, GROUP_MAME
FROM "S54 _USER_GROUP

—Mariable Target

Fow-wise initialization

Edit Diata Target. ..

—Execution Precedence

Marme | Initialization string | Daka Source
. Authentication  SELECT USER FROM DAL Diatabase Connection Po
“| | B

Edit Execution Precedence. .,

[T Required For authentication

Descripkion

Tesk... | (] 4 | Zancel | Help

Do NOT check the ‘Required for authentication’ check box.

Click OK.
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4.1.8

© 2009 Oracle

Yariable Manager
Action Edit Help

ORACLE’

=] &3

Eli?l Yariables
E'!-?l Spstemn

Eﬁ Repositony MHame | | nitialization string
- @ Initislization Blocks | g Avthentication SELECT USER FROM DUAL
=-[71 Yariables & Authorization SELECT 'GROUP'. GROUP_MAME FROM "S4_UISER_GROUF
511 Dynamic
; “IT1 Static
=B Session

@ Initialization Blocks

: B Security
B MonSystem

< I

Close the Variable Manager and save the repository.

Disable LDAP Caching

O Oracle BI Administration Tool - oid_obiee.rpd

File Edit Yew Manage Tools

eI ==

Window  Help

D Paitt Exec
-2 Usage Tracking

Far Help, press F1

Businees Model andaping i |
F-( Paint

D Paint

-2 Usage Tracking

@ Uszage Tracking

s

Click Tools > Options and click on the “Repository’ tab.
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Dptions Ed |

Cache Manager | b uiltiuzer I b ore
Gereral Fepository I Sort Objects

§ | Show tables and dimenzsions only under display folders
[Hide level baged measure

—LDAP
Cache refresh interval I'I I[da_'r'S] j

Humber of cache entries: I-I ano

K.y file name: I

Paseword; I

Caonfirm paszword: I

k. I Cancel Help

Change the value in the *Number of cache entries’ field to ‘0’.

Click OK.
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4.1.9 Disable Table Caching

© Oracle BI Administration Tool - db_obiee.rpd M=l E3
File Edit Wiew Manage Tools MWindow Help

DSl s2aB|F| L%l

Business Model and Mapping Physical |
=[] Paint -0 Paint =1 Database
D Paint Exec E-[C0 Usage Tracking = 4

-2 Uszage Tracking

FORECAST
MARKET
| Month ago FACT
k| MonthAgo FORECAST
PERIOD
FRODUCT
k| “rear Ago FACT

w-[R] ‘fear Ago FORECAST
= @ 5S4 System Databaze

B8 54 System Connection Poal
EI% Sa,

=] 54_USER_GROUP
= @ Uszage Tracking
----- =3 Usage Tracking Connection Pocl
EI% uT

: Maonth &g S_MO_ACCT
MNO_LOGIN_GROUP
S_ETL_DaY
S_ETL_TIME_DAY
S_MO_ACCT
k| “Week Ago S_NO_ACCT
-] Vear Ago §_MO_ACCT

For Help, press Fi I_ &

In the Physical layer pane expand the ‘Paint’, ‘SA System Database’ and
‘Usage Tracking’ databases so that they appear as shown above.

NOTE: ‘SA System Database’ will only appear in the db_obiee.rpd file.

Right-click the ‘FACT’ table and click ‘Properties’.
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Physical Table - FACT [_ O]

General I I:l:ulumnsl kKeys | Fareign Keysl

Table Type: Physical Table =]

[ Usze Dyramic Mame

I Browse, . |

¥ Cacheable

¥ Cache never expires

" Cache persistence time j
Hirt: I
Dezcription:
=l
[~

k. I Carnicel | Help |

Uncheck the “Cacheable’ tick box.
Click OK.
Repeat the process for the following tables:

FORECAST
MARKET

PERIOD

PRODUCT
SA_USER_GROUP
NQ_LOGIN_GROUP
S_ETL_DAY
S_ETL_TIME_DAY
S_NQ_ACCT

Save the repository and close it.
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4.1.10

4.2

Repository Specification

The db_obiee.rpd and oid_obiee. rpd repository files should be copied from
the C:\oracle\product\OBIEE\server\Repository directory on the
Windows XP machine (machine 6) to the
/space/oracle/product/OBIEE/server/Repository directory on machines
land 2.

The repository to be used is specified in the NQSConfig. INI file located in the
/space/oracle/product/OBIEE/server/Config directory

Open the NQsConfig.INI file where the Bl Server has been deployed
(machines 1 and 2) and add the following entries to the [ REPOSITORY ]
section:

#Star
#Star

oid _obiee.rpd, DEFAULT;
db_obiee.rpd, DEFAULT;

If OID authentication and authorization is to be used uncomment the first line.

If DB authentication and authorization is to be used uncomment the second
line.

Usage Tracking Configuration

Usage Tracking is enabled by modifying parameters in the NQSConfig. INI file
located in the following directory:

/space/oracle/product/OBIEE/server/Config

Open the NQSConfig- INI file and make the following changes on all machines
in the cluster (machines 1 and 2):

In the [ USAGE_TRACKING ] section:

ENABLE = YES;

DIRECT INSERT = YES;

PHYSICAL_TABLE_NAME = "Usage Tracking™."UT"."S NQ_ACCT";
CONNECTION_POOL = "Usage Tracking'"."Usage Tracking Connection
Pool"';

© 2009 Oracle

Page 77 of 271




o Evaluation of Oracle Business Intelligence
ORACLE OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8

4.3

4.3.1

03 June 2009

Cluster Configuration

This section describes the actions required to setup Oracle Business
Intelligence Enterprise Edition in a cluster configuration.

Network Share Configuration

In the evaluated configuration of the TOE, Bl components deployed in a
clustered environment must have access to shared resources for the
Presentation Catalog and Repository. NFS will be used to provide this
functionality. On the NFS server (machine 7), as the oracle user, create
directories for the repository and presentation catalog:

cd /space/oracle/oradata/OBIEE
mkdir —p share/catalog

mkdir —p share/repository
mkdir —p share/logs

As the root user, add the following entries to the Zetc/exports file:

/space/oracle/oradata/OBIEE/share/repository
vml(rw,no_root squash) vm2(ro,no_root_squash)
/space/oracle/oradata/OBIEE/share/catalog
vml(rw,no_root_squash) vm2(rw,no_root_squash)
/space/oracle/oradata/OBIEE/share/logs
vml(rw,no_root_squash) vm2(rw,no_root squash)

As the root user, add the following entries to the /7etc/sysconfig/nfs file:

MOUNTD_PORT=2050
RQUOTAD_PORT=2051
LOCKD_UDPPORT=2052
LOCKD_TCPPORT=2052

Start the portmap and nfs services and enable them to start after a reboot:

/etc/init.d/portmap start
/etc/init.d/nfs start
/sbin/chkconfig --level 3 portmap on
/sbin/chkconfig --level 3 nfs on

As the root user, add the following lines to the Zetc/fstab file on machines 1
and 2:
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vm7 :/space/oracle/oradata/OBIEE/share/catalog
/space/oracle/oradata/OBIEE/share/catalog nfs
proto=udp,hard, intr,nfsvers=3,actimeo=1 0 O

vm7 :/space/oracle/oradata/OBIEE/share/repository
/space/oracle/oradata/OBIEE/share/repository nfs
proto=udp,hard, intr,nfsvers=3,actimeo=1 0 O

vm7 :/space/oracle/oradata/OBIEE/share/logs
/space/oracle/oradata/OBIEE/share/logs nfs
proto=udp,hard, intr,nfsvers=3,actimeo=1 0 O

As the oracle user, create the corresponding directories on machines 1 and 2:

cd /space/oracle/oradata/OBIEE
mkdir —p share/catalog

mkdir —p share/repository
mkdir —p share/logs

As the root user, start the portmap and netfs services and enable them to
start after a reboot:

/etc/init.d/portmap start
/etc/init.d/netfs start
/sbin/chkconfig --level 3 portmap on
/sbin/chkconfig --level 3 netfs on

Cluster Controller Configuration

Configuring the Oracle BI Cluster Controller to communicate in a clustered
environment consists of modifying parameters in the NQClusterConfig. INI
file located in the following directory:

/space/oracle/product/OBIEE/server/Config

Open the NQClusterConfig. INI file where the Bl Cluster Controller has been
deployed (machines 1 and 2) and make the following changes:

ENABLE_CONTROLLER = YES;
PRIMARY_CONTROLLER = wvml.saglab.uk.oracle.com;
SECONDARY_CONTROLLER = vm2.saglab.uk.oracle.com;

SERVERS = "'vml.saglab.uk.oracle.com”,"vm2.saglab.uk.oracle.com";
MASTER_SERVER = "vml.saglab.uk.oracle.com";
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Server Configuration

Configuring the Oracle Bl Server to communicate in a clustered environment
consists of modifying parameters in the NQSConfig. INI file located in the
following directory:

/space/oracle/product/OBIEE/server/Config

Open the NQsConfig.INI file where the Bl Server has been deployed
(machines 1 and 2) and make the following changes:

In the [Cache] section:

ENABLE = NO;

In the [Server] section:

#SERVER_HOSTNAME_OR_1P_ADDRESSES = "ALLNICS";
CLUSTER_PARTICIPANT = YES;

REPOSITORY_PUBLISHING_DIRECTORY =
"'/space/oracle/oradata/OBIEE/share/repository';
REQUIRE_PUBLISHING_DIRECTORY = YES;

Presentation Services Configuration

Configuring the Oracle Bl Presentation Services to communicate in a clustered
environment consists of modifying parameters in the instanceconfig.xml
file located in the following directory:

/space/oracle/oradata/OBIEE/web/config

Open the instanceconfig.xml file where Bl Presentation Services has been
deployed (machines 1 and 2) and make the following changes:

Modify the <CatalogPath> element to point to the shared Presentation
Catalog:

<CatalogPath>/space/oracle/oradata/OBIEE/share/catalog/paint</C
atalogPath>
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Copy the paint catalog from /space/oracle/oradata/OBIEE/web/catalog
on machine 1 to /space/oracle/oradata/OBIEE/share/catalog 0N
machine 7.

Add the following after the <CatalogPath> tag:

<Catalog>
<AccountlIndexRefreshSecs>120</AccountlndexRefreshSecs>
<AccountCacheTimeoutSecs>180</AccountCacheTimeoutSecs>
<CacheTimeoutSecs>1</CacheTimeoutSecs>
<CacheCleanupSecs>600</CacheCleanupSecs>
<PrivilegeCacheTimeoutSecs>180</PrivilegeCacheTimeoutSecs>
</Catalog>

4.3.5 Presentation Services Plug-In Configuration

The process of configuring the Oracle Bl Presentation Services Plug-In to
communicate in a clustered environment consists of modifying parameters in
the web.xml file. This file is located in the following directory:

/space/oracle/product/10gAS/10g_J2EE/j2ee/home/applications/ana
lytics/analytics/WEB-INF

Open the web.xml file where Bl Presentation Services Plug-In has been
deployed (machine 5) and replace the existing entries:

<init-param>
<param-name>oracle.bi .presentation.sawserver .Host</param-name>
<param-value>vml.saglab.uk.oracle.com</param-value>
</init-param>
<init-param>
<param-name>oracle.bi .presentation.sawserver .Port</param-name>
<param-value>9710</param-value>
</init-param>

With:

<init-param>
<param-name>oracle.bi .presentation.Sawservers</param-name>
<param-value>vml.saglab.uk.oracle.com:9710;
vm2.saglab.uk.oracle.com:9710</param-value>
<param-name>
oracle._bi.presentation.sawconnect. loadbalance.AlwaysKeepSessionAffiliation
</param-name>
<param-value>Y</param-value>
</init-param>
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Bl ODBC Data Source Configuration (Linux)

On a Linux environment the process of configuring the Oracle Bl ODBC Data
Source to communicate in a clustered environment consists of modifying
parameters in the odbc.ini file. This file is located in the following directory:

/space/oracle/product/OBIEE/setup

Open the odbc. ini file where the BI ODBC Data Source has been deployed
(machines 1 and 2) and make the following changes to the [Cluster] section:

IsClusteredDSN=Yes
PrimaryCCS=vml.saglab.uk.oracle.com
PrimaryCCSPort=9706
SecondaryCCS=vm2.saglab.uk.oracle.com
SecondaryCCSPort=9706

Regional=No

4.3.7

Bl ODBC Data Source Configuration (Windows)

On a Windows environment the process of configuring the Oracle BI ODBC
Data Source to communicate in a clustered environment consists of creating
new ODBC Data Source.

Perform this configuration on all machines where the BI ODBC Data Source
has been deployed on a Windows environment (machine 6). Navigate to Start >
Settings > Control Panel > Administrative Tools > Data Sources (ODBC)
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#10DBC Data Source Administrator

Uszer DSN | Syztern DSH I File: DSNI Driversl Tran::ingl Cornection F'n:n:nlingl About I

Uzer Data Sources:

M ame | Ciriver

| dd

Hemawe

Ay Help
Click the *‘System DSN’ tab

Canfigure...

Il

An ODBC Uzer data zource stores information about how bo connect to
the indicated data provider. A zer data source ig anly visible ba vou,
and can only be uzed on the current machine.

o |

Cancel

UserDSH  Systerm DSM | File DSNI Driversl Trau:ingl Connechion F'u:u:ulingl About I

Syztem Data Sources:

Diriver |
Oracle Bl Server

Add...

Bemove

i

Configure...

An ODBEC System data zource stores information about how to connect ko

the indicated data provider. & System data source iz vizible to all users
ot thiz maching, including MT services.

o |

Cancel

Ayaply Help

Click the ‘Add...” button.

© 2009 Oracle

Page 83 of 271




Evaluation of Oracle Business Intelligence

@
ORACLG OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8
03 June 2009

Create New Data Source 5[

Select a driver for which pou want to zet up a data source.

M ame | b :I
Microzoft ODEBC for Oracle 2.
Microzoft Paradox Driver [*.db )
Microzoft Parados-Treiber [*.db |
Microgzoft Text Diriver [ tat; * cav]
bicrozoft Test-Treiber [ kat; * cav]
icrozoft Wisual FoxPro Driver
Microzaft Wizsual FoxPro-Treiber
Oracle Bl Server

SOL Server

1| |

B =t b b P P

-

¢ Back I Finizh I Cancel

Scroll to the bottom and select ‘Oracle Bl Server’.

Click Finish.

Oracle BI Server DSN Configuration ed 4

Thiz wizard will help you create an ODBC data source that pou can uze ko
connect to Oracle Bl Server.

N ame: Ivm1 -gaglab. uk. oracle. com
Dezcription; I
¥ Clustered DSN Test Cluster Connect |
Erimary Cantraller: Ivnﬂ -gaglab.uk. aracle.caom j

ORACLE S oy Gl Iva.sagIah.uk.n:nran:le.n::n:nm j

Cantraller Part: IE‘?UE

Server I - I

[~ UseS5L Configuresal |

¢ Back I MHest > I Cancel Help |

Enter a name for the data source.

Tick the ‘Clustered DSN’ check box
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Enter the FQDN for the primary & secondary cluster controllers.

Accept the default entry for the “‘Controller Port’.

Click Next.

Pleaze enter Oracle Bl Server login D and pazsward
[Leave bath blank for 05 authentication. ]
Login 1Dy I.-’-'-.dministratu:ur

Easswnrd:l
[~ Save login D
Pott: 9703
an | Change the default repoziton to
ORACLE | il

[T Conmect to Oracle Bl Server bo obtain default settings

for the additional configuration options.
¢ Back I Mewt > I Cancel Help

Click Next.
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Oracle BI Server DSN Configuration 7| x|

[" Change the default catalog to:

| 4

I™ | Change vour Dracle Bl Semver passward;

Eazswaord:

[” Use Regional Settings when outputting dates and times

ORACLE' D atabase I Login D

< | i
Edt. |

¢ Back I Finizh I Cancel Help

Click Finish.

£710DBC Data Source Administrator 7] ]

UserDSH  System DSM | File DSNI Driversl Trau:ingl Connection F'u:u:ulingl About I

Syztem Data Sources:

ENT

| Driver | d
Oracle Bl Server
vl gaglab.uk.oracle.com  Oracle Bl Server Bemove

Il

Configure. ..

An ODBC System data zource stores information about how to connect ko

the indicated data provider. & System data source iz vizible to all users
on thiz machine, including MT services.

] Cancel Ay Help

Click OK. The BI ODBC DSN has been created.

Page 86 of 271 © 2009 Oracle



Evaluation of Oracle Business Intelligence
OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8

03 June 2009

4.4

4.4.1

4.4.2

SSL Configuration

ORACLE’

This section describes the steps required to configure SSL for Oracle Business

Intelligence Enterprise Edition.

NOTE: The SSL configuration below describes how to create a Certificate
Authority (CA) certificate used to sign certificates. This is included for the
sake of completion and should not be used in a commercial environment.
Certificates should be submitted for signing to Certificate Authorities such as

VeriSign or Thawte.

NOTE: If a private CA is required, signing with the CA private key should
always be performed in an offline environment to maintain the security of the

key and thus the TOE.
Create Directory Structure

On the master server (machine 1) issue the following commands:

cd /space/oracle/product/OBIEE/server/Config
mkdir —p ssl/demoCA

mkdir —p ssl/private

mkdir —p ssl/newcerts

cp -./../web/bin/openssl* ssl/

touch ssl/demoCA/ .oid

touch ssl/index.txt

touch ssl/serial

cd ssl/

Edit the serial file and input the number “01".
Create Certificate Authority (CA) Certificate

Create a CA certificate by issuing the following command:

-/openssl req -new -x509 —newkey rsa:2048

-keyout

private/cakey.pem -out cacert.pem -config openssl.cnf -days 365

The command will output the following:

Generating a 2048 bit RSA private key

B o ok

writing new private key to "private/cakey.pem*
Enter PEM pass phrase: *****

Verifying - Enter PEM pass phrase: *****
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You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished
Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

IT you enter ".", the field will be left blank.

Country Name (2 letter code) [AU]: GB

State or Province Name (full name) [Some-State]: Berkshire
Locality Name (eg, city) []: Reading

Organization Name (eg, company) [Some-Organization Pty Ltd]:
Oracle

Organizational Unit Name (eg, section) []: Bl

Common Name (eg, YOUR name) []: CA

Email Address []:

Make a note of the passphrase entered as it will be required when signing new
requests.

The command generates a Certificate Authority (CA) certificate named
cacert.pem. This certificate verifies the certificates signed by the private key.
The validity period for the CA certificate generated is 365 days.

The cakey . penm file stores the private key and is generated in the ss1/private
directory. This key is used to sign certificate requests.

Generate Server Certificate and Server Private Key

The following procedures generate the server certificate and server private key
that Bl components acting as servers must possess. The server certificate and
private key will be used by the Oracle Bl Cluster Controller, Oracle Bl Server,
and Oracle Bl Presentation Services components.

Issue the following command:

./openssl req -new —newkey rsa:2048 -keyout server-key.pem -out
server-req.pem -config openssl.cnf -days 365

The command generates the following dialog:

Generating a 2048 bit RSA private key

____________________________ +++
___________________________________________________________ +++
writing new private key to "server-key.pem"
Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

Page 88 of 271 © 2009 Oracle




Evaluation of Oracle Business Intelligence o
OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8 ORACLE

03 June 2009

4.4.4

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished
Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

IT you enter ".", the field will be left blank.

Country Name (2 letter code) [AU]: GB

State or Province Name (full name) [Some-State]: Berkshire
Locality Name (eg, city) []: Reading

Organization Name (eg, company) [Some-Organization Pty Ltd]:
Oracle

Organizational Unit Name (eg, section) []: Bl

Common Name (eg, YOUR name) []: Server

Email Address []:

Please enter the following "extra® attributes to be sent with
your certificate request

A challenge password []:

An optional company name []:

Make a note of the passphrase entered as it will be needed to decrypt the
private key.

The command generates the server private key file server-key.pem and the
certificate request server-req.pem.

Create the Server Certificate

Issue the following command to sign the certificate request:

./openssl ca -policy policy anything -out server-cert.pem -
config openssl.cnf -infiles server-req.pem

The command generates the following dialog:

Using configuration from openssl.cnf

Enter pass phrase for ./private/cakey.pem:
Check that the request matches the signature
Signature ok

The Subject"s Distinguished Name is as follows

countryName :PRINTABLE: "GB*

stateOrProvinceName :PRINTABLE: "Berkshire*"

local ityName :PRINTABLE: "Reading™

organizationName :PRINTABLE: "Oracle”
organizationalUnitName :PRINTABLE: "Business Intelligence”
commonName :PRINTABLE: "Server Certificate"
Certificate iIs to be certified until Jul 1 08:24:33 2009 GMT
(365 days)

Sign the certificate? [y/n]:y
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1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated

When prompted, enter the passphrase for the private key of the CA. This is the
passphrase that was supplied when creating the private key cakey.pem in
section 4.4.2 “Create Certificate Authority (CA) Certificate”.

Generate Client Certificate and Client Private Key

The following procedures generate the client certificate and client private key
that Bl components acting as clients must possess. The client certificate and
private key will be used by the Oracle Bl Administration Tool.

Issue the following command:

./openssl req -new —newkey rsa:2048 -keyout client-key.pem -out
client-reqg.pem -config openssl.cnf -days 365

The command generates the following dialog:

Generating a 2048 bit RSA private key

writing new private key to "client-key.pem*"

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished
Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

IT you enter ".", the field will be left blank.

Country Name (2 letter code) [AU]: GB

State or Province Name (full name) [Some-State]: Berkshire
Locality Name (eg, city) []: Reading

Organization Name (eg, company) [Some-Organization Pty Ltd]:
Oracle

Organizational Unit Name (eg, section) []: Bl

Common Name (eg, YOUR name) []: Client

Email Address []:

Please enter the following "extra® attributes to be sent with
your certificate request
A challenge password []:
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An optional company name []:

Make a note of the passphrase entered as it will be needed to decrypt the
private key.

The command generates the client private key file client-key.pem and the
certificate request (unsigned client certificate) client-reg.pem.

Create the Client Certificate

Issue the following command to sign the certificate request:

./openssl ca -policy policy anything -out client-cert.pem -
config openssl.cnf -infiles client-req.pem

The command generates the following dialog:

Using configuration from openssl.cnf

Enter pass phrase for ./private/cakey.pem:
Check that the request matches the signature
Signature ok

The Subject"s Distinguished Name is as follows

countryName :PRINTABLE:"GB*

stateOrProvinceName :PRINTABLE: "Berkshire*

local ityName :PRINTABLE: "Reading”

organizationName :PRINTABLE: "Oracle”
organizationalUnitName :PRINTABLE: "Business Intelligence”
commonName :PRINTABLE: "Client Certificate”
Certificate is to be certified until Jul 1 08:33:03 2009 GMT
(365 days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated

This command generates the signed client certificate client-cert.pem.
Create Passphrase Files

Under the ssl directory, create a passphrase file called serverpwd.txt. In this
file, input the passphrase used to encrypt the server private key.

Under the ssl directory, create a passphrase file called clientpwd.txt. In this
file, input the passphrase used to encrypt the client private key.
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Copy the files cacert.pem, server-cert.pem, server-key.pem and serverpwd.txt
to the /space/oracle/product/OBIEE/server/Config directory on
machines 1 and 2.

Copy the files cacert.pem, client-cert.pem, client-key.pem and clientpwd.txt to
the C:\oracle\product\OBIEE\server\Config directory on machine 6.

Create Java Keystore and Generate Certificate

For Bl components that are Java-based, a Java certificate store must be created
that contains certificates and key files.

This procedure creates a Java Keystore that will store the certificate and private
key used by the Oracle Bl Presentation Services Plug-in (Java Servlet) and
Oracle BI Javahost components.

The keystore is generated and managed using the keytool command-line
executable that ships with JDK. The keytool command-line executable to be
used is located in the Oracle Application Server home jdk/bin directory.

In the terminal being used issue the following commands:

export ORACLE HOME=/space/oracle/product/10gAS/10g_J2EE
export PATH=$ORACLE_HOME/jdk/bin:$PATH

Generate Private Key

To generate the private key, use the genkey subcommand of the keytool
command with inputs as shown:

keytool -genkey -v -alias javahostkey -keyalg rsa -keysize 2048
-validity 365 -keystore javahost.keystore -storepass oracle

The command generates the following dialog:

What is your first and last name?
[Unknown]: Javahost

What is the name of your organization unit?
[Unknown]: BI

What is the name of your organization?
[Unknown]: Oracle

What is the name of your City or Locality?
[Unknown]: Reading

What is the name of your State or Province?
[Unknown]: Berkshire

What is the two-letter country code for this unit?
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[Unknown]: GB
Is CN=Server Certificate, OU=BI, O=Oracle, L=Reading,
ST=Berkshire, C=GB correct?

[no]: YES

Generating 2,048 bit rsa key pair and self-signed certificate
(MD5withRSA)

for: CN=Javahost, OuU=BI, O=Oracle, L=Reading,
ST=Berkshire, C=GB
Enter key password for <javahostkey>

(RETURN if same as keystore password):
[Storing javahost.keystore]

In this example, the keystore called javahost.keystore stores the private key
with an alias of javahostkey and with a password of analytics.

The alias and password values are referenced when setting SSL-related
parameters for the Oracle Bl Presentation Service Plug-in component.

Generate the Certificate Request

To generate the certificate, use the certreq subcommand of the keytool
command with the inputs as shown:

keytool -certreq -v -alias javahostkey -file javahost-req.pem —
keystore javahost.keystore -storepass oracle

The command generates the following output:

Certification request stored in file <javahost-req.pem>
Submit this to your CA

The certificate request must be signed by a CA, as shown in the following
procedure.

Sign the Client Certificate

Issue the following command to sign the certificate request:

-/openssl ca -policy policy anything -out jJavahost-cert.pem -
config openssl.cnf —infiles javahost-req.pem

The command generates the following dialog:

Using configuration from openssl.cnf
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Enter pass phrase for ./private/cakey.pem:
Check that the request matches the signature
Signature ok

The Subject"s Distinguished Name is as follows

countryName :PRINTABLE:"GB*

stateOrProvinceName :PRINTABLE: "Berkshire*

localityName PRINTABLE: "Reading”

organizationName :PRINTABLE: "Oracle”
organizationalUnitName :PRINTABLE: "BI "

commonName :PRINTABLE: "Javahost”

Certificate is to be certified until Jul 1 09:05:57 2009 GMT
(365 days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated

This command will create a certificate called javahost-cert.pem.
Convert to X509 File

Copy the javahost-cert.pem file to javahost-cert-x509.pem. Open the
Javahost-cert-x509.penm file and remove all lines that appear before the text:

-——--BEGIN CERTIFICATE----

The certificate file should be similar to the following example:

MI 1CcjCCAdugAwlBAgIBEjANBgkghk i GOWOBAQQFADBKMQswCQYDVQQGEwWJIVUZEL
MAKGA1UECBMCQOEXE jJAQBgNVBACTCVNhbiBNYXR1bzEPMAOGALUEChMGU2 1 1YmVs
MRIWEAYDVQQLEwIBbmFseXRpY3MxDzANBgNVBAMTBKNBQ2VydDAeFwOwN j AzMDY x
OTU2NTFaFwOwNzAzMDYxXOTU2NTFaMGexCzAJBgNVBAYTATVTMQswCQYDVQQ 1EwJD
QTESMBAGA1UEBXMJU2Fu I E1hdGVvMQ8wDQYDVQQKEWZTaWV i ZWwxE jJAQBgNVBAST
CUFuYWx5dG1 j czESMBAGALUEAXMISmO 1 TWFuZ2VyMI1 GFMAOGCSQGS I b3DQEBAQUA
A4GNADCB 1QKBgQDB IROATYEGBUtEL4W/bQ1xP IHST7S5EcmfpezZQCeumBSg00/5U
nlYFFPHBj cjgJKChVG+DSZRXPJOA FLeKTb6pk31H0JJ9Gr/HuryYOc46Efd/q0+
CcXMQ+FPC+0OM/0caohryfSAjcW+00 IwycHjbmj4VXc4L40TgRHIQvOoVRKkQ IDAQAB
ozEwLzAtBglghkgBhvhCAQOE I1BYeR2VuzZXJhdGVk IHdpdGggUINBIEJTQUZFIFNT
TC1DMAOGCSQGS 1b3DQEBBAUAA4AGBAC81Hi 77GChZYy 1 YXTNINOOEVS4CiKpAMUg9
55QMaQU/RsdWYe8ne34EpXDWY6BLVdABi8nxL411/VLckM2Gbn72LZx5Ke 1 zPuzgwy
qC8Z4HGOv jAzYHABAQhRHaFSYWZoUkbay/6/8bYofJJarkjD68rdz1i0Om9OL3/sWM
MmEQmHNoO

————— END CERTIFICATE-----

Import the Certificate Authority File to Java Keystore
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The Certificate Authority (CA) certificate that was used to sign the certificate
request as described in the topic “Generating the Certificate” on page 91 must
be imported to a Java keystore. Use the keytool utility as shown in the
following procedure.

Issue the following command to import the CA certificate to the Java keystore:

keytool -import -keystore javahost.keystore -storepass oracle —
alias cacertificates -file cacert.pem

The command generates the following dialog:

Owner: CN=CA, OU=BI, O=Oracle, L=Reading, ST=Berkshire, C=GB
Issuer: CN=CA, OU=BIl, O=Oracle, L=Reading, ST=Berkshire, C=GB
Serial number: d72b86888f4f7028
Valid from: Tue Jul 01 09:08:26 BST 2008 until: Wed Jul 01 09:08:26 BST
2009
Certificate fingerprints:
MD5: 35:75:43:5F:A5:00:3A:18:F8:AB:0D:2B:F2:0C:C0:22
SHA1: 08:1C:6A:62:BD:A9:36:2E:B6:12:76:D3:FB:AE:71:9B:2B:83:6A:C2
Trust this certification? [no]: YES
Certificate was added to keystore

Import the Certificate to the Java Keystore

The certificate javahost-cert-x509.pem, created above, must be imported to
the Java keystore.

Issue the following command to import the certificate:

keytool -import -keystore javahost.keystore -storepass oracle —
alias javahostkey -file javahost-cert-x509.pem

The command generates the following output:

Certificate reply was installed in keystore

Copy the javahost.keystore file to the
/space/oracle/product/OBIEE/server/Config directory on machine 5.
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Oracle Walllets

The Oracle HTTP Server, Database Server, OID Server and Client use the
certificate stored within a wallet to communicate over SSL. The orapki utility
is used to create the wallet and is located in the $ORACLE_HOME/bin directory.

On machine 1, open a new terminal window and issue the following commands
to create the wallets:

export ORACLE HOME=/space/oracle/product/10.2.0/client
export PATH=$0ORACLE_ HOME/bin:$PATH

Create the Oracle Wallet:

orapki wallet create —wallet vml -auto_login

Enter a password for the wallet when prompted.

Add a Certificate Request to the Wallet:

orapki wallet add —wallet vml —dn "CN=vml.saglab.uk.oracle.com,
OU=Bl, O=Oracle, L=Reading, ST=Berkshire, C=GB" -keysize 2048 -
validity 365

Enter the wallet password when prompted.

Export the Certificate Request from the Oracle Wallet:

orapki wallet export -wallet vml -dn
"CN=vml.saglab.uk.oracle.com, OU=BI, O=Oracle, L=Reading,
ST=Berkshire, C=GB" -request vml-req.pem

Sign the Certificate Request:

./openssl ca -policy policy anything -out vml-cert.pem -config
openssl.cnf —infiles vml-req.pem

Add the CA Certificate to the Oracle Wallet:

orapki wallet add -wallet vml -trusted cert —cert cacert.pem
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4.4.10

Enter the wallet password when prompted.

Add the Signed Certificate Request to the Oracle Wallet:

orapki wallet add -wallet vml -user_cert -cert vml-cert.pem

Enter the wallet password when prompted.

View the Contents of the Oracle Wallet:

orapki wallet display -wallet vml

Repeat this process creating wallets for machines 2 to 6, adjusting the wallet
name (specified after the -wallet option) and the CN and then copy the wallets
to the respective machines. This process should be repeated for the components
that require a wallet — the Oracle Database Server (machine 3), Oracle OID
Server (machine 4), Oracle HTTP Server (machine 5), and Oracle Clients
(machines 1, 2 and 6).

Create CMS Key Database File

On the Windows XP client machine (machine 6) open a command prompt and
issue the following commands:

cd \
cd Program Files\IBM\gsk7\bin

Create the CMS Key Database File:

gsk7cmd -keydb -create -db key.kdb -pw oracle -type cms -expire
365

Add a Certificate Request to the CMS Key Database File:

gsk7cmd

-certreq -create -db key.kdb -pw oracle -label "LDAP Client™ -dn

"CN=vm6.saglab.uk.oracle.com,0U=BI,0=0Oracle,L=Reading,ST=Berkshire,C=GB" -
size 1024 -file ldap-client-reqg.pem

The 1dap-client-req.pem certificate request file should be copied to the
/space/oracle/product/OBIEE/server/Config/ssl directory on machine
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1 so that the request can be signed using the command below. The request must
be signed from machine 1.

Sign the Certificate Request:

./openssl ca -policy policy anything -out ldap-client-cert.pem
-config openssl._cnf —infiles ldap-client-req.pem

Once the certificate request has been signed copy the Idap-client-cert.pem
and cacert.pem files to the C:\Progam Files\IBM\gsk7\bin directory on
machine 6.

Add the CA Certificate to the CMS Key Database File:

gsk7cmd -cert -add -db key.kdb -pw oracle -label "CA
Certificate” -format binary -trust enable -file cacert.pem

Add the Signed Certificate Request to the CMS Key Database File:

gsk7cmd -cert -receive -file ldap-client-cert.pem -db key.kdb -
pw oracle -format binary -default cert yes

4411

Note: The Idap-client-cert.pem must be in X509 format.

After creating the CMS key database file, store it in the Bl Server configuration
directory C:\oracle\product\OBIEE\server\Config.

Repeat the process above to create CMS Key Database Files for machines 1
and 2, storing the key.kdb in the BI Server configuration directory
/space/oracle/product/OBIEE/server/Config.

Configure Oracle BI Cluster Controller
Configuring the Oracle Bl Cluster Controller to communicate over SSL

consists of modifying parameters in the NQClusterConfig. INI file located in
the following directory:

/space/oracle/product/OBIEE/server/Config

Open the NQClusterConfig. INI file where the Bl Cluster Controller has been
deployed (machines 1 and 2) and make the following changes:
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4.4.12

4.4.13

SSL=YES;

SSL_CERTIFICATE_FILE="server-cert.pem";
SSL_PRIVATE_KEY_FILE="server-key.pem';
SSL_PK_PASSPHRASE_FILE="'serverpwd.txt";

SSL_VERIFY_PEER=YES;

SSL_CA CERTIFICATE_FILE="cacert.pem";
SSL_TRUSTED_PEER_DNS="'C=GB/ST=Berkshire/L=Reading/0=0racle/0U=B
1"

SSL_CERT_VERIFICATION_DEPTH=1;

SSL_CIPHER_LIST="DES-CBC3-SHA";

Configure Oracle Bl Server

Configuring the Oracle Bl Server to communicate over SSL consists of
modifying parameters in the NQSConfig.INI file located in the following
directory:

/space/oracle/product/OBIEE/server/Config

Open the NQSconfig. INI file where the Oracle Bl Server has been deployed
(machines 1 and 2) and make the following changes:

SSL=YES;

SSL_CERTIFICATE_FILE="server-cert.pem";
SSL_PRIVATE_KEY_FILE="server-key.pem";
SSL_PK_PASSPHRASE_FILE="'serverpwd.txt";

SSL_VERIFY_PEER=YES;

SSL_CA_CERTIFICATE_FILE=""cacert.pem";
SSL_TRUSTED_PEER_DNS=""C=GB/ST=Berkshire/L=Reading/0=0racle/0OU=B
1"

SSL_CERT_VERIFICATION_DEPTH=1;

SSL_CIPHER_LIST="DES-CBC3-SHA";

Configure Oracle ODBC Data Source (Linux)

On a Linux environment, the process of configuring Oracle ODBC Data
Source to communicate over SSL consists of modifying parameters in the
odbc.ini file. This file is located in the following directory:

/space/oracle/product/OBIEE/setup

Perform this configuration on all machines where the Oracle ODBC Data
Source has been deployed (machines 1 and 2). Open the odbc. ini file and add
the following to the [AnalyticsWeb] section of the file:
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SSL=YES
SSLCertificateFile=/space/oracle/product/OBIEE/server/Config/se
rver-cert._pem
SSLPrivateKeyFile=/space/oracle/product/OBIEE/server/Config/ser
ver-key.pem
SSLPassphraseFile=/space/oracle/product/OBIEE/server/Config/ser
verpwd . txt

SSLCipherList=DES-CBC3-SHA

SSLVerifyPeer=Yes
SSLCACertificateFile=/space/oracle/product/OBIEE/server/Config/
cacert.pem
SSLTrustedPeerDNs=C=GB/ST=Berkshire/L=Reading/0=0racle/0OU=BI
SSLCertVerificationDepth=1

4.4.14 Configure Oracle ODBC Data Source (Windows)

On a Windows environment, the process of configuring the Oracle ODBC Data
Source to communicate over SSL consists of modifying the ODBC Data
Source created above.

Perform this configuration on all machines where the BI ODBC Data Source
has been deployed on a Windows environment (machine 6). Navigate to Start >
Settings > Control Panel > Administrative Tools > Data Sources (ODBC)

£710DBC Data Source Administrator 7] ]

Usger DSM | System DSH I File DSNI Driversl Trau:ingl Connection F'u:u:ulingl About I

Uzer Data Sources:

M arne | Ciriveer |

Eemowve

Il

Canfigure...

An ODBC Uszer data zource stores information about how bo connect to
the indicated data provider. A& zer data source is anly visible bo vou,
and can only be uzed on the current machine.

] I Cancel Ay Help

Click the “‘System DSN’ tab.
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#" 0DBC Data Source Administrator 2 x

Uger DSM  Spstem DSH | File: DSNI Driversl Tran::ingl Cornection F'n:n:nlingl About I

Syztem Data Sources;

I arme | Diriver | Add
Analyticsweb Oracle Bl Server
SR e Nt Cracle Bl Server Bemaove

it

Configure. ..

An ODBC Spstem data source ztorez information about how to connect to
the indicated data provider. & System data zource iz visible to all users
on thiz maching, including MT services.

] Cancel Amply Help

Select the ‘vm1l.saglab.uk.oracle.com’ entry and click the *Configure’ button.

Oracle BI Server DSN Configuration ed |

Thiz wizard will help pou create an ODBC data source that pou can use to
connect to Oracle Bl Server.

I arne:
& Ivm1 .zadglab.uk.oracle. com

Dezcription: I

¥ Clustered DS Test Cluster Connect |

Erirmary Controller; Ivm1 -zaglab.uk.oracle. com j

ORACLE

5 econdary Controller: Ivm2.saglal:u.uk.u:urau:le.u:nm j
Cartraller Part: IE‘?DE

SEMVEL II::u:thu:ust j

Configure S5L |

¢ Back I MHewt > I Cancel Help |

Tick the ‘Use SSL’ check box.

Click the ‘Configure SSL’ button.
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Secure Socket Layer Configuration

Cerkificate File I raclelpraduct OBIEEY server Configiclient-cert, pem Select. ..

Cerkificate Private Key File | serveriConfighcient-key, pem Select, ..

File Containing Passphrase I OEIEE)server\Confighclientpwd. bxt Select. ..

¥ Yerify Peer

A Certificate Direckory I Select, ..

Wil

4 Certificate File I Cioracle\product\ OBIEE serverConfiglcacert . pem Seleck. ..

Cipher List | DES-CBC3-SHA

Certificate Verification Depth I 1 _I:

Trusted Peer Distinguished MNames I =5 T=Berkshire/L=Reading/C=Cracle/ OL=E|

(0] 4 I Cancel

Enter the location of the Client Certificate file in the ‘Certificate File’ field.

Enter the location of the Client Private Key file in the *Certificate Private
Key File’ field.

Enter the location of the passphrase file for the Client Key in the ‘File
Containing Passphrase’ field

Tick the “Verify Peer’ check box.

Enter the location of the CA Certificate file in the ‘CA Certificate File’ field.
Enter ‘DES-CBC3-SHA” in the “‘Cipher List’ field.

Enter a value of 1’ in the ‘Certificate Verification Depth’ field.

Enter the DNs of servers that will be allowed to connect in the ‘Trusted Peer
Distinguished Names’ field.

Click OK.
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Oracle BI Server DSN Configuration ed A

T hiz wizard will help pou create an ODBC data zource that you can uze to
connect to Oracle Bl Server.

M ame:
= Ivnﬂ -zadlab.uk.oracle. com

Description: I

¥ Clustered DSH Test Cluster Connect |

Erimary Cantraller: Ivnﬂ -zadlab.uk.oracle. com j

ORACLE 5 econdany Controller Iva.saglal:u.uk.u:urau:le.u:u:um j
Cortroller Piort: IE?DE

Server. [localhost =]

v Use 551 RN T T =

< Back Mewxt = Cancel Help
Click Next.

Pleaze enter Oracle Bl Server login D and passwaord
[Leawve both Blank: for 05 authentication. ]

Login [D: I.-’-‘-.u:lministratu:ur

Pazzword: I

[T Save login 1D

Part: |9703

ORACLE" I Elhange the default repogitany ko

[~ Connect to Oracle Bl Server to obtain default settings
for the additional configuration options.

¢ Back I MHewt > I Cancel Help

Click Next.
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Oracle BI Server DSN Configuration ed A

[T Change the default catalog ko

| =]

I™ | Change pour Oracle Bl Semver password:

Fazsword;

[T Use Regional Settings when outputting dates and times

ORACLE' D atabasze | Login 1D

a | i
Edt. |

¢ Back I Finizh I Cancel Help

Click Finish.

Uger DSM  Spstem DSH | File: DSNI Driversl Tran::ingl Cornection F'n:n:nlingl About I

Syztem Data Sources;

I arme | Diriver |
Analyticsweb Oracle Bl Server
SR e Nt Cracle Bl Server Bemaove

Configure. ..

i

An ODBC Spstem data source ztorez information about how to connect to
the indicated data provider. & System data zource iz visible to all users
on thiz maching, including MT services.

] I Cancel Amply Help

Click OK.
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Copy the client certificate, client private key, passphrase file and CA certificate
file to the directory specified in the parameters. In the examples specified, the
directory is C:\oracle\product\OBIEE\server\Config.

4.4.15 Configure Oracle Bl Presentation Services

The process of configuring Oracle Bl Presentation Services to communicate
over SSL consists of modifying parameters in the instanceconfig.xml
configuration file. Bl Presentation Services accesses certificates and key files
from its credential store. The paths to certificates and keys that Bl Presentation
Services uses must be stored in its credential store credentialstore.xml.

Specifying Certificate and Key Paths in Bl Presentation Services
Credential Store

The credentialstore.xml and instanceconfig.xml files are located in the
following directory:

/space/oracle/oradata/OBIEE/web/config

Perform this configuration on all machines where the Oracle Bl Presentation
Services has been deployed (machines 1 and 2).

To specify certificate and key paths in the Bl Presentation Services Credential
Store edit the credentialstore.xml file and add the following to specify the
paths to the server certificate, private key and CA certificate files:

<sawcs:credential type=""x509" alias="'obips'>

<sawcs:key
encoding=""pem"
passphraseFile="/space/oracle/product/OBIEE/server/Config/serverpwd.txt"
path=""/space/oracle/product/OBIEE/server/Config/server-key.pem"/>

<sawcs:certificate
encoding=""pem"
path=""/space/oracle/product/OBIEE/server/Config/server-cert._pem"'/>
</sawcs:credential>

<sawcs:trustedCertificate
alias=""cacert”
encoding=""pem"
path=""/space/oracle/product/OBIEE/server/Config/cacert.pem"/>

NOTE: In the above example, the certificate and key paths are stored under the
alias “obips” and the trusted CA certificate file is stored under the alias
“cacert”.
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To configure Bl Presentation Services for SSL communication open the
instanceconfig.xml file and add the following elements between the
<ServerInstance></ServerInstance> node:

<Listener ssl=""true" credentialAlias="obips"
certificateVerificationDepth="1" verifyPeers="true" cipherSuites="DES-CBC3-
SHA™>

</Listener>

<CredentialStore>
<CredentialStorage
type="file"
path=""/space/oracle/oradata/OBIEE/web/config/credentialstore.xml"/>
</CredentialStore>

In the preceding example configuration, Bl Presentation Services is directed to
obtain the certificate and key using the alias “obips”. You must specify the
alias under which the certificates and keys were stored in the credential store.
In the example, the keystore that contains the certificate, private key, and CA is
the XML file store called credentialstore.xml.

4.4.16 Configure Oracle Bl Presentation Services Plug-In

The process of configuring the Bl Presentation Services Plug-in (Java Servlet)
deployed on a J2EE container consists of adding SSL-related entries in the
web.xml file. This file is located in the following directory:

/space/oracle/product/10gAS/10g_J2EE/j2ee/home/applications/ana
lytics/analytics/WEB-INF

The BI Presentation Services Plug-In (Java Servlet) uses a Java keystore to
store certificates and keys. The keystore created earlier will be used.

Open the web.xml file for the analytics application deployed on your J2EE
server and insert the following elements and values inside the <servlet> tag:

<init-param>
<param-name>oracle.bi .Secure</param-name>
<param-value>Y</param-value>

</init-param>

<init-param>
<param-name>oracle.bi.ssl _CertAl ias</param-name>
<param-value>javahostkey</param-value>

</init-param>

<init-param>
<param-name>oracle.bi.ssl.CertStoreFile</param-name>
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<param-
value>/space/oracle/product/OBIEE/server/Config/javahost.keystore</param-
value>
</init-param>
<init-param>
<param-name>oracle.bi.ssl .CertStorePwd</param-name>
<param-value>oracle</param-value>
</init-param>
<init-param>
<param-name>oracle.bi.ssl.TrustStoreFile</param-name>
<param-
value>/space/oracle/product/OBIEE/server/Config/javahost.keystore</param-
value>
</init-param>
<init-param>
<param-name>oracle.bi.ssl .TrustStorePwd</param-name>
<param-value>oracle</param-value>
</init-param>
<init-param>
<param-name>oracle.bi.ssl_Protocol</param-name>
<param-value>TLS</param-value>
</init-param>
<init-param>
<param-name>oracle.bi.ssl.TrustAnyPeer</param-name>
<param-value>N</param-value>
</init-param>
<init-param>
<param-name>oracle.bi.ssl .TrustedPeerDNs</param-name>
<param-value>C=GB/ST=Berkshire/L=Reading/0=0racle/0U=Bl</param-value>
</init-param>
<init-param>
<param-name>oracle.bi.ssl _EnabledCipherSuites</param-name>
<param-value>SSL_RSA WITH 3DES EDE_CBC_SHA</param-value>
</init-param>

Copy this keystore (named javahost.keystore) to all machines where the Bl
Presentation Services Plug-in is deployed (machine 5).

4.4.17 Configure Oracle Bl Java Host

The BI Java Host component is Java based and uses the Java Keystore to store
certificates and keys that it uses.

The BI Java Host is configured by setting SSL-related entries in the
config.xml and instanceconfig.xml files.

The config.xml file is located in the following directory:

/space/oracle/product/OBIEE/web/javahost/config/

The instanceconfig.xml file is located in the following directory:
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/space/oracle/oradata/OBIEE/web/config/

Perform this configuration on all machines where the Oracle Bl Java Host has
been deployed (machines 1 and 2).

Open the config.xml file and add the following SSL-related elements and
values under the <Listener> node:

<PermittedClientList><Host Name of Machine 1>, <Host Name of Machine
2></PermittedClientList>
<Secure>Yes</Secure>
<SSL>

<CertAlias>javahostkey</CertAlias>
<CertStoreFile>/space/oracle/product/OBIEE/server/Config/javahost.keystore
</CertStoreFile>

<CertStorePwd>oracle</CertStorePwd>

<KeyPwd>oracle</KeyPwd>

<CertStoreType>JKS</CertStoreType>
<TrustStoreFile>/space/oracle/product/OBIEE/server/Config/javahost.keystore
</TrustStoreFile>

<TrustStorePwd>oracle</TrustStorePwd>

<TrustStoreType>JKS</TrustStoreType>

<TrustesPeersDns>

OU=BI1,0=0racle,L=Reading,ST=Berkshire,C=GB

</TrustesPeersDns>

<TrustAnyPeer>N</TrustAnyPeer>

<EnabledCipherSuites>SSL _RSA WITH_3DES EDE CBC_ SHA</EnabledCipherSuites>
</SSL>

NOTE: The config.xml file has the above-mentioned elements commented
out. You may choose to uncomment the elements and add the corresponding
values. Or, you may leave the elements commented out and create new ones as
described above.

The  javahost.keystore  file  should be copied to  the
/space/oracle/product/OBIEE/server/Config on all machines where the
Bl Java Host is deployed (machines 1 and 2).

Open the instanceconfig.xml file and add the following SSL-related
elements and values under the <ServerlInstance> node:

<JavaHostProxy>
<Hosts>

<Host address="'vml.saglab.uk.oracle.com”™ port="9810" ssl=""true
credentialAlias="obips" certificateVerificationDepth=""1"
verifyPeers="true"/>

<Host address="'vm2.saglab.uk.oracle.com" port="9810" ssl=""true"
credentialAlias="obips" certificateVerificationDepth=""1"
verifyPeers="true"/>
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</Hosts>

</JavaHostProxy>

4.4.18

4.4.19

Configure Oracle SOA Suite 10g

On the server where Oracle SOA Suite 10g has been deployed (machine 5),
backup the opmn.xml file in the $ORACLE_HOME/opmn/conf directory.

Make the following change to the opmn.xml file. Locate the <ias-component
id="HTTP_Server"> tag and modify it to:

<ias-component id="HTTP_Server" status="disabled">

Configure Oracle HTTP Server

On the server where Oracle HTTP Server has been deployed (machine 5),
backup the httpd.conf, ssl.conf and mod_oc4j.conf files in the
$ORACLE_HOME/ohs/conf directory.

Make the following changes to the ssl . conf file:
Change the ssLwal let directive to the location of the wallet.
Change the SSLCipherSuite directive to ‘3DES:-DH:-SSLv2’.

Comment out the Listen directive in the httpd.conf:

Listen 7778

Add the following to the mod_oc4j.conf file within the <IfModule
mod_oc4j .c> tag:

Oc4jMount /analytics ajpl3://localhost:8888
Oc4jMount Zanalytics/* ajpl3://localhost:8888

Backup the opmn.xml file in the SORACLE_HOME/opmn/conf directory.

In the opmn.xml file, locate the <ias-component id="HTTP_Server"> tag
and change value=""ssl-disabled" to value=""ssl-enabled":

<data i1d="start-mod" value="ssl-enabled"/>
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4.4.20 Configure Oracle Internet Directory

To configure SSL on the OID server an SSL configuration set must be created
using Oracle Directory Manager. Issue the following commands to configure
OID on machine 4:

export ORACLE HOME=/space/oracle/product/10gAS/10g_OIM
export PATH=$0ORACLE_ HOME/bin:$PATH
oidadmin &

irectory Server Connection = II:I|5|

To use this tool wou must first Connect 1o a Server.
Click on the QF Button to select a Server...

Help antel| g,t:uplv| EE*U-EHJI
Click OK.
Directory Server Mame Manager = |EI|5|
Server Fort Anailable
Add
Edlit
Fermonwe
Help (0] ancel| gpplv| Bemanjl
Click Add.
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:Dil"EEtDI“f Server Connection = |I:I|£|
SEMEr: |um4.53g|at:u.uk.urau:le.|:um
Port: |389 ;]

Help | g] Cancel

Enter the server name in the ‘Server’ field.

Click OK.

irectory Server Mame Manager

|Ser'ufer Fort
k. wvm4.saglab.uk oracle.com 85

Ediit |
FEemowve

Help | g} Cancel] gpplv] BE‘u‘Er'tJI

Click Apply and then click OK.

=10l

Oracle Directory Manager Connect

Cp—

User; [en=orcladmin (7

Password: |*******

ﬁ I SErver: [\rm4.saglab.uk.oracle.com ] EE
S __ac e Port; |389

Interfet Directory S5l Enabled

A‘-‘.
Help Login ] Cancel )
Copyright (C) 1998, 2006, Oracle. Al rights resenved.

Enter ‘cn=orcladmin’ in the ‘User’ field.

Enter the password for the ‘cn=orcladmin’ user in the ‘Password’ field.

Click Login.
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mﬂracle Directory Manager _1gf x|

# 9 e s MT MR D VMY e 2 ORA

SOgoracle Internet Directory Servers
S cn=orcladmin@vm4. saglab. uk orac

E-iE Access Control Management

T antribute Uniqueness Managerme

ul|Audit Log Management

@I Change Log Managermen 1

EZ|Entry Management ‘
G+ Garbage Collection Management

m-EPassword Policy Management

-G Password Yerifier Management

5 Flug-in Management

-] Replication Managernent
IﬂSchema Management
$5erver Management

> QServer Chaining Management

Expand the Server Management > Directory Server tree.
=T
9 9k oG MR T P O A

SIgorarle Interret Dirertory Servers
é-e,: cn=orcladmin@wm4. saglab.uk. aracl
i Arcess Control Management

|5 Ceneral

Distinguished Mame:

w52 attribute Unigueness Managere Max. Number of DB Connections: 2

il Audit Log Management SASL Authentication Maode: |1

15 Change Log Management <251 Machanism TR
- Entry Managerent EXTERRAL

[c:

[

E@Garbage Collection Management
B ZE]Passwird Policy Managerment
[
[c:
[E:

%Password Yerifier Management

SASL Cipher Chalce: 456
-8 Plug-in Managernent EIEES ETBER
2| Replication Managernent Zoes
—l‘Schema Management u
cHEE Server Managerment .
o Mumber of Child Processes |1
Directory Server
E.ner'aulr. Con| ! o SSiL [FERE [z89
§Cnnf|guratmn Setl S5L Cipher Suite: [SSL_RSA_WITH_AES_128_CBC_SHA. E
tE Replication Server oL FSA_WITH_AES 256_CBC_SHA
= . S5L_FSA_WITH_2DES_EDE_CBC_SHA
Integration Server SSL_RSA_WITH_RC4_128 SHA &
E>QServer Chaining Management o
Sat:
Helg Apply il Revert

Right-click ‘Default Configuration Set” and select ‘Create Like’.

Page 112 of 271 © 2009 Oracle



Evaluation of Oracle Business Intelligence o
OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8 ORACLE
03 June 2009

mtunﬁguratiun Sets: Configuration Set2

|z Ceneral

Max. Mumber of DB Connections: |2

SA5L Authentication Mode: |1

5450 Mechanism: DICEST-MDS
EXTERMAL

SA5L Cipher Choice: Browse

Murmber of Child Processes:

Man S50 Port:

55L Cipher Suite: oL FsA_WITH_AES 128 _CBC_SHA
SoL_FaaA_WITH_AES 256 CBC_SHA
S5l FsA_WITH_ZDES_EDE_CEC_SHA
SSL_EsA_WITH_RC4_ 128 _SHA

arclnonsslpart

Remove ‘389’ from the ‘“Non SSL Port’ field.

Click the ‘SSL’ tab.
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mtunﬁguratiun Sets: Configuration Set2

|z 55L Settings

55l Authentication: [SSL Client and Server Authentication

S5L Enable: [55|_ only

55l wallet URL: [file: fspaceforacle/product/ 10045 100_0IM juallet
S5L Port: l.».mgz

orclsslport

Select ‘SSL  Client and Server Authentication’ from the *‘SSL
Authentication’ select list.

Select ‘SSL only’ from the ‘SSL Enable’ select list.
Append the location of the SSL Wallet in the ‘SSL Wallet URL’ field.
Enter ‘4082’ in the *‘SSL Port’ field.

Click OK.
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=[8 x|
g g % osand D SNMe R ? ORA

@-ﬁﬁOracle Internet Directory Servers
©E, cn=arcladmin@mé. saglab uk orac|
&8 Access Control Management 5L Authentication: |S5L Client and Server Authentication -]

%55l settings

E>E'Auribule Unigueness Managerne| S5L Enable [55|_ anly .]
—@Mdit Log Management 551 Wallet URL:
E>—Change Log Management

> Z]Entry Managerment
E@Garbage Caollection Management
= Password Folicy Management
[E:
[c:
e

S5L Part

> S Pasawnr Verifier Managerment
%Plug—in Management
> &= Replication Managerment
—E‘Schema Management
—}EGServer Management
£ Directary Server

§Defaull Configuration Set
Eécunfigurmon Serl

\'Zw:wnfig\.u‘aw:un Set2

£ Replication Server
£ Integration Server

E>—9 Server Chaining Management

Help Apply i Bever

Close Oracle Directory Manager.

Start a new OID process by issuing the following command:

oidctl connect=0ID server=oidldapd instance=2 configset=2 start

Verify successful connection to OID using Idapbind:

lIdapbind -D cn=orcladmin -w oraclel -U 3 -h localhost -p 4082 -
W File://space/oracle/product/10gAS/10g_OIM/wallet -P oracle

Where the arguments passed to Idapbind are:

-D The OID user needed to bind to the directory.

-W The OID user password needed to bind to the directory.

-U The SSL authentication mode

-h The host name or IP address of the OID server

-p The port number used to connect to the OID server

-W The location of the wallet file containing the server’s SSL certificates
-P The wallet password for the wallet specified in the -W argument
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4.4.21 Configure OBIEE Repository

Open the oid_obiee.rpd repository file using the Administration Tool
(machine 6) to configure SSL communication between the Bl Server and OID.

O Oracle BI Administration Tool - oid_obiee.rpd - |I:I|5|

File Edit Wiew Manage Tools ‘Window  Help

BRI =Y =0

eyca
-] Paint =-[ Paint E Iﬁ
[:l Faint Exec -3 Usage Tracking ﬁ 54, System D atabaze

E1-(£3 Usage Tracking - ﬁ Uzage Tracking

Far Help, press F1 l_ A

Click Tools > Options
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General | R epositany | Sort Objects
Cache tanager | FLiltiizer b cre
Speed of zcroll in the ree:
Slo Fast

Default diagram zoom:

Best Fit |

x|
I

] I Cancel Help

Click the *Repository’ tab.

Options
Cache tManager | b ulkiviger | b are
General Repozitary I Sart Objects

[]5how tables and dimenzions only under dizplay folders
[1Hide level bazed meazure

—LDAP
Cache refrezh interval: I-I I[da_'r'S] j

Humber of cache entrigs: I':'

ey file name: Ike_','.kdb

Pazsword: I"’“"“‘“"

. e
Confirm password: I 1

]|

k. I Cancel Help

Enter the name of the key file in the ‘Key file name’ field.
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Enter the password to open the key file in the ‘Password’ and the *Confirm
password’ fields.

Click OK.

Click Manage > Security

JT=TEY
Action  Edit LDAP  Help
E@: Security M arne | Descrintion |
o Users EEniD
------ € Groups
Click ‘LDAP Servers’ in the left-hand pane.
Right-click ‘OID’ and select ‘Properties’.
LDAP Server - DID =]

General | Advanced |

Marne: |E||D
Hoszt name: Ivm#.saglab.uk.uracle.l:l:um

LOAP werzion
Bart number; ISEEI ’V 2 = 3
Baze DN: Iu:n=L|sers,dc=sagIaI:u,,n:h:=uk,dc=nrau:le,du:=u:nm
Bind DM: Iu:n=-:uru:|au:|min

Bind pazsword:

Confirm paszwaord:

D escriptian:

Ixxxxxxxmm

Ixxxxxxxxxx

OF.

Cancel |

Enter ‘4082 in the ‘Port number’ field.
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4.4.22

Click the ‘Advanced’ tab.

LDAP Server - DID [_ O]

General  Advanced I

Connection timeout; |'| I [minutes] j

Diamain identifier: I

Uzer name attribute type

¥ Automatically generated

Iuid

| F, I Cancel Help

Tick the ‘SSL’ check box.

Click OK. Close the Security Manager and save the repository.

Configure Oracle Database Server

To configure SSL on the database server the network configuration files,
sqlnet.ora and listener.ora, must be edited. The files are located in the

$ORACLE_HOME/network/admin directory.

Add the following entry to the sqlnet.ora and listener.ora files:

WALLET_LOCATION =
(SOURCE =
(METHOD = FILE)
(METHOD_DATA =
(DIRECTORY = /space/oracle/product/10.2_.0/db/wallet)

)
)

Add the following entries to the sqlnet.ora file:
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SSL_CIPHER_SUITES = (SSL_RSA_WITH_3DES_EDE_CBC_SHA)
SSL_VERSION = 3.0

Modify the LISTENER entry in the listener.ora file from:

(ADDRESS = (PROTOCOL = TCP) (HOST =
vm3.saglab.uk.oracle.com)(PORT = 1521))

To:

(ADDRESS = (PROTOCOL = TCPS) (HOST =
vm3.saglab.uk.oracle.com)(PORT = 2484))

Modify the SID_LIST_LISTENER entry in the listener.ora file to include:

(SID_DESC =
(GLOBAL_DBNAME = orcl.saglab.uk.oracle.com)
(ORACLE_HOME = /space/oracle/product/10.2.0/db)
(SID_NAME = orcl)

)

Restart the listener so that the new settings are picked up.
4.4.23 Configure Oracle Client

To configure SSL on the client the network configuration files, sqlnet.ora
and tnsnames.ora, must be edited. The files are located in the client
$ORACLE_HOME/network/admin directory on machines 1 and 2 and in the
client %ORACLE_HOME%\network\admin directory on machine 6.

Perform the following configuration on machines 1, 2 and 6:

Add the following entry to the tnsnames.ora file. Create the file if it does not
exist:

ORCL =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCPS)(HOST = wvm3.saglab.uk.oracle.com)(PORT =
2484))
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = orcl.saglab.uk.oracle.com)

)
(SECURITY=
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(SSL_SERVER_CERT_DN="CN=vm3.saglab.uk.oracle.com, OU=BI, 0O=Oracle,
L=Reading, ST=Berkshire, C=GB'")

)
)
Perform the following configuration on machines 1 and 2:
Add the following entries to the sqlnet.ora file:
SSL_VERSION = 3.0
SSL_CLIENT_AUTHENTICATION = TRUE
SSL_SERVER_DN_MATCH = Yes
SSL_CIPHER_SUITES = (SSL_RSA_WITH_3DES_EDE_CBC_SHA)
WALLET_LOCATION =
(SOURCE =
(METHOD = FILE)
(METHOD_DATA =
(DIRECTORY = /space/oracle/product/10.2.0/client/wallet)
)
)
Perform the following configuration on machine 6:
Add the following entries to the sqlnet.ora file:
SSL_VERSION = 3.0
SSL_CLIENT_AUTHENTICATION = TRUE
SSL_SERVER_DN_MATCH = Yes
SSL_CIPHER_SUITES = (SSL_RSA_WITH_3DES_EDE_CBC_SHA)
WALLET_LOCATION =
(SOURCE =
(METHOD = FILE)
(METHOD_DATA =
(DIRECTORY = C:\oracle\product\10.2.0\client\wallet)
)
)
4.5 Presentation Services Logging

Auditing for Presentation Services is configured in the logconfig.xml file
located in the /space/oracle/oradata/OBIEE/web/config directory.

Create a new logconfig.xml file on machines 1 and 2 with the following
contents:
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<?xml version="1.0" encoding=""utf-8"?7>
<I-- Siebel Analytics Web log config file -->

<Config>
<Default>
<Writers>
<Writer implementation=""CoutWriter"™ name="Global Output Logger™
writerClassld="1"/>
<Writer implementation="FileLogWriter”™ name="Global File Logger"

writerClassld="2" dir="{%SADATADIR%}/share/logs"
filePrefix="<machine> saw.log" maxFileSizeKb="10000" filesN="10" />
<Writer implementation="EventLogWriter" name="Event Logger™

writerClassld="3"/>
<Writer implementation="FileLogWriter"™ name="Security File Logger"
writerClassld="5" dir="{%SADATADIR%}/share/logs"
filePrefix=""<machine>_sawsecurity.log” maxFileSizeKb="10000" filesN="10" />
<Writer implementation="FileLogWriter"™ name="Catalog File Logger"

writerClassld=""6" dir="{%SADATADIR%}/share/logs"
filePrefix=""<machine>_ sawcatalog.log"” maxFileSizeKb="10000" filesN=""10" />
<Writer implementation="FileLogWriter'”™ name="Catalog ACLs File

Logger™ writerClassld=""7" dir="{%SADATADIR%}/share/logs"
filePrefix=""<machine>_sawcatalog.acls.log" maxFileSizeKb="10000""
filesN="10" />

</Writers>

<WriterClassGroups>

<WriterClassGroup name="All1">1,2,3,4,5,6,7</WriterClassGroup>
<WriterClassGroup name="File">1</WriterClassGroup>
<WriterClassGroup name=""Cout'>2</WriterClassGroup>
<WriterClassGroup name="EventLog'>3</WriterClassGroup>
<WriterClassGroup name=""Crash">4</WriterClassGroup>
<WriterClassGroup name="'Security'>5</WriterClassGroup>
<WriterClassGroup name=""Catalog">6</WriterClassGroup>
<WriterClassGroup name="'Catalog Security'>7</WriterClassGroup>
</WriterClassGroups>

<Filters>
<FilterRecord writerClassGroup="Cout™ path = "saw'™ information=""31"
warning="41" error="41" security="41"/>
<FilterRecord writerClassGroup="File" path = "saw'" information="'31"
warning=""100" error="100" security="41"/>
<FilterRecord writerClassGroup="File" path =

"saw.mktgsglsubsystem. joblog™ information="41" warning="100" error="100"
security=""41"/>

<FilterRecord writerClassGroup="EventLog" path="saw' information="31"
warning="'41" security="100"/>

<FilterRecord writerClassGroup="Security” path="saw” i1nformation="0"
warning=""0" security=""100"/>

<FilterRecord writerClassGroup="Catalog" path="'saw.catalog"
information="0" warning="'100" security="100"/>

<FilterRecord writerClassGroup="Catalog Security"
path=""saw.catalog.-local .setltemACL" information=""100"" warning=""100"

security="100"/>
</Filters>

</Default>

</Config>
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Replace the <machine> tag above with the hostname being configured (i.e. if
configuring machine 1, vm1 would be entered).

Make the following changes to the run-saw.sh file located in the following
directory:

/space/oracle/product/OBIEE/setup

Perform the following configuration on all machines where the Oracle BI
Presentation Services has been deployed (machines 1 and 2).

Modify the line:

logfile="${SADATADIR}/web/l1og/sawserver .out.log"

To:

logfile="${SADATADIR}/share/logs/<machine>_sawserver.out.log"

Replace the <machine> tag above with the hostname being configured (i.e. if
configuring machine 1, vm1 would be entered).

Modify the line:

echo "Please go to the "${SADATADIR}/web/log" directory for
Oracle Bl Presentation Services log files."

To:

echo "Please go to the "${SADATADIR}/share/logs" directory for
Oracle Bl Presentation Services log files."

Presentation Services log files will be created on machine 7.
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Start the TOE according to annex B and then login to Oracle Business
Intelligence Enterprise Edition using the following URL.:

https://vm5.saglab.uk.oracle.com:4444/analytics

52

Password |ssssssssssses

Oracle Business Ihtellig nce-

Select a Language I English

ORACLE’

Please enter your User ID and Password below, and then press the Log In button,

User ID IAd ministrator

Enter User ID and Password. Click Log In.

ORACLE' Interactive Dashboards ARt

Paint Dashboard
Regional Analysis | Brand Analysis | Year over Year Analysis |

Welcome, Administrator!

Dashboards - Answers - More Products ~ - Settings ~ - Log Out

| Forecasted Sales| % of Forecast|

; L calendar Sales Summaries Grand Total

2 = Geographic Sales Summaries
: 2 product Sales Summaries
- L Revenue Analysis Summaries penetration within customer base

Brand Analysis

A
You have achieved $4,154,530 in sales revenue YTD. This Current Period Sales Analysis
represents B3% of the forecasted sales revenue target of & TS TN
$1,382,867. The current actual to forecasted revenue variance : 2
is -§228,337. KEEP WORKING!
e Region | sales
CENTRAL REGION $365,343 262,295
EASTERN REGION 5436913 543,169
A SOUTHERN REGION ~ $209,5086 245571
1 standard Reports N REGION =~ 5142,768 331,832

138%
80%
85%
43%

¥ “You are currently below forecast for the year. Research brand

. Market Share Summary
[ 2 In-place Driling
Regional Revenue

-
Dollars 'I Current vs Prior Period
50,000
|
1557% 3
b - 27.36% 120,000
\ 2 s0,000
F \ a
f \ &
| | 3 eo0m
=

Click Settings > Administration

A

District Units Price Per Unit

e ATLANTA DISTRICT 7,037 sa.55)
—— BOSTON DISTRICT 27 433 5339

- CHARLOTTE DISTRICT 27 54.00
i CHICAGO DISTRICT 93,580 s2.84]
soocs X CHCHNATIDSTRCT | 4895 $3.49)
2 DALLAS DISTRICT 5112 S4 27

[ Page options ~ |

EASTERN REGION has $84,391 in sales VD, which
accounts for 7.3% of total ¥TD Revenue.

YTD Market Share Analysis: ATLANTA, in the
SOUTHERN REGION has $74,545 in sales YTD, which
accounts for 6.5% of total ¥TD Revenue.

¥TD Market Share Analysis: DETROIT, in the CENTRA|
REGION has $70,518 in sales YTD, which accounts
6.1% of total YTD Revenus.

NS ANREIFE in tha
i

VT Warkat Shars A

ﬁ Colors by Region
Color | Antique Dol -
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Oracle Bl Presentation Services Administration

Product Information [Close Window |
Oracle Business Intelligence Product Version 10.1.3.3.2 (Build 071217 1800)

Physical Presentation Catalog Path Ispaceloracie/oradata/OBIEE/share/catalog/paint/root

Oracle Bl Server Data Source AnalyticsWeb

Activities 2
Manage Presentation Catalog Groups and Users Create, edit and delete Catalog Groups, as well as remove Catalog Users.

Manage Presentation Catalog Delete, rename, =et permissions and view properties of items in the Presentation Catalog.

Manage Interactive Dashboards Create and delete Interactive Dashboards, and contrel which users can access them.

Manage Sessions View Oracle Business Inteligence session information including active users and queries.

Manage iBot Sessions ‘View iBot session information including iBot state and recipients.

Manage Bl Publisher Manage Bl Publisher users, permissions, jobs, files and folders.

Manage Privileges Manage privileges and rights given to users and groups.

Manage Device Types Create, edit, view or delete Device Types.

lssue SQL Issue SQL directly to Oracle Bl Server.

Toqggle Maintenance Mode Maintenance Mode is currently off.

Reload Files and Metadata Reload XML message files, refresh server metadata, and clear caches.

Marketing

Manage Marketing Jobs View background marketing jobs and database cache result sets.

Manage Marketing Defaults Manage the defautt settings such as Default Campaign Load Format and Default Global Audience for Marketing.

Click the ‘Manage Presentation Catalog Groups and Users’ link.

Presentation Catalog Security: Groups and Users 2

If you have proper authority, this screen allows you to create, edit and delete Catalog Groups, as well as remaove
Catalog Users. Creating a Catalog Group for the first time will automatically create a shared folder of the same Finished
name for the Group.

Existing Catalog Groups and Users

NOTE: Authentication is performed by the Cracle Bl Server so, if a user has a valid Cracle Bl Server User ID, a Catalog User will
automatically be created for him when he logs on.
Create a new Catalog Group

Catalog Groups and Users Edit Delete| =how users and groups

|@ Presentation Server Administrators [& & I Search

1-141 First | <Prev | Next> | Last

Click the ‘Create a new Catalog Group’ link.

Create Catalog Group

This screen allows you to enter a name, a passwaord, and optionally create a Dashboard for the T r— —
Catalog Group. Q

Group Properties

Enter a name for the group, as well as a passwaord. Users will be able to join the group by entering a matching passwaord from
the Join Catalog Group screen. A shared subdirectory will automatically be created for the group.

Group Name INUI’I‘I‘IE|USEFS

Each group must have 8 unigue nams, not case-sensitive.

Password I“““

Werify Pazsword I------

Enter the password twice to verify.

Group Dashboard

You can automatically create an Interactive Dashboard for this group by entering the information below. Everyone in this Group
will be able to view this Dashboard, but only the user or group specified below will be able to change it

Daszhbeard Name I
If specifed, an empty Dashboard will be oeated for this group.
Dashboard Builder |

Specify which user or group can make changes to this Dashboard.
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Enter ‘Normal Users’ in the ‘Group Name’ field.

Enter a password for the group into the ‘Password’ field.

Click the ‘Finished’ button.

Presentation Catalog Security: Groups and Users 2

If you have proper authority, this screen allows you to create, edit and delete Catalog Groups, as well as
remove Catalog Users. Creating a Catalog Group for the first time will automatically create a shared folder of Finished
the same name for the Group.

Existing Catalog Groups and Users

NOTE: Authentication is performed by the Oracle Bl Server so, if a user has a valid Oracle Bl Server User ID, a Catalog User will
autornatically be created for hirn when he logs on.

Catalog Grou

Catalog Groups and Users Edit Delete| =SNOW Usersand groups

ﬂ Normal Users = [x] I Search

Presentation Server Administrators [+ @

Create an

1-212 First | = Prev | Next= | Last

Click the ‘Finished’ button.

Click the ‘Manage Privileges’ button.

Privilege Administration 2l
This page allows you to view and administer privileges associated with various components of Oracle Finished
Business Intelligence.
Access to Dashboards Evervone
Access to Answers Evervone
Access to Delivers Evervone
Access te Briefing Books Evervone
Access to Dizconnected Analytics Everyone
P — Access to Administration Presentation Server Administrators
Access to Segments Evervone
Access to Segment Trees Evervone
Access to List Formats Evervone
Access to Metadata Dictionary Presentation Server Administrators
Access to Oracle Bl Publisher Enterprize Evervone
Access to Oracle Bl for Microsoft Office Evervone
Admin: Catalog Change Permizzions Everyone
Toggle Maintenance Mode Everyone
Manage Sessions Presentation Server Adminigtrators
Wanage Dashboards Presentation Server Administrators
See sessions Ds Presentation Server Administrators
lzzue SOL Directhy Presentation Server Adminigtrators
Wiew System Infermation Presentation Server Administraters
Admin: General Performance Monitor Presentation Server Administrators
Manage iBot Sessions Presentation Server Administrators
Manage Device Types Presentation Server Adminigtrators
Manage Marketing Jobs Evervone
Wanage Marketing Defaultz Prezentation Server Administrators
Manage Bl Publizher Presentation Server Adminigtrators
Manage Catalog Groups and Users Presentation Server Adminigtrators
Admin: Security Manage Privileges Presentation Server Administrators
Set Ownership of Catalog Objects Presentation Server Administrators
i Add To or Edit a Briefing Book Everyone
Briefing Book
Download Briefing Book Evervone
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4.6.2

Revoke Privileges

Revoke the ‘Access to Dashboards’ privilege by clicking the ‘Everyone’
hyperlink.

Change Privilege Permissions 2]
This screen allows you to change the permissions to this Privilege. It is recommended that you Finished c I
assign permissions by group rather than user when possible. ﬁﬁ

Access to Delivers

[T Show effective permissions. I Search

Users and groups with explicit access to this Privilege| Show users and groups

@ Everyone Granted ﬂ Additional groups Add Explicit Permissions

@ Prezentation Server Adminiztrators Add

48 web Services Add

1-3/3 First | <Prev | Next= | Last

Click the I button to revoke the privilege.

Change Privilege Permissions 2l
This screen allows you to change the permissions to this Privilege. It is recommended that you Finished C |
assign permissions by group rather than user when possible. Mﬂ

Access to Delivers

[T Show effective permissions. I Search

|Users and groups with explicit access to this Privilege| Show users and groups

Additional groups Add Explicit Permissions
@ Prezentation Server Adminiztrators Add

4 web Services Add
Everyone Add
1-3/3 First | < Prev | Next= | Last
. P— 5
Click the *Finished’ button.
Privilege Administration 2l
This page allows you to view and administer privileges associated with various components of Cracle Finished
Business Intelligence.
Access to Dashboards Everyvone
Access fo Answers Everyone
Access to Delivers (not permitted
Access to Briefing Books Evervone
Access to Discennected Analytics Evervone
Access to Adminigtration Presentation Server Administrators
Access
Access to Segments Everyone
Access to Segment Trees Everyone
Access to List Formats Evervone
Acceszs to Metadata Dictionary Presentation Server Administrators
Access to Oracle Bl Publisher Enterprize Everyone
Access to Oracle Bl for Microsoft Office Everyone

Set privileges according to the following table:
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Access

Access to Dashboards
Access to Answers

Access to Delivers

Access to Briefing Books

Access to Disconnected Analytics
Access to Administration

Access to Segments

Access to Segment Trees
Access to List Formats
Access to Metadata Dictionary

Access to Oracle Bl Publisher Enterprise
Access to Oracle Bl for Microsoft Office

(not permitted)
Presentation Server
Administrators

(not permitted)
(not permitted)
(not permitted)

Presentation Server
Administrators

(not permitted)
(not permitted)
(not permitted)

Presentation Server
Administrators

(not permitted)
(not permitted)

Admin: Catalog

Change Permissions
Toggle Maintenance Mode

Everyone
Everyone

Admin: General

Admin: Security

Manage Sessions
Manage Dashboards
See sessions IDs

Issue SQL Directly

View System Information
Performance Monitor

Manage iBot Sessions
Manage Device Types
Manage Marketing Jobs
Manage Marketing Defaults
Manage Bl Publisher

Presentation Server
Administrators
Presentation Server
Administrators
Presentation Server
Administrators
Presentation Server
Administrators
Presentation Server
Administrators
Presentation Server
Administrators
(not permitted)
(not permitted)
(not permitted)
(not permitted)
(not permitted)

Manage Catalog Groups and Users
Manage Privileges

Set Ownership of Catalog Objects

Presentation Server
Administrators
Presentation Server
Administrators
Presentation Server
Administrators

Briefing Book

Add To or Edit a Briefing Book
Download Briefing Book

(not permitted)
(not permitted)

Catalog Personal Storage (My Folders and My Dashboard) Everyone
Reload Metadata Presentation Server
Administrators
See Hidden Items Everyone
Create Folders Everyone
Archive Catalog Presentation Server
Administrators
Dashboards Save Selections Everyone
Assign Default Selections Everyone
Formatting Save System-Wide Column Formats Presentation Server

Administrators
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My Account Access to My Account Everyone
Change Preferences Everyone
Change Delivery Options Everyone
Answers Create Views Everyone
Create Prompts Everyone
Access Advanced Tab Everyone
Edit Column Formulas Everyone
Save Content with HTML Markup Presentation Server
Administrators
Enter XML and Logical SQL Everyone
Edit Direct Database Requests Presentation Server
Administrators
Create Advanced Filters and Set Operations Everyone
Save Filters Everyone
Execute Direct Database Requests (not permitted)
Delivers Retrieve Delivery Destinations for iBots (system (not permitted)
call)
Create iBots (not permitted)
Publish iBots for Subscription (not permitted)
Deliver iBots to Specific or Dynamically (not permitted)
Determined Users
Chain iBots (not permitted)
Chain iBots to Custom Scripts (not permitted)
See iBot Instance Errors (not permitted)
Modify Current Subscriptions for iBots (not permitted)
Proxy Act As Proxy (not permitted)
RSS Feeds Access to RSS Feeds Everyone
Oracle Bl Publisher Add BI Publisher Reports to Dashboard (not permitted)
Enterprise View Bl Publisher Reports (not permitted)

Schedule Bl Publisher Reports
Send BI Publisher Reports
Build Bl Publisher Reports
Analyze Bl Publisher Reports

(not permitted)
(not permitted)
(not permitted)
(not permitted)

List Formats

Create List Formats

Create Headers and Footers
Access Options Tab

Add/Remove List Format Columns

Everyone
Everyone

Everyone
Presentation Server
Administrators

Segmentation Create Segments (not permitted)
Create Segment Trees (not permitted)
Create/Purge Saved Result Sets (not permitted)
Access Segment Advanced Options Tab (not permitted)
Access Segment Tree Advanced Options Tab (not permitted)
Change Target Levels within Segment Designer (not permitted)

SOAP Access SOAP Normal Users

Presentation Server
Administrators

Subject Area: "Paint Access within Oracle Bl Answers Everyone
Exec"

Subject Area: "Usage  Access within Oracle Bl Answers Everyone
Tracking"

Subject Area: Paint Access within Oracle Bl Answers Everyone
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View Column Filter Add/Edit Column Filter Prompt View Everyone
Prompt

View Column Selector Add/Edit Column Selector View Everyone
View Compound Add/Edit Compound View Everyone
View Filters Add/Edit Filters View Everyone
View Funnel Chart Add/Edit Funnel Chart View Everyone
View Gauge Add/Edit Gauge View Everyone
View Dashboard Add/Edit Dashboard Prompt View Everyone
Prompt

View Static Text Add/Edit Static Text View Everyone
View Image Add/Edit Image View Everyone
View Legend Add/Edit Legend View Everyone
View Narrative Add/Edit Narrative View Everyone
View Nested Request  Add/Edit Nested Request View Everyone
View No Results Add/Edit No Results View Everyone
View Pivot Table Add/Edit Pivot Table View Everyone
View Create Segment  Add/Edit Create Segment View Everyone
View Logical SQL Add/Edit Logical SQL View Everyone
View Chart Add/Edit Chart View Everyone
View Table Add/Edit Table View Everyone
View Create Target Add/Edit Create Target List View Everyone
List

View Ticker Add/Edit Ticker View Everyone
View Title Add/Edit Title View Everyone
View View Selector Add/Edit View Selector View Everyone
Write Back Write Back to Database (not permitted)

Manage Write Back

Presentation Server

Administrators
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Privilege Administration 2l

This page allows you to view and administer privileges associated with various components of Cracle

Business Intelligence.

Access

Admin: General

Access to Dashboards

Access to Answers

Access to Delivers

Access to Briefing Books

Access to Disconnected Anahdtics
Access to Administration

Access to Segments

Access to Segment Trees
Access to List Formatz

Access to Metadata Dictionary
Access to Oracle Bl Publisher Enterprize

Access to Oracle B for Microsoft Office

Manage Sessions
Manage Dashbeards
See zeszions Ds

lzzue SQOL Directhy

View System Infermaticen
Performance Monitor
Manage iBot Seasions
Manage Device Types
Manage Marketing Jobs
Manage Marketing Defaultz
Manage Bl Publizher

(not permitted

Presentation Server Administrators

(not permitted
(not permitted)
(not permitted)
Presentation Server Administrators
(not permitted)
(not permitted)
(not permitted)
Presentation Server Administrators
(not permitted)
(not permitted)

. Change Permissions Everyvone
Admin: Catalog
Toggle Maintenance Mode Evervone

Prezentation Server Administrators

Presentation Server Administrators

Prezentation Server Administrators

Presentation Server Administrators

Prezentation Server Administrators

Presentation Server Administrators
(not permitted)
(not permitted
(not permitted)
(not permitted
(not permitted)

Finished

Click the ‘Finished’

button when done.

Product Information

Physical Pre=entation Catalog Path
Oracle Bl Server Data Source

Oracle Bl Presentation Services Administration

Oracle Business Intelligence Product Version 10.1.3.3.2 (Build 071217.1800)

Close Window

Izpaceforacle/oradata/OBIEE/zharefcatalog/paint/root

AnalyticsWeb

Activities

Manage Presentation Catalog

Manage Interactive Dashboards

Manage Sessions

Manage Privileges

Issue 501

Toggle Maintenance Mode

Reload Files and Metadata

Manage Presentation Catalog Groups and Users

Dielete, rename, et permizgzions and view properties of items in the Pre=entation Catalog.
Create and delete Interactive Dashboards, and control which users can access them.

View Oracle Businezs Intelligence 2es=ion information including active users and gueries.

Create, edit and delete Catalog Groups, as well as remove Catalog Users.

WManage privileges and rightz given to uzers and groups.

lzzue SOL directly to Oracle Bl Server.

Maintenance Mode is currently off.

Reload XML message files, refresh server metadata, and clear caches.

Click the ‘Close Window’ button.

The changes will take effect immediately.

The following URL must be invoked to access Bl Answers:

https://vmb5.saqglab.uk.oracle.com:4444/analytics/saw.dll? Answers
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If the default URL is used when logging into Presentation Services, after
successful authentication, Bl Interactive Dashboards are displayed.

Bl Interactive Dashboards are out of scope in the evaluated configuration and
therefore access is prohibited, and the URL above must be used to access Bl

Answers.

4.7 TOE Start Procedure

Refer to Annex B.
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4.8 Firewall Configuration

48.1 Machine 1

ORACLE’

As the root user, issue the following command to create the iptables
configuration file:

vi /etc/sysconfig/iptables

Insert the following entries in the iptables configuration file:

*Filter

:INPUT ACCEPT [0:0]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]

:RH-Firewall-1-INPUT - [0:0]
-A INPUT -j RH-Firewall-1-INPUT
-A FORWARD -j RH-Firewall-1-INPUT

-A RH-Firewall-1-INPUT
-A RH-Firewal l-1-INPUT
-A RH-Firewal l-1-INPUT
-A RH-Firewall-1-INPUT
--dport 9700 -j ACCEPT
-A RH-Firewall-1-INPUT
--dport 9701 -j ACCEPT
-A RH-Firewall-1-INPUT
--dport 9703 -j ACCEPT
-A RH-Firewall-1-INPUT
--dport 9706 -j ACCEPT
-A RH-Firewall-1-INPUT
--dport 9710 -j ACCEPT
-A RH-Firewall-1-INPUT
--dport 9810 -j ACCEPT
-A RH-Firewall-1-INPUT
--dport 9710 -j ACCEPT
-A RH-Firewall-1-INPUT
--dport 9703 -j ACCEPT
-A RH-Firewall-1-INPUT
--dport 9706 -j ACCEPT
-A RH-Firewal l-1-INPUT
COMMIT

-1
-p
-m

lo -j ACCEPT

icmp --icmp-type any -j ACCEPT

state --state ESTABLISHED,RELATED -j ACCEPT

<IP machine

<IP machine

<IP machine

<IP machine

<IP machine

<IP machine

<IP machine

<IP machine

<IP machine

2>

2>

2>

2>

2>

2>

5>

6>

6>

state

state

state

state

state

state

state

state

state

--state

--State

--state

--state

--State

--state

--State

--state

--state

NEW

NEW

NEW

NEW

NEW

NEW

NEW

NEW

NEW

-m tcp
-m tcp
-m tcp
-m tcp
-m tcp
-m tcp
-m tcp
-m tcp

-m tcp

REJECT --reject-with icmp-host-prohibited

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

tcp

Start the firewall using the following command:

/sbin/service iptables start
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4.8.2 Machine 2

As the root user, issue the following command to create the iptables
configuration file:

vi /etc/sysconfig/iptables

Insert the following entries in the iptables configuration file:

*Filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

:RH-Firewall-1-INPUT - [0:0]

-A INPUT -j RH-Firewall-1-INPUT

-A FORWARD -j RH-Firewall-1-INPUT

-A RH-Firewall-1-INPUT -i lo -j ACCEPT

-A RH-Firewall-1-INPUT -p icmp —-icmp-type any —-j ACCEPT

-A RH-Firewall-1-INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m tcp -p tcp
--dport 9700 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m tcp -p tcp
--dport 9701 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m tcp -p tcp
--dport 9703 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m tcp -p tcp
--dport 9706 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m tcp -p tcp
--dport 9710 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m tcp -p tcp
--dport 9810 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 5> -m state --state NEW -m tcp -p tcp
--dport 9710 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 6> -m state --state NEW -m tcp -p tcp
--dport 9703 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 6> -m state --state NEW -m tcp -p tcp
--dport 9706 -j ACCEPT

-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited

COMMIT

Start the firewall using the following command:

/sbin/service iptables start
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483 Machine 3

As the root user, issue the following command to create the iptables
configuration file:

vi /etc/sysconfig/iptables

Insert the following entries in the iptables configuration file:

*Filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

:RH-Firewall-1-INPUT - [0:0]

-A INPUT -j RH-Firewall-1-INPUT

-A FORWARD -j RH-Firewall-1-INPUT

-A RH-Firewall-1-INPUT -i lo -j ACCEPT

-A RH-Firewall-1-INPUT -p icmp --icmp-type any -j ACCEPT

-A RH-Firewall-1-INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m tcp -p tcp
--dport 2484 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 2> -m state --state NEW -m tcp -p tcp
--dport 2484 -j ACCEPT

-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited

COMMIT

Start the firewall using the following command:

/sbin/service iptables start
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As the root user, issue the following command to create the iptables
configuration file:

vi /etc/sysconfig/iptables

Insert the following entries in the iptables configuration file:

*filter

:INPUT ACCEPT [0:0]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]
:RH-Firewall-1-INPUT - [0:0]
INPUT -j RH-Firewall-1-INPUT
FORWARD -j RH-Firewall-1-INPUT

-A
-A
-A
-A
-A
-A

RH-Firewal 1-1-INPUT
RH-Firewal 1-1-INPUT
RH-Firewal 1-1-INPUT
RH-Firewal 1-1-INPUT

--dport 4082 -j ACCEPT
-A RH-Firewall-1-INPUT -s
--dport 4082 -j ACCEPT

-A

RH-Firewal 1-1-INPUT

COMMIT

-1
-p
-Mm
-S

-J

lo -j ACCEPT

icmp --icmp-type any -j ACCEPT

state --state ESTABLISHED,RELATED -j ACCEPT

<IP machine 1> -m state --state NEW -m tcp -p tcp

<IP machine 2> -m state --state NEW -m tcp -p tcp

REJECT --reject-with icmp-host-prohibited

Restart the firewall using the following command:

/sbin/service iptables restart
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485 Machine 5

As the root user, issue the following command to create the iptables
configuration file:

vi /etc/sysconfig/iptables

Insert the following entries in the iptables configuration file:

*Filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

:RH-Firewall-1-INPUT - [0:0]

-A INPUT -j RH-Firewall-1-INPUT

-A FORWARD -j RH-Firewall-1-INPUT

-A RH-Firewall-1-INPUT -i lo -j ACCEPT

-A RH-Firewall-1-INPUT -p icmp —-icmp-type any —-j ACCEPT

-A RH-Firewall-1-INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
-A RH-Firewall-1-INPUT -m state --state NEW -m tcp -p tcp --dport 4444 -j
ACCEPT

-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited
COMMIT

Start the firewall using the following command:

/sbin/service iptables start
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4.8.6 Machine 6

Navigate to Start > Settings > Control Panel and double-click on the Windows
Firewall link.

%= windows Firewall

General | Exception: | Advanced

Your PC iz not pratected: turn on ‘Windows Fireveall

Windowes Firewall helps protect your computer by pressenting unautharized uzers
from gaining access o your computer through the Intemet or a network.

Thiz zetting blocks all outzide zources from connecting to thiz
computer, with the exception of thoze zelected on the Exceptions tab.

[T Don't allow exceptions

Select thiz when pou connect to public networks in lesz zecure
lozationz, such az airports. Y'ou will not be natified when Windows
Firewall blocks programsz. Selections on the Exceptions tab will be
ighored.

& o

Ayoid uzing this setting. Turning off Windows Firewall may make this
computer more vulnerable to wirusesz and intruders.

For infarmation, zee the Microzoft Web site.

k. I Cancel

Click the ‘On’ radio button.

Click the Exceptions tab.
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== Windows Firewall

Gemeral Exceptions |.-'1'-.|:Ivann::ed

“indowes Firewall is turned off. “our computer is at risk of attacks and intrugions

from outzide sources such az the Internet. *We recommend that you click the
General tab and zelect On.

Programsz and Services:

M ame

[ File and Printer Sharing
[ Remote Azzsistance

W Femote Deskiop
O UPrP Framesork,

Add Program... Add Paort... Edit...

Lelete

¥ Dizsplay a notification when Windows Firewall blocks a program

Wwhat are the risks of allowing exceptions?

k. I Cancel

Clear the tick in the ‘File and Printer Sharing’, ‘Remote Assistance’ and
‘Remote Desktop’ Programs and Services.

Click OK.
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487 Machine 7

As the root user, issue the following command to create the iptables
configuration file:

vi /etc/sysconfig/iptables

Insert the following entries in the iptables configuration file:

*Filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

:RH-Firewall-1-INPUT - [0:0]

-A INPUT -j RH-Firewall-1-INPUT

-A FORWARD -j RH-Firewall-1-INPUT

-A RH-Firewall-1-INPUT -i lo -j ACCEPT

-A RH-Firewall-1-INPUT -p icmp --icmp-type any -j ACCEPT

-A RH-Firewall-1-INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m tcp -p tcp
—--dport 111 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m udp -p udp
--dport 111 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m tcp -p tcp
--dport 2049 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m udp -p udp
--dport 2049 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m tcp -p tcp
--dport 2050 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m udp -p udp
--dport 2050 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m tcp -p tcp
--dport 2051 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m udp -p udp
--dport 2051 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m tcp -p tcp
--dport 2052 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 1> -m state --state NEW -m udp -p udp
--dport 2052 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 2> -m state --state NEW -m tcp -p tcp
—--dport 111 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 2> -m state --state NEW -m udp -p udp
--dport 111 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 2> -m state --state NEW -m tcp -p tcp
--dport 2049 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 2> -m state --state NEW -m udp -p udp
--dport 2049 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 2> -m state --state NEW -m tcp -p tcp
--dport 2050 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 2> -m state --state NEW -m udp -p udp
--dport 2050 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 2> -m state --state NEW -m tcp -p tcp
--dport 2051 -j ACCEPT
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-A RH-Firewall-1-INPUT -s <IP machine 2> -m state --state NEW -m udp -p udp
--dport 2051 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 2> -m state --state NEW -m tcp -p tcp
--dport 2052 -j ACCEPT

-A RH-Firewall-1-INPUT -s <IP machine 2> -m state --state NEW -m udp -p udp
--dport 2052 -j ACCEPT

-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited

COMMIT

Start the firewall using the following command:

/sbin/service iptables start
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User Administration

Users are administered within the TOE via either Oracle Internet Directory or
Oracle Database Server depending on how the Oracle Bl Server Repository has
been configured (refer to section 4.1.10 for details).

Oracle Internet Directory

Users can be created using the following LDIF file:

dn: cn=<Username>,cn=Users,dc=saglab,dc=uk,dc=oracle,dc=com
cn: <Username>

sn: <Username>

objectclass: top

objectclass: person

objectclass: inetorgperson
objectclass: organizationalPerson
objectclass: orcluser

objectclass: orcluserv2

userpassword: <Password>
departmentnumber: <Group 1>, <Group 2>

The parameters in chevrons should be replaced with the following values:
<Username> The desired username
<Password> The password associated with <Username>

<Group n>  The Presentation Catalog Group, defined in section 4.6.1, that
the user should have access to — if the user requires access to
multiple groups they should be entered comma-delimited

Oracle Database Server

Users can be created using the following SQL.:

sqlplus / as sysdba
create <Username> identified by <Password>;

grant create session to <Username>;

insert into sa.sa_user_group values ("<Group 1>,
upper (" <Username>%));
insert into sa.sa_user_group values ("<Group 2>,

upper ("<Username>"));

commit;
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The parameters in chevrons should be replaced with the following values:
<Username> The desired username
<Password> The password associated with <Username>

<Group n>  The Presentation Catalog Group, defined in section 4.6.1, that
the user should have access to — if the user requires access to
multiple groups, multiple insert statements should be used - one
per group access required
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Annex A TOE Components

Al

Oracle Application Server 10g Release 3 (10.1.3.1.0) Components

Agent Required Support Files 10.1.0.2.0

Agent Required Support Files Patch 10.1.0.5.0

Apache Module for Oracle Distributed Authoring and Versioning 10.1.2.1.0
Assistant Common Files 10.1.0.2.0

Assistant Common Files Patch 10.1.0.5.0

Bali Share 1.1.18.0.0

DataDirect Connect JDBC Drivers 10.1.2.0.1

DBJAVA Required Support Files 10.1.0.2.0

DBJAVA Required Support Files Patch 10.1.0.5.0
Documentation Required Support Files 10.1.0.3.0
Enterprise Manager Minimal Integration 10.1.0.2.0 Beta
Enterprise Manager plugin Common Files 10.1.0.2.0 Beta
Enterprise Manager plugin Common Files 10.1.0.5.0
Extended Windowing Toolkit 3.3.18.0.0 Beta

HTTP Server Files 1.3.31.0.0

Identity Management Required Support Files 10.1.4.0.1
Installation Common Files 10.1.0.3.0

Installation Common Files Patch 10.1.0.5.0

Installer SDK Component 10.1.0.5.0

Java Runtime Environment 1.4.2.0.4

JDBC Common Files 10.1.0.2.0

JDBC Common Files Patch 10.1.0.5.0

JDBC/OCI Common Files 10.1.0.2.0

JDBC/OCI Common Files for Instant Client 10.1.0.2.0
JDBC/OCI Common Files for Instant Client Patch 10.1.0.5.0
JDBC/OCI Common Files Patch 10.1.0.5.0

LDAP Required Support Files 10.1.4.0.1

Netca Patch 10.1.0.5.0

Oracle ADF 10.1.3.1.0

Oracle Apache Modules 10.1.3.0.0

Oracle Application Server Guard 10.1.3.1.0

Oracle Application Server Guard Client 10.1.3.1.0
Oracle Application Server Guard Common 10.1.3.1.0
Oracle Application Server Guard Server 10.1.3.1.0
Oracle Application Server High availability components (BR, AFC, DR)
10.1.3.0.0

Oracle Application Server SOA Suite 10.1.3.1.0

Oracle ASkernel Common 10.1.3.0.0

Oracle Business Rules 10.1.3.0.0 Development

Oracle Client Required Support Files 10.1.0.2.0

Oracle Client Required Support Files Patch 10.1.0.5.0
Oracle Code Editor 1.2.1.0.01
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Oracle Core Required Support Files 10.1.0.2.0

Oracle Core Required Support Files 10.1.0.5.0

Oracle Display Fonts 10.1.2.0.0

Oracle Dynamic Monitoring Service 10.1.3.1.0

Oracle Enterprise Manager Application Server Control 10.1.3.0.0
Oracle Enterprise Manager Change IP 10.1.3.0.0

Oracle Extended Windowing Toolkit 3.4.43.0.0

Oracle Globalization Support 10.1.0.2.0

Oracle Globalization Support Patch 10.1.0.5.0

Oracle Help For Java 4.2.9.0.0

Oracle HTTP Server 10.1.3.0.0

Oracle iappcore 10.1.3.0.0

Oracle Ice Browser 5.2.3.6.0

Oracle interMedia Java Client 10.1.0.2.0

Oracle interMedia Java Client Patch 10.1.0.5.0

Oracle Java Object Cache 10.1.3.0.0

Oracle JDBC Development Drivers 10.1.0.2.0

Oracle JDBC Development Drivers for Instant Client 10.1.0.2.0
Oracle JDBC Development Drivers for Instant Client Patch 10.1.0.5.0
Oracle JDBC Development Drivers Patch 10.1.0.5.0

Oracle JDBC Thin Driver for JDK 1.4 10.1.0.2.0

Oracle JDBC Thin Driver for JDK 1.4 10.1.0.5.0

Oracle JDBC Thin Driver for JDK 1.4 for Instant Client 10.1.0.2.0
Oracle JDBC Thin Driver for JDK 1.4 for Instant Client Patch 10.1.0.5.0
Oracle JFC Extended Windowing Toolkit 4.2.36.0.0

Oracle Locale Builder 10.1.0.2.0

Oracle Locale Builder Patch 10.1.0.5.0

Oracle Mod PL/SQL Gateway 10.1.3.0.0

Oracle Net 10.1.0.2.0

Oracle Net Configuration Assistant 10.1.0.2.0

Oracle Net Manager 10.1.0.2.0

Oracle Net Manager Patch 10.1.0.5.0

Oracle Net Patch 10.1.0.5.0

Oracle Net Required Support Files 10.1.0.2.0

Oracle Net Required Support Files Patch 10.1.0.5.0

Oracle Notification Service 10.1.3.1.0

Oracle OC4J Module 10.1.3.0.0

Oracle One-Off Patch Installer 10.1.0.5.0

Oracle Process Management Notification 10.1.3.1.0

Oracle Security Developer Tools 10.1.4.0.1

Oracle TopLink Runtime 10.1.3.1.0

Oracle U1X 2.2.20.0.0

Oracle Universal Installer 10.1.0.5.0

Oracle Wallet Manager 10.1.0.2.0

Oracle Wallet Manager Patch 10.1.0.5.0

Oracle XML Query Service 10.1.3.0.0

Oracle XML SQL Utility 10.1.3.1.0

Oracle10g Real Application Clusters Common Files 10.1.0.2.0
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Oraclel0g Real Application Clusters Common Files Patch 10.1.0.5.0
OracleAS J2EE 10.1.3.0.0

OracleAS Port Tunnel 10.1.3.0.0

OracleAS Welcome Pages 10.1.3.1.0

Parser Generator Required Support Files 10.1.0.2.0
Parser Generator Required Support Files Patch 10.1.0.5.0
Perl Interpreter 5.8.3.0.5

PL/SQL Required Support Files 10.1.0.2.0

PL/SQL Required Support Files 10.1.0.5.0

Platform Required Support Files 10.1.0.2.0

Platform Required Support Files Patch 10.1.0.5.0
Precompiler Required Support Files 10.1.0.2.0
Precompiler Required Support Files Patch 10.1.0.5.0
RDBMS Required Support Files 10.1.0.2.0

RDBMS Required Support Files Patch 10.1.0.5.0
regexp 2.1.9.0.0

Required Support Files 10.1.0.2.0

Secure Socket Layer 10.1.0.2.0

Secure Socket Layer 10.1.0.2.0

Secure Socket Layer Patch 10.1.0.5.0

SQL*Plus 10.1.0.2.0

SQL*Plus 10.1.0.5.0

SQL*Plus Required Support Files 10.1.0.2.0

SQL*Plus Required Support Files Patch 10.1.0.5.0
SSL Required Support Files 10.1.0.2.0

SSL Required Support Files for InstantClient 10.1.0.2.0
SSL Required Support Files for InstantClient Patch 10.1.0.5.0
SSL Required Support Files Patch 10.1.0.5.0

Sun JDK 1.5.0.0.6

XDK Required Support Files 10.1.3.1.0

XML Parser for Java 10.1.3.1.0

Oracle Client 10g Release 2 (10.2.0.3.0) Components

Agent Required Support Files 10.2.0.1.0

Agent Required Support Files Patch 10.2.0.3.0
Assistant Common Files 10.2.0.1.0

Assistant Common Files Patch 10.2.0.3.0

Bali Share 1.1.18.0.0

Buildtools Common Files 10.2.0.1.0

DBJAVA Required Support Files 10.2.0.1.0
DBJAVA Required Support Files Patch 10.2.0.3.0
Enterprise Manager Minimal Integration 10.2.0.1.0
Enterprise Manager plugin Common Files 10.2.0.1.0 Beta
HAS Common Files 10.2.0.1.0

HAS Common Files Patch 10.2.0.3.0

Installation Common Files 10.2.0.1.0

Page 146 of 271 © 2009 Oracle



Evaluation of Oracle Business Intelligence o
OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8 ORACLG
03 June 2009

Installation Common Files Patch 10.2.0.3.0

Installer SDK Component 10.2.0.3.0

Java 2 SDK 1.4.2.0.8

Java Runtime Environment 1.4.2.8.0

JDBC Common Files 10.2.0.1.0

LDAP Required Support Files 10.2.0.1.0

LDAP Required Support Files Patch 10.2.0.3.0
Oracle Advanced Security 10.2.0.1.0

Oracle Advanced Security Patch 10.2.0.3.0

Oracle Call Interface (OCI) 10.2.0.1.0

Oracle Call Interface (OCI) Patch 10.2.0.3.0

Oracle Client 10.2.0.1.0

Oracle Client Patch 10.2.0.3.0

Oracle Clusterware RDBMS Files 10.2.0.1.0

Oracle Clusterware RDBMS Files Patch 10.2.0.3.0
Oracle Code Editor 1.2.1.0.01

Oracle Core Required Support Files 10.2.0.1.0
Oracle Core Required Support Files Patch 10.2.0.3.0
Oracle Database 10g Release 2 Patch Set 2 10.2.0.3.0
Oracle Display Fonts 9.0.2.0.0

Oracle Extended Windowing Toolkit 3.4.38.0.0
Oracle Globalization Support 10.2.0.1.0

Oracle Globalization Support Patch 10.2.0.3.0
Oracle Help For Java 4.2.6.1.0

Oracle Ice Browser 5.2.3.6.0

Oracle JDBC Thin Driver for JDK 1.2 10.2.0.1.0
Oracle JDBC Thin Driver for JDK 1.2 Patch 10.2.0.3.0
Oracle JDBC/OCI Instant Client 10.2.0.1.0

Oracle JDBC/OCI Instant Client Patch 10.2.0.3.0
Oracle JFC Extended Windowing Toolkit 4.2.33.0.0
Oracle Locale Builder 10.2.0.1.0

Oracle Net 10.2.0.1.0

Oracle Net Patch 10.2.0.3.0

Oracle Net Required Support Files 10.2.0.1.0

Oracle Net Required Support Files Patch 10.2.0.3.0
Oracle One-Off Patch Installer 10.2.0.3.0

Oracle RAC Required Support Files-HAS 10.2.0.1.0
Oracle RAC Required Support Files-HAS Patch 10.2.0.3.0
Oracle Required Support Files 32 bit 10.2.0.0.0
Oracle Required Support Files 32 bit 10.2.0.3.0
Oracle U1X 2.1.22.0.0

Oracle Universal Installer 10.2.0.3.0

Oracle Wallet Manager 10.2.0.1.0

Oracle Wallet Manager Patch 10.2.0.3.0

Parser Generator Required Support Files 10.2.0.1.0
Perl Interpreter 5.8.3.0.2

Platform Required Support Files 10.2.0.1.0

Platform Required Support Files 10.2.0.3.0
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Precompiler Common Files 10.2.0.1.0

Precompiler Common Files Patch 10.2.0.3.0

Precompiler Required Support Files 10.2.0.1.0

Precompiler Required Support Files Patch 10.2.0.3.0
RDBMS Required Support Files 10.2.0.1.0

RDBMS Required Support Files for Instant Client 10.2.0.1.0
RDBMS Required Support Files for Instant Client Patch 10.2.0.3.0
RDBMS Required Support Files Patch 10.2.0.3.0

regexp 2.1.9.0.0

Required Support Files 10.2.0.1.0

Secure Socket Layer 10.2.0.1.0

Secure Socket Layer Patch 10.2.0.3.0

SQL*Plus Required Support Files 10.2.0.1.0

SQL*Plus Required Support Files Patch 10.2.0.3.0

SSL Required Support Files for InstantClient 10.2.0.1.0

SSL Required Support Files for InstantClient Patch 10.2.0.3.0
Sun JDK extensions 10.1.2.0.0

XDK Required Support Files 10.2.0.1.0

XDK Required Support Files Patch 10.2.0.3.0

A3 Oracle Business Intelligence Enterprise Edition (10.1.3.3.2)
Components

Oracle Business Intelligence Systems Management
Oracle Business Intelligence Server

Oracle Business Intelligence Cluster Controller
Oracle Business Intelligence Client

Oracle Business Intelligence Presentation Services

Page 148 of 271 © 2009 Oracle



Evaluation of Oracle Business Intelligence
OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8
03 June 2009

Annex B

B.1

B.2

B.3

Start / Restart Procedure

Update user.sh

Add the following entries to the wuser.sh script located in
/space/oracle/product/OBIEE/setup directory (machines 1 and 2):

ORACLE’

the

export ORACLE HOME=/space/oracle/product/10.2.0/client
export TNS_ADMIN=$0RACLE_HOME/network/admin

export PATH=$0RACLE_HOME/bin:/opt/bin:$PATH

export LD_LIBRARY_PATH=$0RACLE_HOME/1ib32:$LD_L1BRARY_PATH

Start Order

The environment must be started in the following order:

e Machine 7
e Machines 1 and 2
e Machines 3,4,5and 6

Start / Restart Procedure

Machines 1 and 2:

/space/oracle/product/OBIEE/setup/run-ccs.sh start
/space/oracle/product/OBIEE/setup/run-sa.sh start
/space/oracle/product/OBIEE/setup/run-saw.sh start

Machine 3:

export ORACLE_HOME=/space/oracle/product/10.2.0/db
export PATH=%0RACLE_HOME%/bin:$PATH

export ORACLE_ SID=orcl

Isnrctl start

sqlplus / as sysdba

startup

exit

Machine 4:
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export ORACLE HOME=/space/oracle/product/10gAS/10g_ OIM
export PATH=$0ORACLE_HOME/bin:$0RACLE_HOME/opmn/bin:$PATH
export ORACLE_SID=oid

Isnrctl start

sqlplus / as sysdba

startup

exit

opmnctl startall

Machine 5:

export ORACLE HOME=/space/oracle/product/10gAS/10g_J2EE
export PATH=$0RACLE_HOME/bin:$0RACLE_HOME/opmn/bin:$PATH
opmnctl startall

export ORACLE HOME=/space/oracle/product/10gAS/10g_OHS
export PATH=$0ORACLE_HOME/bin:$0RACLE_HOME/opmn/bin:$PATH
opmnctl startall

Machines 6 and 7 have no specific start procedure — they only requirement is
that they are started.

User Tracking Data Structure change procedure

A correction is required in the Usage Tracking Data Structure to ensure that
when a user impersonates another user within the Oracle Business Intelligence,
the users are identified in terms of logged on username and impersonating user.

The following steps should be followed once after the install on Machine 6
followed by a stop and re-start of machines 1 - 5.

Open the Bl Administration Tool by navigating to Start > Programs > Oracle
Business Intelligence > Administration
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O Oracle BI Administration Tool =]

File Tools Help

I = = =

For Help, press F1 ’_ S

Click Open Online &

O Oracle BI Administration Tool
File Tools Help

De@ed s=e|E|s =%a

0Open Online obivm1.logica.co.uk x|

Uszer IAdministrator Open I
: Cancel |
™ Load all objects on startup Help |

obivin] . logica. co.uk

For Help, press F1 ,—,—,_
Histart| @ 5) (@ 9 ©  [[S oracle B Administrat... @ 3N 1220w

Enter Administrator password in the Password dialog.

Click Open
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(O {Online) Oracle BI Administration Tool - obivm1.logica.co.uk {Server obivm1.logica.co.uk) - |ﬁ' |1
File Edit Wiew Manage Tools ‘Window Help
[PE@eE|smaF(s %%l
el
([ asdsadsadasd = iw - i@ Faint
(3 Paint -2 Usage Tracking @ 5S4 Systemn D atabaze
(3 Paint Exec @ Usage Tracking
(3 test?
+ (3 Usage Tracking
o[l zzzzzzzzZEzz
For Help, press F1

*fstartl é @ @ v ] e IE(DnIine) Oracle BI Ad...

[z W8 2 XY 12:22PM

In the Presentation window, click the + next to the “Usage Tracking” folder

[2 (Online) Oracle BI Administration Tool - obivml.logica.co.uk {Server obivml.logica.co.uk)
File Edit Yiew Manage Tools ‘Window Help

e IR ==

=18

-3 Pairt

-2 Paint Exec

- test2

(=423 Usage Tracking

5] Users

Tapic
Query Time

Measures

‘V'ear Ago Measures
Maonth Ago Measures
wieek Ago Measures
-[L zzzzezzezEzz

Business Model and Mapping

D Faint
-2 Usage Tracking

o[ 54 System Database
@ Usage Tracking

i@ Paint

“or Help, press F1

st 85 @ 5 ©

IE {0Online) Dracle BI Ad...

Click on the + next to “Users”

rrr—

| RN 1223Pm
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O (0Online) Oracle BI Administration Tool - obivm1.logica.co.uk (Server obivm1.logica.co.uk) — IE ILI
File Edit Wiew Manage Tools Window Help
EEELIEL =N =1
- Paint Paint
-3 Paint F-[Z3 Usage Tracking @ SA System Database
(23 Paint Exec @ Uzage Tracking
[T test2
[—]a Usage Tracking
- Uszers
% E Group Name
User Name
Z Impersonated User
Topic
Query Time
Measures
Year Ago Measures
Month &go Measures
B week Ago Measues
[E0 zzzzzzzezeez
For Help, press F1 e
Iﬁ'Startl eai@Eoo IE(Dnline) Oracle BI Ad... [z W% 2N 1z:24PM

Right click on “Impersonated User” and click on “Check Out”

O {Online) Oracle BI Administration Tool - obivml.logica.co.uk (Server obivml.logica.co.uk) =1

File Edit Yiew Manage Tools Window Help

EEEEIEE L= =0

Business odel and Mg Physca
] asdsadsadasd il i@ Pairt

(I3 Paint -3 Usage Tracking @ 5& Spstem D atabasze
(23 Paint Evec @ Usage Tracking
[T test?

= a Uzage Tracking

Uszers
= Group Mame
User Mame

‘Year Ago Measures
Maonth Ago Measures

4] week foo Measures
(Bl 222272227222

For Help, press F1 ’7 ,7 ’7
M = @ @ = ¢ E (Online) Oracle BI Ad... = ,m

Right click on “Impersonated User” and click on “Rename”
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O (Online) Oracle BI Administration Tool - obivml.logica.co.uk (Seryver obivm1.logica.co.uk) = 1[

File Edit Wiew Manage Tools ‘Window Help

REEETIEEL- =R

Business Modeland Mappll Prysicsl
- [f] asdsadsadasd 3 Pairt i@ Faint

-2 Paint @ Usage Tracking @ SA System D atabase

(23 Paint Exec @ Usage Tracking

Cl test?

=43 Usage Tracking
Users

E Group M ame

User Name

Guery Time
Measures
‘Year Ago Measures
tonth Ago Measures

Wweek Ago Measures
| zzzzzzzzzzzz

For Help, press F1 ,—,—,_
Histart| @ 5) @ 9 ©  [[= (Online) Oracle BI Ad... @[ BM zarem

Type “Impersonating User” and press “Enter”

IO (Online) Dracle BI Administration Tool - obivm1.logica.co.uk (Server obivm1.logica.co.uk) — Iﬁllﬂ

File Edt Yiew Manage Tools ‘Window Help

[Desp@|s @5 b %%E |

----- ¥ asdsadsadasd 23 Paint i@ Paint

[l 54 System Datshaze
@ Usage Tracking

-2 Pairt H- Usane Tracking
E-{Z3 Paint Exec

Measures

Y'ear Ago Measures
tanth Ago Measures
week Ago Measures
----- (I3 zzzzzzzzezzz

For Help, press F1 ,—,—,_
M &5 E o e IE (Online) Dracle BI Ad... &l ,m

Click on the “Check In Changes” button E
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© (DOnline) Oracle BI Administration Tool - obivm1.logica.co.uk {Server obirm1.logica.co.ul

File Edit Yiew Manage Tools ‘Window Help

RE IR ==

=18 x|

i@ Paint
@ 5 Spstem D atabase
@ Uzage Tracking

- asdzadzadasd 3 Paint
-2 Paint W Usage Tracking
[+ Paint Exec
E3 teat2
-3 Usage Tracking
o Users
= Group Mame
£ UserMame
B Tpetonair e =
Topic
Query Time 2
Measures \.) Do you wish to check global consistency?
‘Year &go Measures
Month Ago Measures
¥=| 'Week AgoMeasures 4INU —ICancel
.(Jl] zzzz72rZIEZZZ k

For Help, press F1

o/ start é @ @ (v @ IE {Dnline) Oracle BI Ad...

Click “Yes”

O (Online) Oracle BI Administration Tool - obivm1.logica.co.uk {Server obivm1.logica.co.ul

Filz=  Edit Taools  Windaw  Help

[pessa|s m@|=|s=nm|

Wiew  Manage

Crr—

[z |W® 23R 12:33PM

=181x|

. I I
e
A e sistency Check Manager -|0O] x

_____ 1 msdsathadond =1olx|
-2 Paint = ahase
Messages
(23 Paint Exec & IODUUHSI 0
""" 0 test2 . Display:
E1+23 Usage Tracking ’7 ¥ Errors ¥ warnings [V Best Practices | g
=-E] Users
Group Mame [~ Messages:
User Name Message Type | Object Type | Dbject |Error D
= Impersanatin
Topic
Guery Time
Measures
Year dgo Measul
Maonth Ago Meas
Wwieek Ago Meas h
----- B8 zzzzzzezzzez
K| i
[”" Shaw Qualified Mame Check all Objects Copy: | Close | Help |
|A Global Consistency Check was performed. 0 Error(s) (0 shown), 0 Warning(s) (0 shown), and 0 Bes

For Help, press F1

&Startl e @ @ (W | @ IE(Dnline) Oracle BI Ad...

Click “Close”

CC e

[Z |9 AN 12:34Pm
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== x|

(O (Online) Oracle BI Administration Tool - obivm1.logica.co.uk (Server obivmi.logica.co.uk)

File Edit Yiew Manage Tools Window Help

IR I ==

business Model and Mapping Fyscl 0
i@ Paint

[ asdsadzadazd 23 Paint

-2 Paint [Z3 Usage Tracking @ 5S4 System D atabase
#-[Z0 Paint Exec @ Usage Tracking
3 test2
=-E3 Usage Tracking
B Users

Imperzonating Llser
Topic

Querny Time

Measures

‘Y'ear Aga Measures
Month Ago Measures
‘Week Ago Measures
[0 zzzzzzzzezez

T

Far Help, press F1
mstartl e E a0 [=] (Online) oracle BI Ad... [z |W® 3N 12:35PM

Click File > Save

=181

(O (Online) Dracle BI Administration Tool - obivm1.logica.co.uk {Server obivm1.lo

Filz Edit VYiew Manage Tools ‘Window Help
B LI =1 =]

----- [ asdsadsadasd (3 Paint Paint
[#-{E3 Paint [Z3 Usage Tracking 4 54 System Databaze

E-{Z3 Paint Exec @ Usage Tracking

F1-23 Usage Tracking
E|" Users

=
= Group Mame

Uszer Mame
= Impersonating p
< mp M Oracle BI Administration Tool x|
Topic
Quern Time . .
M ' In arder for ywour online changes ko take effect, you will have to manually restart each
gasues ] non-master Oracle BI Server instance in the cluster,

For Help, press F1 ,— ,— ,_
ml @ @ @ (| e IE {Online) Oracle BI Ad... E ’m

Click OK, stop machines 1 -5 and re-start machines 1 - 5.
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Annex C Oracle Enterprise Linux 4 Update 5 x86_64

This annex describes the steps required to install the evaluated configuration of
Oracle Enterprise Linux 4 Update 5 x86_64. [ECGOEL4] may be read for
general guidance when installing Oracle Enterprise Linux.

The information that was supplied by the administrator for each step during the
installation of the Oracle Enterprise Linux software for the evaluation of the
TOE is indicated in the section below.

C1l Prerequisites

C.l1 Packages for the Evaluated Configuration
[ECGOEL4, 2] lists the additional packages required for the evaluated
configuration. The kickstart file used for the installation was extracted from the
capp-eal4-config-oracle.rpm package.

C.1.2 Common Customizations

Make the following changes to the ks-x86_64.cfg kickstart file:

keyboard uk

timezone Europe/London
firewall --disabled
selinux —disabled

logvol / --fstype ext3 --name=LvRoot --vgname=$VGNAME --
size=2048 --grow

logvol swap --fstype swap --name=LvSwap --vgname=$VGNAME --
size=2048

C.13 Customizations for Machines One and Two

For machines one and two add the following packages to the kickstart file:

compat-db.i386 compat-db.x86_ 64
compat-libstdc++-33.1386 control-center
gnome-libs libstdc++.1386
libstdc++-devel . 1386 openmotif21.i1386
sysstat xorg-x11l-xauth
Xscreensaver

C.l4 Customizations for Machine Three

For machine three, add the following packages to the kickstart file:
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compat-db
control-center
libaio

Xxorg-x1ll-deprecated-libs. 1386
Xscreensaver

compat-libstdc++-33
gnome-libs

sysstat
Xorg-x1l1l-xauth

Customizations for Machine Four

For machine four, add the following packages to the kickstart file:

compat-db. 1386
compat-libstdc++-296.1386
gnome-libs

libstdc++.1386
libstdc++-devel .x86 64
sysstat

Xscreensaver

compat-db.x86 64
control-center
gnome-libs-devel
libstdc++-devel . 1386
openmotif2l.i386
Xorg-x1l1l-xauth

Customizations for Machine Five

For machine five, add the following packages to the kickstart file:

compat-db. 1386
compat-libstdc++-296.1386
gdbm-1.8.0-24.1386
libstdc++.1386
openmotif21l.i386
Xorg-x1ll-xauth

compat-db.x86 64
control-center
gnome-libs
libstdc++-devel . 1386
sysstat
Xscreensaver
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C.2

C21

Oracle Enterprise Linux 4 Update 5 Installation

The operating system for machines one to five and seven should be installed
according to the method described below. Start the machine.

Boot Prompt

Enterprise

Linux

oRACLE"

- To install or upgrade in graphical mode, press the <{ENTER> key.
— To install or upgrade in text mode, type: linux text <{ENTER>.

— Use the function keys listed below for more informatiom.

hoot : linux ks=cdrom:/ks-x86_64.cfg method=nfs: I -t age-0e 1405164

At the boot prompt enter ‘linux  ks=cdrom:/ks-x86_64.cfg
method=nfs:172.20.16.1:/stage/oel4u5_x64’.

Click the ‘Enter’ button.
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C.2.2 Configure TCP/IP

elcome to Enterprise

| Conf igure TCP-/IF |

Please enter the IP configuration for this machine. Each
item should be entered as an IF address in dotted-decimal
notation (for example, 1.2.3.4).

[ 1 Use dynamic IP configuration (BOOTP.DHCP)

IP address:

Netmask:

Default gateway C(IP):

Primary nameserver: _|

<Tab>s<fAlt-Tab> between elementz | <Space> selects i <F12> next screen

Deselect ‘Use dynamic IP configuration (BOOTP/DHCP)’ and enter the
required TCP/IP information.
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c.23 Operating System Settings

Common Criteria CAPP configuration kickstart seses

sing volume group ’UolGroupBd® .
(Answer 't" at any prompt to get an interactive shell)

Installation source I[nfs: G- -tage-oel4u5_x641 7

Available destination disks:
leda (268473 MB)

Install on which disk [sdal 7

ostname (fully qualified) [el4capp.example.com] 7 ENEGEGGGED

etwork interface [ethBAl1 7

[255.255.254.81 7

ameserver list (comma separated) [IIEGEED1 -

nually edit partitioning instructions (ysn) [nl 7

his is your last chance to stop the installation. Continuwing
ill erase the destination disk and install noninteractively.

Dkay to proceed with install on sda (ysmn) [nl 7 y

Enter the required information or accept the default values.
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C.24 Create Partitions

Enterprise Linux Released wvia the GPL

| Warning |

The partition table on device sda was
unreadable. To create new partitions
it must be initialized, causing the
loss of ALL DATA on this drive.

This operation will override any
previous installation choices about
which drives to ignore.

Would you like to initialize this
drive, erasing ALL DATA?

<Tab»r<{Alt-Tab> between elements i <3pace> selects i <F1Z> next screen

Initialize the drive by accepting to erase all data.

Page 162 of 271 © 2009 Oracle



Evaluation of Oracle Business Intelligence ORACLEO

OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8
03 June 2009

C.25 Installation

nterprise Linux Released wia the GPL

| Package Installatiom |

Name ! tzdata-2887d-1.el4-noarch
Size 1 7828k
Summary: Timezone data

b

Packages

Total 3 441
Completed: 11 5M
Remaining:

{Tab>~<flt-Tab> between elements i <3pace> selects i <F12> next screen

The operating system and required packages will now be installed.
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C.26 Common Criteria CAPP Configuration (1)

Cormon Criteria CAPP configuration kickstart seses

Please enter the password for the root account.

hanging password for user root.

ew UNIX password:

Rletype new UNIX password:

asswd (pam_unix)[8163]1: password changed for root
asswd: all authentication tokens updated successfully.
reate an administrative user account.

Real name (First Last) [1 7 Rizwan Arshad

serid [rarshadl 7
hanging password for user rarshad.

asswd (pam_unix)[8171]1: password changed for rarshad
asswd: all authentication tokens updated successfully.

fidd more administrative users (yrsn) [nl 7

Once the operating system has been installed, the common criteria CAPP
configuration script will be executed.

Set a password for the root user and create an administrative user.
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C.2.7 Common Criteria CAPP Configuration (2)

eed to install the certification RPM packages:
app-eald-conf ig-oracle-1.8-1.EL4.noarch.rpm
ernel-Z.6.9-55.8.08.8.2 .EL.x86_64.rpm
ernel-devel-2.6.9-55.8.8.8.2 .EL.xB6_64.rpm
ernel-smp-2.6.9-55.8.8.8.2 .EL.x86_64.rpm
ernel-smp-dewvel-2.6.9-55.8.8.8.2 .EL .x86_64.rpm
udit-libs-dewel-1.8.15-3.EL4.i386.rpm
udit-1ibs-1.8.15-3.EL4.i386.rpm

Supply a web URL or a local (absolute) directory name.

If you need to mount a device containing the files,
enter 1" and RETURN to get a shell prompt.

Location [http:--oss.oracle.comeld-ealrs] 7 1

Starting interactive shell, type ‘exit’ when done
l=h-3.688# mkdir /mnt-capp-eal4d
=h-3.88# mount ~devrcdroml /mmt- capp-eald
ount: block device ~devscdroml is write-protected, mounting read-only
sh-3.884% exit
exit

Location [http:--oss.oracle.comreldreal-s] 7 /mnt-capp-eald

Enter the location of the certification RPM packages.
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c.2.8 Common Criteria CAPP Configuration (3)

Update postfix configuration

[Sending root mail to members of wheel group: oracle

fAirchiving ~etcraliases

oving setcraliases to setcraliases-ZBBBA923-1448
runming: cp -p setcraliases.new setcraliases

firchiving ~etcspostfix main.cfl

oving setc/postfixsmain.cf to retcr/postfix-/main.cf-Z2BB8A923-1448
i | Complete |

Congratulations, your Enterprise Linux installation is complete.

Remove any installation media (diskettes or CD-ROMs) used during
the installation process and press <{Enter> to reboot your system.

Reconf iguration successful.
It is now necessary to reboot the system. After the reboot,
our system configuration will match the evaluated configuration
Reboot the system
rebooting the system now. Sleeping for 18 seconds...
<Enter> to reboot

Once the operating system has been rebooted the system configuration will
match the evaluated configuration.
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C.3 Post Installation Steps

The actions [OS.1] to [OS-9] listed in this section are required for machines
one to five before the installation of the TOE can be carried out.

[0S.1] The entry in the file Zetc/redhat-release must be modified to:

Red Hat Enterprise Linux AS release 4 (October Update 5)

[0S.2] X11 forwarding is required to run the Oracle GUI programs. Modify the
X11Forwarding parameter in the Zetc/ssh/sshd_config file:

X11Forwarding yes

Restart sshd:

/etc/init.d/sshd stop
/etc/init.d/sshd start

[0S.3] Add the following lines to the /etc/security/limits.conf file to increase
the shell limits:
oracle soft nproc 2047
oracle hard nproc 16384
oracle soft nofile 2048
oracle hard nofile 65536
[0S.4] The following line must be present in the file /etc/pam.d/login:
session required /1ib64/security/pam_limits.so
[O0S.5] An operating system group, which will be used by the Oracle software owner,

must be created before installing the TOE. Any legal name can be used for this
group, but the convention is to use oinstall. The oinstall group can be
created using the command:

$ /usr/sbin/groupadd oinstall
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[0S.8]

[0S.9]

03 June 2009

An operating system user that will be the Oracle software owner must be
created before installing the TOE. The standard name used is oracle. When
creating the user a primary group is required. The primary group should be
oinstall. The oracle user can be created using the command:

$ /usr/sbin/useradd —g oinstall oracle

Set the oracle users password with the following command:

$ passwd oracle

Add the following lines to the oracle users _bash_profi le file:

if [ $USER = "oracle™ ]; then
if [ $SHELL = "/bin/ksh™ ]; then
ulimit -p 16384
ulimit -n 65536
else
ulimit -u 16384 -n 65536
fi

Create the installation directories and set the appropriate owner and group
permissions on the directories using the following commands:

mkdir —p /space/oracle (machines 1 to 5)
mkdir —p /space/oracle/product/OBIEE (machines 1, 2 and 5)
chown —R oracle:oinstall /space

In the evaluated configuration, the software to be installed is made available
through NFS. Issue the following commands as the root user:

/sbin/chkconfig ——level 3 portmap on
/sbin/chkconfig -—level 3 netfs on
/etc/init.d/portmap start

/etc/init.d/netfs start

mkdir —p /mnt/software

mount sagfslt.saglab.uk.oracle.com:/vol/KITS \
/net/sagfslit/vol/KITS

To permanently enable the NFS share, add the following line to the
/etc/fFstab file:
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sagfsit.saglab.uk.oracle.com:/vol/KITS /net/sagfslit/vol/KITS \
nfs defaults 0 O
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Annex D Oracle SOA Suite 10g Release 3 (10.1.3.1.0) Installation

D.1

D.2

This annex provides a step by step guide to installing Oracle SOA Suite 10g
(10.1.3.1.0) in the evaluated configuration for Oracle Business Intelligence
Enterprise Edition (10.1.3.3.2), running on the Oracle Enterprise Linux Version
4 Update 5 operating system.

Prerequisites

As the root user add the following entries to the Zetc/sysctl .conf file:

kernel .shmall = 2097152
kernel .shmmax = 2147483648
kernel .shmmni = 4096

# semaphores: semmsl, semmns, semopm, semmni
kernel.sem = 256 32000 100 142

fs_.file-max = 131072
net.ipv4.ip_local port range = 1024 65000

kernel _.msgmni = 2878
kernel _.msgmax = 8192
kernel .msgmnb = 65535

net.core.rmem_default = 262144
net.core.rmem_max = 262144
net.core.wmem _default = 262144
net.core.wmem _max = 262144

Use the following command to change the current values of the kernel
parameters:

/sbin/sysctl —p

Input Parameters

The software installer will require the following input parameters for
successful completion of the software installation. The values for these
parameters should be gathered prior to starting the installation.

The following table should be completed with the insertion of the values to be
used for the current installation into the ‘Installation Value’ column. The
‘Example Value’ column shows the values used in the example screenshots
demonstrating the install process.

Pre-installation table matrix
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Parameter Name Installation Value | Example Value

Path /space/oracle/product/10gAS/10g_J2EE
Inventory Path /space/oracle/oralnventory

Instance Name 10gAS_J2EE

ocdjadmin Password oraclel
D.3 Installation of Oracle SOA Suite 10g Release 3 (10.1.3.1.0)

Login to the server machine as the oracle user and navigate to the directory
where the issue media has been installed — in the Evaluated Configuration used
to derive the screenshots given in this document, this was
Inet/sagfs1t/vol/KITS/Software/ApplicationServer/10.1.3.3-SOA/install

The following requirement must be performed prior to starting the Oracle
Universal Installer. Enable 32-bit emulation mode by running the following
command:

linux32 bash

As the oracle user set the ORACLE_BASE environment variable:

export ORACLE BASE=/space/oracle

Start the Oracle Universal Installer as follows:

./runlnstaller

The monitor pre-requisite check will fail as the /usr/X11R6/bin/xdpyinfo
command is not available in the evaluated configuration of Oracle Enterprise
Linux 4 Update 5. Ignore this error by entering ‘Y’ when prompted to
continue.

The information to be supplied by the administrator for each step is indicated
on the pages below underneath the relevant screenshot. These screenshots
illustrate the screens that were displayed during the installation of Oracle SOA
Suite 10g (10.1.3.1.0).
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Installation

'\@ Oracle Application Server SOA Suite 10.1.3.1.0 Installation (on vm5.saglab.u = X

Oracle Application Server SOA Suite 10.1.3.1.0 Installation

Specify the installation directory and installation mode to use.

Installation Directory : [.‘snacefuracie.’product!109ASI109_J2EE Browse... |

~— 1 Basic Install Y
Installs J2EE server and the S50A Suite of applications including BPEL, ESB and OWSM. |

| AS Instance Name | J

| A5 Administrator Username oc4jadmin
|
| A5 Administrator Password : | J Confirm Password | |
Database Type Oracle Database

| Mote: ORAWSM, ORAEBPEL and ORAESE schemas should be created before installation.

Provides options for different types of install, custom port selection, renaming OC4) instance name,
RAC databases and more. -

Help |

ORACLE'

Eack: Next = Cancel |

Enter the ‘Installation Value’ for the parameter ‘Path’ specified in the pre-
installation table matrix into the ‘Installation Directory’ field.

Click the ‘Advanced Install’ radio button.

Click Next.
i) If wou wish 1o return to the Basic Installation once you
H have already begun the Advanced Installation you will
be required to quit and restart the installer. Do you
wish 1o continue to the Advanced Installation?
N
Click Yes.
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D.3.2 Inventory

“ Oracle Universal Installer: Specify Inventory directory and credentials (on vr S

Specify Inventory directory and credentials

You are starting vour first installation on this host. As part of this install, you need to specifiya
directory for installer files, This is called the "inventory directony”. Within the inventory directory, the
installer automatically sets up subdirectories for each product to contain inventory data and will
consume typically 150 Kilolnies per product.

Enter the full path of the inventory directory:

|_rspace,fnracle,f0ralnwmow Browse... |

You can specify an Operating Systern group that has write permission to the above inventory directory.
You can leave the field blank if you want to perform the above operations as a Superuser.

Specify Operating Jystem group name:
oinstall (&%

Help )  Installed Products.. | Back Next Install ) Cancel |

ORACLE '

Enter the “Installation Value’ for the parameter ‘Inventory Path’ specified in
the pre-installation table matrix into the ‘Inventory Directory’ field.

Accept the default setting of ‘oinstall’ for the Operating System group name.

Click Next.
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D.3.3 Configuration Script (1)

B Oracle Universal Installer (on vmb.saglab.uk.o X

As the root user execute the script mentioned in the dialog. The script will
output the following:

[root@vm3 ~]# /oracle/product/oralnventory/orainstRoot.sh
Creating the Oracle inventory pointer file (/etc/oralnst.loc)
Changing groupname of /oracle/product/oralnventory to oinstall.
[root@vm3 ~]#

When the script has completed return to the Oracle Universal Installer dialog
window and click Continue.
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D.3.4 Installation Type

“# Oracle Universal Installer: Select Installation Type (on vm5.saglab.uk.oracle.c =l

Select Installation Type
Oracle Application Server SOA Suite 10.1.3.1.0

What type of installation do you want?

" J2EE Server, YWeb Server and SOA Suite (872MEB)

Installs and configures Oracle Container for J2EE (OCA[), includes SOA Applications, HTTP Server with S50
support, Oracle Enterprise Manager Application Server Control and the Oracle Process Manager and
MNotification Server {OPBN),

‘EJZEE Server and ‘y_‘_\g'eb Server (EE2ZME)

Installs and configures Oracle Container for J2EE (OCA4)), includes HTTP Server with 5L support, Oracle
Enterprise Manager Application Server Control and the Oracle Process Manager and Notification Server

{OPMNY.
© J2EE Server (625ME)

Installs and configures Oracle Container for J2EE (OC4[). Oracle Enterprize Manager Application Server
Control, and the Oracle Process Manager & Notification Server (OPMN).

T Web Server (S37MB)
Installs Oracle HTTP Senver with S5L support. Includes Oracle Process Manager & Motification Server {OPMIN.

Product Languages... |

Help )  Installed Products.. | Back I Next | Install ) Cancel |

ORACLE '

Click the *J2EE Server and Web Server (662MB)’ radio button.

Click Next.
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D.3.5 Prerequisite Checks

“# Oracle Universal Installer: Product-specific Prerequisite Checks (on vmé6.sagl - /X

The installer will now verify that the system meets all the minimum requirements for installing and
configuring the chosen product. You are required to manualhy verify and confirm the items that are
flagged as warnings or manual checks. For details on performing those checks, click on the item and
see the details at the bottom.

Check Type | [staws [l

Automatic _F;_-S;utceeded
Checking recommended operating system packages Automatic ¥ Succeeded
Checking glibc installed on the system -W Succeeded
Autornatic B Succeeded

Checking security kernel parameters

Automatic

Walidating ORACLE_BASE location (if set)

0 requirements to be verified.

Check complete. The owerall result of this check is: Passed

Help )  Installed Products... | Back Next Install Cancel |

ORACLE' .

Ensure that all the product-specific prerequisite checks have a status of
‘Succeeded’.

Click Next.
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D.3.6 Port Configuration

“ Oracle Universal Installer: Specify Port Configuration Options (on vmb5.saglal — | X

Specify Port Configuration Options

Select the method which vou want to use to configure the ports for Oracle Application Server 10g. If
you decide to manually configure the ports, then you must specify the port numbers for each port in
a text file and enter the filename below.

Configure Ports

® Automatic

© Manual:

|/space/oracle/product/10g45/10g.J2€E/staticports.inl_|  Browse )

Help | Installed Products.. | Back m Install | Cancel |
ORACLE i

Click the ‘Automatic’ radio button.

Click Next.
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D.3.7 Administration Settings

|\« Oracle Universal Installer: Administration Settings (on vmé6.saglab.uk.oracle. '= x|

Administration Settings

~— A5 Administrator 5ettings
Specify the administration settings for this Oracle Application Server instance.

A5 Instance Mame: [IOQM_JZEE
AS Administrator Username: oc4jadmin
AS Administrator Password: [...""

Confirm AS Administrator Password: [-------

¥ Configure this as an Administration OC4] instance

0C4] Instance Maming - - = e
‘You can specify the name of the default OC4) instance that is created by the installer,

0C4] Instance MName: [hume

Help ‘} Installed Emdutls..,} Back l Next j |nstall Cancel J

ORACLE’

Enter the “Installation Value’ for the parameter ‘Instance Name’ specified in
the pre-installation table matrix into the ‘AS Instance Name’ field.

Enter the ‘Installation Value’ for the parameter ‘oc4jadmin Password’
specified in the pre-installation table matrix into the ‘AS Administrator
Password’ and ‘Confirm AS Administrator Password’ fields.

Tick the ‘Configure this as an Administration OC4J instance’ check box.
Accept the default setting for ‘OC4J Instance Name’.

Click Next.
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D.3.8 Cluster Topology

“# Oracle Universal Installer: Cluster Topology Configuration {on vmé6.saglab.uk - | X

Cluster Topology Configuration

™ Canfigure this instance to be part of an Oracle Application Server cluster topology
Specify the Oracle Application Server cluster discovery address

IP Address Port

N Example 225.0.0.1:6789

Tip: This is the-multicast address shared by all nodes within the cluster.

Tip: Cluster topology configuration does not have to be done during the installation. It can be done
post=installation.

Help | Installed Products.. | Back m Install | Cancel |
ORACLE i

Accept the default settings.

Click Next.
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Summary

et Oracle Universal Installer: Summary (on vmb5.saglab.uk.oracle.com) - X

Summary
Oracle Application Server SOA Suite 10.1.3.1.0

Z-Global Settings &
Source: fnetfsagfs 1t/ wvolfKITS /Software /ApplicationServer,/ 10, 1. 2. 3 -50Afinstall fstagefproduct -
Oracle Home: fspaceforacle/productf 100a5f10g_J2EE (oracleas1)
Installation Type: |2EE Server and Web Server
S-Product Languages
L english
-Space Requirements
|—,f Required 713MEB (includes 50MB temporany ; Available 12 50GB
S-New Installations (120 products)
Agent Required Support Files 10.1.0.2.0
Agent Required Support Files Patch 10.1.0.5.0
Apache Module for Oracle Distributed Authoring and Versioning 10.1.2.1.0
Assistant Common Files 10.1.0.2.0

r"['"' Accictant Commann Filac Pateh A0 1 085 0 -_i
1 A P R WL L R (R ¥

Help )  Installed Products . ) gack | wex ) (sl ) Cancel |
ORACLE'

Click Install.
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D.3.10 Install

ORACLE’

Oracle Universal Installer: Install {on vmb5.saglab.uk.oracle.com)

Install

¥ Installation in progress
Link pending...
Setup pending...

Configuration pending...

Extracting files 1o '/space/oracle/product /10gAS5/10a_J ZEE".
[ ] 2%

Stop installation. . S —

“fou can find a log of this install session at:
fspaceforacleforalnventory flogsfinstallActions2008-06-24_01-23-34PM log

Help } Installed Eroducts... | Back ] Mext )

=

nstall | Cancell |

ORACLE
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D.3.11 Configuration Script (2)

'm  Setup Privileges (on vm5.saglab.uk.oracle.com) X

installation can proceed. Leaving this window open,
open another window and run
‘fspacejforacle/productf 10945 100_|2EEfroot.sh' as
root, then return to this window and click OK to
continue.

\:‘l A configuration script needs to be run as root before

As the root user execute the script mentioned in the dialog. The script will
output the following:

[root@vm3 ~]# /oracle/product/10gAS/10g J2EE/root.sh
Running OraclelO root.sh script...
\nThe following environment variables are set as:
ORACLE_OWNER= oracle
ORACLE_HOME= /oracle/product/10gAS/10g_J2EE

Enter the full pathname of the Jlocal bin directory:
[Z/usr/local/bin]:

Copying dbhome to /usr/local/bin ...

Copying oraenv to /usr/local/bin ...

Copying coraenv to /usr/local/bin ...

\nCreating /etc/oratab file...

Adding entry to /etc/oratab file...

Entries will be added to the /etc/oratab file as needed by
Database Configuration Assistant when a database is created
Finished running generic part of root.sh script.

Now product-specific root actions will be performed.
[root@vm3 ~]#

When the script has completed return to the *Setup Privileges’ dialog box and
click OK.
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D.3.12 Configuration Assistants

“# Oracle Universal Installer: Configuration Assistants (on vm5.saglab.uk.oracle =g

Configuration Assistants

The following configuration assistants will configure and start the components vou selected earlier.

| Tool Mame |Status Tvpe
[" Oracle Application Server Configuration Assistant Succeeded Optional

W Oracle Process Management and Notification Configl In progress

Recommended

[ Oracle Web Senvices Inspection Language Configurati Pending. .. Fecommended

opmncil: opmn is already running.
start status O

Launching fspace/oracle/product/10gAS/10g_|2EEfopmn/binfoprnctl stopproc
opmnctl: stopping opmn managed processes...

Help J Installed Products... | Back I et Install | cancel |
ORACLE '

The Oracle Universal Installer will run some configuration assistants.
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D.3.13 End of Installation

“# Oracle Universal Installer: End of Installation (on vm5.s5aglab.uk.oracle.com) - X

End of Installation

The installation of Oracle Application Server SOA Suite was successful.

Please remember...
The installation of Oracle Application Server 10g 10.1.3.1.0 was successful. rf

These instructions are located in
fspaceforacle/product/10gASf10g_J2EE/installfreadme.txt for your future
reference.

You ¢an view the status of the server with the following command:
fspaceforaclefproduct/10gASf10g_J2EEfopmn/binfepmnectl status
Access the Welcome Page with the following URL:

http:/ fvmS.saglab.uk.oracle.com: 7777 {

Help ) installed Products.., | gac | WRETI) QiEE_a)
ORACLE |

Oracle SOA Suite 10g Release 3 (10.1.3.1.0) is now installed.

Click Exit.
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Annex E

E.1l

E.2

Oracle Database 10g Client Release 2 (10.2.0.3.0)
Installation

This annex provides a step by step guide to installing Oracle Database 10g
Client Release 2 (10.2.0.3.0) in the evaluated configuration for Oracle Business
Intelligence Enterprise Edition (10.1.3.3.2), running on the Oracle Enterprise
Linux Version 4 Update 5 operating system.

Prerequisites

Oracle SOA Suite 10g Release 3 (10.1.3.1.0) must be installed before
proceeding with the Oracle Client installation. Annex D describes the steps
needed to install Oracle SOA Suite.

Input Parameters

The Oracle Database 10g Client Release 2 (10.2.0.3.0) software installer will
require the following input parameters for successful completion of the
software installation. The values for these parameters should be gathered prior
to starting the installation.

The following table should be completed with the insertion of the values to be
used for the current installation into the ‘Installation Value’ column. The
‘Example Value’ column shows the values used in the example screenshots
demonstrating the install process.

Pre-installation table matrix

Parameter Name | Installation Value | Example Value

Home

10g_10_2 0 CLIENT

Path

/space/oracle/product/10.2_0/client
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Oracle Database 10g Client Release 2 (10.2.0.1.0) Installation

Login to the server machine as the oracle user and navigate to the directory
where the issue media has been installed (in the Evaluated Configuration used
to derive the screenshots given in this document, this was
/net/sagfslt/vol/KITS/Software/Database/Linux/10.2.0.1/client).

Start the Oracle Universal Installer as follows:

./runlnstaller

The information to be supplied by the administrator for each step is indicated
on the pages below underneath the relevant screenshot. These screenshots
illustrate the screens that were displayed during the installation of Oracle
Database 10g Client Release 2 (10.2.0.1.0).
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E.3.1 Installation Method

B Oracle Database 10g Installation - Installation Method (on vml.saglab.uk.or - X

Select Installation Method

" Basic Installation
Perform full Oracle Database 10g installation with standard configuration options requiring minimal
input. This option uses file system for storage, and a single password for all database accounts.

Oracle Home Location: lfspace,‘aracle,fnrarle_rpmduct_.f10.2.0}dh_2 l Browse,.. |
Installation Type: |Eriterprise Edition (1. 368) ]
UNIX DBA Group: [wheel B

B Create Stanter Database (additional 720MB)

Global Database Narne: |urtt ]

Database Password: | | Confirm Password: I |

This password is used for the 575, SYSTEM, 5YSMAN, and DESMMP accounts.

® Advanced Installation
Allows adwanced selections such as different passwords for the 5YS5, SYSTEM, SYSMAN, and DBSNMP
accounts, database character set, procluct languages, automated backups, custom Insta.llatiun and .
alternative storage options such as Automatic Storage Management.

Help | Back J Mext | fretall Cancel |
oRrRACLE

Click the ‘Advanced Installation’ radio button.

Click Next.

© 2009 Oracle Page 187 of 271



Evaluation of Oracle Business Intelligence

@
ORACLG OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8

E.3.2

03 June 2009

Installation Type

“# Oracle Universal Installer: Select Installation Type (on vml.saglab.uK.oracle.c — [X

Select Installation Type
Oracle Client 10.2.0.1.0

What type of installation do you want?
 InstantClient (99MB)
Installs Instant Client software.

T Administrator (1.12GCE)

Installs the management console, management tools, networking services, util, basic client software,

T Runtime (77 1MB)
Installs tools for developing applications, networking services and basic client software,

Enables you to choose individual components to install.

.~ Product Languages... |

Help ) Installed Products... | Back ] Next | Install | Cancel |

ORACLE' .

Click the ‘Custom’ radio button.

Click Next.
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E.3.3 Home Details

“ Oracle Universal Installer: Specify Home Details (on vml.saglab.uk.oracle.co =]
Specify Home Details
Destination
Enter or select a name for the installation and the full path where vou want to install the product.
Name: [10g_10_2_0_CLIENT =
Path: [ sspace/oracle/product/10.2.0/client [*| Browse.. |

Help ) Installed Products... | Back I Next ) Install ) Cancel |
ORACLE' '

Enter the ‘Installation Value’ for the parameter ‘Name’ specified in the pre-
installation table matrix into the ‘Name’ field.

Enter the ‘Installation Value’ for the parameter ‘Path’ specified in the pre-
installation table matrix into the ‘Path’ field.

Click Next.
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& Oracle Universal Installer: Available Product Components (on vml.saglab.uk. |

Available Product Components
Oracle Client

do wou want 1o install?

The following are components that you can install as part of Oracle Client. Which of these components

M Oracle Advanced Security 10.2.0.1.0

Ef Oracle Met 10.2.0.1.0

Help )

Components Install Status

O S0L*Plus 10.2.0.1.0 Mot Installed

O Oracle JDEC/THIN Interfaces 10.2.0.1.0 Mot Installed

'O Oracle Internet Directory Client 10.2.0.1.0 Mot Installed
Oracle Call Imterface (OCH 10.2.01.0 Meww [nstall

-.Ij Cracle Programmer 16.2.0.5..0 i Not Installed

[0 Oracle XML Development Kit 10.2.0.1.0 Mot Installed

Meww [nstall

[ Enterprise Manager 10g Java Console 10.2.0.1.0 Mot Installed
O OLAP Analytic Warkspace Manager and Worksheet 10.2.0.1.0 Mot Installed
' 1 ' Newlnstall
I T R T R T e WA Bai e =
[~ Show all components, including required dependencies.
Installed Products... | Back | Nex ) instal Cancel |

ORACLE '

Select the ‘Oracle Call Interface (OCI) 10.2.0.1.0" and *Oracle Advanced
Security 10.2.0.1.0° components. The ‘Oracle Net 10.2.0.1.0’ is a required
component of Oracle Advanced Security and will also be selected.

Click Next.
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E.3.5 Prerequisite Checks

“# Oracle Universal Installer: Product-Specific Prerequisite Checks (on vml.sag =]

Product-Specific Prerequisite Checks

The Installer verifies that wour emvironment meets all of the minimum requirements for installing and
configuring the products that you have chosen to install. You must manually verify and confirm the
items that are flagged with warnings and items that reguire manual checks. For cletails about
performing these checks, click the item and review the details in the box at the bottam of the window.

0 requirements 1o be wverified.

Check complete. The overall result of this check is: Passed

e

Help )  Installed Products.. | Back

m install ) Cancel |

ORACLE '

Make sure that there are “0 requirements to be verified’.

Click Next.
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Oracle Universal Installer: Summary (on vml.saglab.uk.oracle.com)

Summary
QOracle Client 10.2.0.1.0

Z-Global Settings
Source: fmntfhafs/stage/fclient/stage/products, xml
Oracle Home: fspaceforacle/productf10.2 0fclient (10g_10_2 _0_CLIENT)
Installation Type: Custom
S-Product Languages
L english
-Space Requirements
|—,f Required 856ME (includes 81ME temporanyd | Available 12 48CE
S-New Installations G1 products)
Agent Required Suppon Files 10.2.0.1.0
Assistant Common Files 10.2.0.1.0
Bali Share 1.1.18.0.0
Buildtools Common Files 10.2.0.1.0
DBJAYA Fequired Support Files 10.2.0.1.0

Help |  Installed Products. . ) gack | nes ) (install )

Cancel J

[ oracie ]

Click the ‘Install’ radio button.
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E.3.7 Install

Oracle Universal Installer: Install (on vml.saglab.uk.oracle.com)

Install

Installing Oracle Cliemt 10.2.0.1.0
¥ Installation in progress

Link pending...

Setup pending...

Configuration pending...

Extracting files to '/space/oraclefproductf10.2.0/client".

a 3%

“fou can find a log of this install session at: —
Jspace foracleforalnventory flogsfinstallActions2008-06-25_01-55-21FM.log —

bBele j  (nstalled Broductes. ) [ Back |7 Next ) [ install ) Cancel )|
ORACLE i
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E.3.8 Configuration Assistants

“# Oracle Universal Installer: Configuration Assistants (on vml.saglab.ukK.oracle - X

Configuration Assistants

The following configuration assistants will configure and start the components vou selected earlier.

Tool Name Status Type
Oracle Client

M| Oracle Met Configuration Assistant In progress Recommended

R 1 ¥

 Betry | stop

Details (see full log at fspaceforacle/foralmventonglogs/finstallactions2008-06-25_01-55-2 1FPM. log):
Parameter "nodeinfo” = NO_VALUE [a

Parameter "responsefile” = fspaceforacle/productf10.2.0/client/networkfinstallfnetca_cht.rsp
Done parsing command line arguments.
Oracle Net Services Configuration:

|-
A

I Help ’ Installed Products. .. Back | Mext |nstall _} Gancel |
ORACLE’
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E.3.9 Net Configuration Assistants

'® Oracle Net Configuration Assistant: Welcome (on vml.saglab.uk.or = 0O X

Welcome 1o the Oracle Met Configuration Assistant.
This tool will take you through the common configuration steps,
listed below.

Maming Methods configuration

0r, wou can choose to have the Oracle Net Configuration

Assistant complete a typical configuration for you. Click Help for
more informatian.

v Perform typical configuration,

Cancel ) Help J] _'-' Back | Mext 5}'

Tick the ‘Perform typical configuration’ check box.

Click Next.

H Oracle Net Configuration Assistant: Welcome (on vml.saglab.uk.or, - /0%

Welcome to the Oracle Met Configuration Assistant.

To access a database service or other type of senvice, wou use
a connect identifier. The Assistant has determined that your
client can use the easy connect naming method for identifving
the database you want 10 access. With easy connect naming,
wou use the host, port{optional), and sendce name of the
database as the connect identifier.

Click Help for more information about connecting to & database
using easy connect.

Cancel j'l Help ) < Back

Click Next.
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Click Finish.
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E.3.10

Configuration Scripts

The OUI will request a configuration script to be executed as the root user:

|':'- Execute Configuration scripts (on vml.saglab.uk.oracle.com) X

The following configuration scripts need to be executed as the "root” user,

Scripts 1o be executed:

Number Script Location
1 Jepaceforaclefproductf10.2 0/client froot.sh
(4] W D

Tao execute the configuration scripts:
1. Open a terminal window
2. Log in as "root”
3. Run the scripts
4. Return to this window and click "0K” to continue

Help )

As the root user run the /space/oracle/product/10.2.0/client/root.sh
script. Do NOT overwrite existing files. The script will output the following:

[root@vml oracle]# /space/oracle/product/10.2.0/client/root.sh
Running OraclelO root.sh script...

The following environment variables are set as:
ORACLE_OWNER= oracle
ORACLE_HOME= /space/oracle/product/10.2_0/client

Enter the full pathname of the local bin directory:
[/usr/local/bin]:

The file "dbhome"™ already exists in /usr/local/bin. Overwrite
it? (y/n)

[n]:

The file "oraenv'” already exists in /usr/local/bin. Overwrite
it? (y/n)

[n]:

The File "coraenv'" already exists in Zusr/local/bin. Overwrite
it? (y/n)

[n]:

Entries will be added to the /etc/oratab file as needed by
Database Configuration Assistant when a database is created
Finished running generic part of root.sh script.

Now product-specific root actions will be performed.
[root@vml oracle]#
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End of Installation

“# Oracle Universal Installer: End of Installation (on vml.saglab.uk.oracle.com) - X

End of Installation

The installation of Oracle Client was successful.

Help j Installed Emduﬂs..,) Back l Mext |nstall _} ___Exit

ORACLE’ .

The installation of Oracle Database 10g Client Release 2 (10.2.0.1.0) is now
complete.

Page 198 of 271 © 2009 Oracle



Evaluation of Oracle Business Intelligence o
OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8 ORACLE

03 June 2009

E.4

E4.1

Oracle Database 10g Client Release 2 (10.2.0.3.0) Installation

Login to the server machine as the oracle user and navigate to the directory
where the issue media has been installed (in the Evaluated Configuration used

to derive the screenshots given in this document, this was
/net/sagfslt/vol/KITS/Software/Database/Linux/10.2.0.3/Linux/Di
skl

Start the Oracle Universal Installer as follows:

./runlnstaller

The information to be supplied by the administrator for each step is indicated
on the pages below underneath the relevant screenshot. These screenshots
illustrate the screens that were displayed during the installation of Oracle
Database 10g Client Release 2 (10.2.0.3.0).

Welcome Screen

Oracle Universal Installer: Welcome (on vme6.saglab,uk.oracle.com) Sl

Welcome

The Qracle Universal Installer guides you through the installation and configuration of
your Oracle products,

Click "Installed Products...” to see all installed products.

Deinstall Products... J

About Qracle Universal Installer... |

Help )I Installed Broducts... | Back Install Cancel

ORACLE’

Click Next.
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E.4.2 Home Details
“# Oracle Universal Installer: Specify Home Detalls (on vm2.s5aglab.uk.oracle.co - X
Specify Home Details
Destination
Enter or select a name for the installation and the full path where you want 1o install the product.
Name: [10g_10_2_0_CLIENT =
Path: |,.fspa:E,faracle,'prnduct,'m.E.OIcIiem [=| | Browse...
Help ) Installed Products... | Back ] Next | Install | Cancel |
ORACLE’ .

Select the ‘Name’ entered during the previous installation from the select list.

Click Next.
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E.4.3 Summary

Oracle Universal Installer: Summary (on vml.saglab.uk.oracle.com)

Summary
Oracle Database 10g Release 2 Patch Set 2 10.2.0.3.0

Global Settings
tSource: Jfmntfhgfs/stagef5327014/Disk1fstage/products. xmi
Oracle Home: fspaceforacle/productf10.2.0/client (10g9_10_2__0_CLIENT})
Product Languages
L english
Space Requirements
|—,f Required 523MB (incluces 50OMB temporany | Available 11 73GB
Upgrades ¢ products)
New Installations 29 products)
Agent Reguired Support Files Patch 10.2.0.2.0
Assistant Cormmon Files Patch 10.2.0.3.0
DEJAYA Required Support Files Patch 10.2.0.3.0
H&5 Common Files Patch 10.2.0.3.0
Installation Common Files Patch 10.2.0.3.0

Help |  Installed Products.. )  Back | Next

(Cai ) cacer

-
[

Click the ‘Install’ button.
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Oracle Universal Installer: Install (on vm2.5aglab.uk.oracle.com)

Install

Installing Oracle Database 10g Release ? Patch 5et 2 10.2.0.3.0

¥ Deinstall successful

' Copying files for "Java Runtime Environment 1.4.2.8.0° The Database for the Grid
Link pending... + Virtualization at every layer
Setup pending.., + Policy-based provisioning
Configuration pending... * Resource pooling

copying ‘iref1.4.2/libf2ifEtc/CMT*

5%
|
You can find a log of this install session at: =
fzpace foracle foralnventory flogsfinstallActions2008-06-25_02-12-13FM log e =~
Help j Installed Froducts... | Back l [ERT ) Install _:: zancel 'I
ORACLE' |

Page 202 of 271

© 2009 Oracle



Evaluation of Oracle Business Intelligence ORACLE,

OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8
03 June 2009

E.4.5 End of Installation

“# Oracle Universal Installer: End of Installation (on vm2.saglab.uk.oracle.com) =l |

End of Installation

The installation of Oracle Database 10g Release 2 Patch Set 2 was
successful.

Help |  Installed Products... ) Back | Mext inistall j
ORACLE '

The installation of Oracle Database 10g Client Release 2 (10.2.0.3.0) is now
complete.
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OPatch 10.2.0.4.3

OPatch is delivered through patch 6880880. Issue the following commands:

export ORACLE HOME=/space/oracle/product/10.2.0/client
export PATH=$0RACLE_HOME/OPatch :$PATH

cd $ORACLE_HOME

mv OPatch OPatch.102030

Extract the patch p6880880_102000_Linux-x86-64.zip to the client
ORACLE_HOME:

unzip <path-to>/p6880880 102000 L inux-x86-64.zip

Verify that OPatch has been updated by issuing the command:

opatch version

The result should be:

Invoking OPatch 10.2.0.4.3
OPatch Version: 10.2.0.4.3

OPatch succeeded.

Patch 5240469

Patch 5240469 is required to correct a problem that will occur during the
application of CPU April 20072. It should be applied prior to the application of
CPU April 2007. Change directory to the location of the extracted patch and
apply it using OPatch by issuing the following command:

opatch apply

2 Refer to MetaLink note 417319.1 for further information.

Page 204 of 271 © 2009 Oracle




Evaluation of Oracle Business Intelligence o
OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8 ORACLG

03 June 2009

E.7

At the ‘Is the local system ready for patching? [y/n]’ prompt enter: *Y”.

Oracle Configuration Manager (OCM) is bundled with OPatch and must be
configured during the OPatch session:

At the *stop displaying the license agreement’ prompt enter: ‘q’.

At the ‘License Agreement’ prompt enter: “Y’.

At the ‘Proxy specification’” prompt enter: ‘“NONE’.

OCM will be installed and configured and patch 5240469 will be installed.

Successful patch application will be indicated by:

The local system has been patched and can be restarted.

OPatch succeeded.

Critical Patch Update April 2007

Change directory to the location of the extracted patch and issue:

opatch apply

At the “Is the local system ready for patching? [y/n]’ prompt enter: “Y’.

Successful patch application will be indicated by:

Return Code = 0O
The local system has been patched and can be restarted.

OPatch succeeded.
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Annex F Oracle Database 10g Release 2 (10.2.0.3.0) Installation

[ECGDB] describes the steps required to install Oracle Database 10g Release 2
(10.2.0.3.0) in the evaluated configuration for Oracle Business Intelligence
Enterprise Edition (10.1.3.3.2), running on Oracle Enterprise Linux 4 Update 5
operating system.

This annex and [ECGDB] should be followed to install Oracle Database 10g
Release 2 (10.2.0.3.0) on machine 3 in the following manner:

The operating system shall be installed according to annex C and replaces
[OS.1] in [ECGDB, 3] when installing the operating system for Oracle
Database 10g Release 2 (10.2.0.3.0). Although Oracle Enterprise Linux 4
Update 5 is not listed in [ECGDB, 3] it has met Common Criteria security
requirements for assurance level EAL 4.

Perform the additional tasks from [ECGDB, 5.2.1.1].

Install Oracle Database 10g Release 2 (10.2.0.1.0) Enterprise Edition according
to [ECGGB, 5.2.3].

Install Oracle Database 10g Release 2 (10.2.0.3.0) Enterprise Edition according
to [ECGGB, 5.3].

Install OPatch according to Annex F.5.
Install patch 5240469 according to Annex F.6.
Install Critical Patch Update April 2007 according to [ECGDB, 5.4].

Setup the evaluated configuration of Oracle Database 10g Release 2
(10.2.0.3.0) according to [ECGDB, 5.5].
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Annex G

[DI.PRE-5x]

Oracle Internet Directory 10g (10.1.4.0.1) Installation

[ECGOID] describes the steps required to install Oracle Internet Directory 10g
(10.1.4.0.1) in the evaluated configuration for Oracle Business Intelligence
Enterprise Edition (10.1.3.3.2), running on a Oracle Enterprise Linux 4 Update
5 operating system.

This annex and [ECGOID] should be followed to install Oracle Internet
Directory 10g (10.1.4.0.1) on machine 4 with the following modifications:

The operating system shall be installed according to annex C and replaces
[DI.PRE-1] in [ECGOID, 3] when installing the operating system for Oracle
Internet Directory 10g (10.1.4.0.1).

[0S.2] - [OS.4] in annex C must be performed.

[DI.PRE-2] in [ECGOID, 3] must be performed. Use the following command
to change the current values of the kernel parameters:

/sbin/sysctl —p

[O0S.6] — [OS.8] in annex C replaces [DI.PRE-3] in [ECGOID, 3] when
creating the operating system group and user required for the installation.

[DI.PRE-4] must be performed.

The following requirement replaces [DI.PRE-5] in [ECGOID, 3] when
configuring the firewall on the server machine:

As the root user, issue the following command to setup the firewall:

/usr/bin/system-config-securitylevel-tui

The command will open the Firewall Configuration application:

© 2009 Oracle

Page 207 of 271




o Evaluation of Oracle Business Intelligence
ORACLE OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8
03 June 2009

‘oracle@vmd:/home/oracle

File Edit Miew Jerminal Tabs Help
system-config-securitylevel © 208083 Red Hat, Inc.

Firewall ConfTiguration

A firewall protects against unauthorized

network intrusions. Enabling a firewall blocks
all incoming connections. Disabling a firewall
allows all connections and is not recommended.

Security Level: [G@E=FLt-0 [ EETIE,

=<Tab>/<Alt-Tab> between elements <Space> selects | <F12> next screen

Enable the firewall by clicking the space bar. Tab to “Customize” and click
Enter.

File Edit Miew Terminal Tabs Help
system-config-securitylevel © 2003 Red Hat,

{ Firewall ConTiguration - Customize }

You can customize your firewall in two ways. First, you can select
to allow all traffic from certain network interfaces. Second, you
can allow certain protocols explicitly through the firewall. Specify
additional ports in the form 'service:protocol', such as 'imap:tcp'.

Trusted Devices: [JFIBLE

Allow incoming: [EEEESS [ ] Telnet
[ 1 WweWw (HTTP)BI 1 Mail (SMTP)RI 1
Other ports LLEHgall

<Tab>/<Alt-Tab> between elements <Space> selects <F12> next screen

Tab to “Other ports” and enter “ldap:tcp”. Tab to “OK” and click Enter.
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Fle Edit View Terminal Tabs

system-config-securitylevel © 2003 Red Hat, Inc.

Firewall Configuration

A firewall protects against unauthorized

network intrusions. Enabling a firewall blocks
all incoming connections. Disabling a firewall
allows all connections and is not recommended.

Security Level: [FPRLELICT [ EEL-

<Tab>/<Alt-Tab> between elements <Space> selects <F12> next screen

Tab to “OK” and click Enter.

Restart the firewall using the following command:

/sbin/service iptables restart

The following requirement must be performed prior to starting the Oracle
Universal Installer in [ECGOIDIG, 2]:

Enable 32-bit emulation mode by running the following command:

1inux32 bash

Start the Universal Installer according to [ECGOIDIG, 2]. The monitor pre-
requisite check will fail as the Zusr/x11R6/bin/xdpyinfo command is not
available in the evaluated configuration of Oracle Enterprise Linux 4 Update 5.
Ignore this error by entering “Y” when prompted to continue.

Setup the evaluated configuration of Oracle Internet Directory 10g (10.1.4.0.1)
according to [ECGOID, 4].

The following requirement supplements [DI.POST-4] in [ECGOID, 3] when
setting the password policy for OID:
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[DI.POST-4x] The directory administrator must modify the password policy for each user that
can access OID using the following LDIF file:

dn: cn=ECDPwdPolicy,cn=pwdPolicies,cn=Common,cn=Products,cn=0racleContext
changetype: modify

replace: pwdLockOut

pwdLockOut: 1

dn: cn=ECDPwdPolicy,cn=pwdPolicies,cn=Common,cn=Products,cn=0racleContext
changetype: modify

replace: pwdCheckSyntax

pwdCheckSyntax: 1
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Annex H Oracle HTTP Server 10g Release 2 (10.1.2.0.2) Installation

[ECGHTTP] describes the steps required to install Oracle HTTP Server 10g
Release 2 (10.1.2.0.2) in the evaluated configuration for Oracle Business
Intelligence Enterprise Edition (10.1.3.3.2), running on a Oracle Enterprise
Linux 4 Update 5 operating system.

This annex and [ECGHTTP] should be followed to install Oracle HTTP Server
10g Release 2 (10.1.2.0.2) on machine 5 with the following modifications:

The operating system shall be installed according to annex C and replaces
[HS.SS-1] in [ECGHTTP, 3] when installing the operating system for Oracle
HTTP Server 10g Release 2 (10.1.2.0.2).

The following requirement replaces [HS.PRE-1] in [ECGHTTP, 4]. As the
root user modify the following entries in the Zetc/sysctl .conf file:

kernel .shmmax = 4294967295
fs.Ffile-max = 206173

Use the following command to change the current values of the kernel
parameters:

/sbin/sysctl —p

The following requirement must be performed prior to starting the Oracle
Universal Installer in [ECGHTTP, 5]:

Enable 32-bit emulation mode by running the following command:

1inux32 bash

As the oracle user set the ORACLE_BASE environment variable to specify the
Oracle base directory:

export ORACLE BASE=/space/oracle

Start the Universal Installer according to [ECGHTTP, 5]. The monitor pre-
requisite check will fail as the Zusr/x11R6/bin/xdpyinfo command is not
available in the evaluated configuration of Oracle Enterprise Linux 4 Update 5.
Ignore this error by entering “Y” when prompted to continue.
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Setup the evaluated configuration of Oracle HTTP Server 10g Release 2
(10.1.2) according to [ECGHTTP, 4.2].

The following requirement replaces [HS.POST-3] in [ECGHTTP, 4.2]:

When setting the read access on web resources the following directive must be
used:

<Directory />
<LimitExcept POST GET>
Deny from all
</LimitExcept>
</Directory>

In place of:

<Directory />
<LimitExcept GET>
Deny from all
</LimitExcept>
</Directory>
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Annex | Oracle Business Intelligence Enterprise Edition
(10.1.3.3.2) with Quick Fix 090406 Installation

This chapter provides a step by step guide to installing Oracle Business
Intelligence Enterprise Edition (10.1.3.3.2) with Quick Fix 090406, running on
an Oracle Enterprise Linux 4 Update 5 operating system.

1.1 Prerequisites

Oracle SOA Suite 10g Release 3 (10.1.3.1.0) installed according to Annex D.

Oracle Client 10g Release 2 (10.2.0.3.0) installed according to Annex F.

1.2 Input Parameters

The software installer will require the following input parameters for
successful completion of the software installation. The values for these
parameters should be gathered prior to starting the installation.

The following table should be completed with the insertion of the values to be
used for the current installation into the ‘Installation Value’ column. The
‘Example Value’ column shows the values used in the example screenshots
demonstrating the install process.

Pre-installation table matrix

Parameter Name Installation Value | Example Value

Bl Home /space/oracle/product/OBIEE

Bl Data Home /space/oracle/oradata/OBIEE

AS Home /space/oracle/product/10gAS/10g_J2EE
ocdjadmin Password oraclel
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Installation of Oracle Business Intelligence Enterprise Edition
(10.1.3.3.2) with Quick Fix 090406

Login to the server machine as the oracle user and navigate to the directory
where the issue media has been installed (in the Evaluated Configuration used
to derive the screenshots given in this document, this was
Inet/sagfs1t/vol/KITS/Software/Businessintelligence/10.1.3.3.2/Linux/RH_Lin
ux/Server/Oracle_Business_Intelligence

Issue the following command to verify the machine is configured correctly:

$ ./UnixChk.sh /space/oracle/product/OBIEE

The script should return the following result:

SUCCESS!! — This machine 1is configured for Oracle Bl EE
10.1.3.3.2

If the pre-installation step is successful start the Oracle Business Intelligence
(10.1.3.3.2) with Quick Fix 090406 Installer as follows:

$ ./setup.sh

The information to be supplied by the administrator for each step is indicated
on the pages below underneath the relevant screenshot. These screenshots
illustrate the screens that were displayed during the installation of Oracle
Business Intelligence Enterprise Edition (10.1.3.3.2) with Quick Fix 090406.
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1.3.1 Information

O  Oracle Business Intelligence (10.1.3.3.2) (on vm6.s5aglab.uk.oracle.com) -

Flease read the infarmation belaw,

IMPORTANTII The complete installed Oracle Bl EE suite requires at least 2.5 GB of free disk
space.

Ap least 200 MB of free disk space in the ftmp and fvarftmp directories is required for installing
Cracle Bl EE

InstallShield -

i i [ CNes | [ cancel [ wem |
Click Next.
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1.3.2 Installation Location

O Oracle Business Intelligence (10.1.3.3.2) (on vml.saglab.uk.oracle.com)

Oracle Business Intelligence Installation

Wealcome. Oracle Business Intelligence will be installed.

Browse or Enter the Installation Location:
|/ space foracle/product/OBIEE ]

Browse or Enter the Data Location:
|,fspace,furacle_ruradata,fOBIEE

Select the Installation Type:
() Basic: Minimurmn security. Installs Oracle Containers for J2EE (OC4]).

® |Advanced: Enhanced security. Requires Oracle Application Server 10.1.3.1.0 or greater.)

InstallShield

ORACLE | < Back " MNext > | | Cancel I| Help |
BUSINESS INTELLIGENCE

Enter the “Installation Value’ for the parameter ‘Bl Home’ specified in the pre-
installation table matrix into the *Installation Location’ field.

Enter the “Installation Value’ for the parameter ‘Bl Data Home’ specified in
the pre-installation table matrix into the ‘Data Location’ field.

Click the “‘Advanced: Enhanced security. Requires Oracle Application
Server 10.1.3.1.0 or greater’ radio button.

Click Next.
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1.3.3 Product Components

O Oracle Business Intelligence (10.1.3.3.2) (on vme6.saglab.uK.oracle.com) -

Choose the setup type that best suits your needs.

(O Oracle Business Intelligence Presentation Services
=~ Only presentation services components will be installed. (Includes Oracle Business
Intelligence Presentation Services, Presentation Services Plug-in, Bl Office, Systems
Management.)

() Oracle Business Intelligence Client Tools
=2 Only client components will be installed. (Includes Cracle Business Intelligence Client
i Tools.)

() Oracle Business Intelligence Publisher
Zg Oracle Business Intelligence Publisher will be installed.

@® [Custom
}-—' The program will be installed with the features vou choose.
Recommended for advanced users.

InstalliShield -

. | <Back | mew> || cacel [ Hew |
BUSINESS INTELLIGENCE

Scroll down the page on the menu to the bottom. Click the ‘Custom’ radio
button.

Click Next.
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Product Features

O Oracle Business Intelligence (10.1.3.3.2) (on vml.saglab.uk.oracle.com) =

Select the features for "Oracle Business Intelligence 10.1.2.3.2" vou would like to install:

@ Oracle Business Intelligence
[[] Oracle Business Intelligence JDBC Driver
[wl Oracle Business Intelligence Systems Management
[v] Oracle Business Inielligence Server
vl Oracle Business Intelligence Cluster Contraller
[] Oracle Business Intelligence Scheduler
[v] Oracle Business Intelligence Cliem
[¥] Oracle Business Intelligence Presentation Services
[] Oracle Business Intelligence Presentation Services Plug-in and Bl Office
[_] Oracle Business Intelligence Publisher

InstallShield

ORACLE’ |
BUSINESS INTELLIGENCE

<pack |  mext> || cancel | Heip |

Deselect the following features:

e Oracle Business Intelligence JDBC Driver

e Oracle Business Intelligence Scheduler

e Oracle Business Intelligence Presentation Services Plug-in and Bl
Office

e Oracle Business Intelligence Publisher

Click Next.
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1.3.5 Application Server Location

O Oracle Business Intelligence (10.1.3.3.2) (on vml.saglab.uK.oracle.com) - X

Oracle Application Server Location

Oracle Application Server 10.1.3.1.0 or greater is required.

Browse or Enter the Oracle Application Server Location (ORACLE_HOME):
[/spaceforacle/product/10gAS/100_J2EE |

Browse

Enter the administrator user information for the abowve Application Server which will be used for
installing Oracle Business Intelligence Systems Management, Presentation Services, Presentation
Services Plug-in, and Bl Publisher.

Administrator username: |oc4jadmin |

Administrator password, [ I

Confirm password: s |

InstaliShield

. | <gack [ mex> |[ cancal [ Help |
BUSINESS INTELLIGENCE

Enter the ‘Installation Value’ for the parameter ‘AS Home’ specified in the
pre-installation table matrix into the ‘Oracle Application Server Location’
field.

Accept the default *‘Administrator username’ of ‘oc4jadmin’.

Enter the ‘Installation Value’ for the parameter ‘oc4jadmin Password’
specified in the pre-installation table matrix into the ‘Administrator
password’ and ‘Confirm password’ fields.

Click Next.
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1.3.6 Error Message Language Selection

O Oracle Business Intelligence (10.1.3.3.2) (on vm6.s5aglab.uk.oracle.com) -

Error Message Language Selection

A chosen component requires the selection of a language for presentation of error messages.
Flease select one of the following languages:

English -

InstallShield

S g | [ mews || [ cocel | vew |

Click Next.
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1.3.7 Summary

O Oracle Business Intelligence (10.1.3.3.2) (on vml.saglab.uK.oracle.com) -

Please read the summary information below.

Oracle Business Intelligence 10.1.2.3.2 will be installed in the following location:
fspaceforaclefproduct/OBIEE
with the following features:

Oracle Business Intelligence Systems Management
Oracle Business Intelligence Server

Oracle Business Intelligence Cluster Controller
Oracle Business Intelligence Client

Oracle Business Intelligence Presentation Services

for a total size:
1417.2 MB

InstalliShield -

wnﬁmm < Back || | Next> | | | Cancel

Click Next.
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1.3.8 Installation

O Oracle Business Intelligence (10.1.3.3.2) (on vml.saglab.uk.oracle.com) -

Installing Oracle Business Intelligence 10.1.3.3.2. Please wailL..

[ 1%

InstallShield

O  Oracle Business Intelligence (10.1.3.3.2) (on vml.saglab.uK.oracle.com) - X

Please read the summary information below.

The InstaliShield Wizard has successfully installed Oracle Business Intelligence 10.1,.2.2.2. Choose
Mext 1o continue the wizard,

Installshield -

_ SR <Bak | [CRems | | [ cancel
Click Next.
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O Oracle Business Intelligence (10.1.3.3.2) (on vml.saglab.uk.oracle.com) = X

Oracle Business Intelligence Installation Summary

The installation of Oracle Business Intelligence Enterprise Edition 10g (10.1.3.3.2) was successful.

Access the Welcome Page at fspaceforacle/productfOBIEE/index_bi_ee. htm

Oracle Application Server s automatically started at the end of installation,

InstallShield

ORACLE —

Click Finish.

The installation of Oracle Business Intelligence Enterprise Edition 10g
(10.1.3.3.2) with Quick Fix 090406 is complete.
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Oracle Business Intelligence Enterprise Edition
(10.1.3.3.2) with Quick Fix 090406 Presentation Services
Plug-In Installation

This annex provides a step by step guide to installing the Presentation Services
Plug-In in the evaluated configuration for Oracle Business Intelligence
Enterprise Edition (10.1.3.3.2) with Quick Fix 090406, running on the Oracle
Enterprise Linux Version 4 Update 5 operating system.

Prerequisites

Oracle SOA Suite 10g Release 3 (10.1.3.1.0) installed according to Annex D.

Input Parameters

The Presentation Services Plug-In software installer will require the following
input parameters for successful completion of the software installation. The
values for these parameters should be gathered prior to starting the installation.

The following table should be completed with the insertion of the values to be
used for the current installation into the ‘Installation Value’ column. The
‘Example Value’ column shows the values used in the example screenshots
demonstrating the install process.

Pre-installation table matrix

Parameter Name Installation Value | Example Value

Bl Home /space/oracle/product/OBIEE

Bl Data Home /space/oracle/oradata/OBIEE

AS Home /space/oracle/product/10gAS/10g_J2EE
Primary Host obieel_saglab.uk.oracle.com
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J.3

Installation of Oracle Business Intelligence Enterprise Edition
(10.1.3.3.2) with Quick Fix 090406 Presentation Services Plug-In

Login to the server machine as the oracle user and navigate to the directory
where the issue media has been installed (in the Evaluated Configuration used
to derive the screenshots given in this document, this was
Inet/sagfs1t/vol/KITS/Software/Businessintelligence/10.1.3.3.2/Linux/RH_Lin
ux/Server/Oracle_Business_Intelligence

Issue the following command to verify the machine is configured correctly:

$ ./UnixChk.sh /space/oracle/product/OBIEE

The script should return the following result:

SUCCESS!! — This machine 1is configured for Oracle Bl EE
10.1.3.3.2

If the pre-installation step is successful start the Oracle Business Intelligence
(10.1.3.3.2) with Quick Fix 090406 Installer as follows:

$ ./setup.sh

The information to be supplied by the administrator for each step is indicated
on the pages below underneath the relevant screenshot. These screenshots
illustrate the screens that were displayed during the installation of Oracle
Business Intelligence Enterprise Edition (10.1.3.3.2) with Quick Fix 090406.
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J.3.1 Information

O Oracle Business Intelligence (10.1.3.3.2) (on vmeé6.s5aglab.uk.oracle.com) il

Please read the information below,

IMPORTANTII The complete installed Oracle Bl EE suite requires at least 2.5 GB of free disk
space.

Al least 200 MB of free disk space in the fimp and fvar/tmp directories is required for installing
Oracle Bl EE

InstallShield

wfﬁ:ﬁﬁﬂ < Back " Mext > | | Cancel || Help |
Click Next.
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J.3.2 Installation Location

O Oracle Business Intelligence (10.1.3.3.2) (on vml.saglab.uK.oracle.com) - X

Oracle Business Intelligence Installation

Welcome. Oracle Business Intelligence will be installed,

Browse or Enter the Installation Location:
|,fspace,‘nral:lefpmduct,fOBlEE

Browse or Enter the Data Location:
|I.fspace,'uracle,fnradata,fOBIEE

Select the Installation Type:
() Basic: Minimurn security. Installs Oracle Containers for |2EE (OC4]).
® %@?@"F?F’.F.E“'?.a.'.'.‘.f...e.ﬂf‘..5.._EF.l.‘..”W- Requires Oracle spplication Server 10.1.3.1.0 or greater|

InstallShield

ORACLE’ |
BUSINESS INTELLIGENCE

<Back |  Next> || cancel | Heip |

Enter the “Installation Value’ for the parameter ‘Bl Home’ specified in the pre-
installation table matrix into the *Installation Location’ field.

Enter the “Installation Value’ for the parameter ‘Bl Data Home’ specified in
the pre-installation table matrix into the ‘Data Location’ field.

Click the “‘Advanced: Enhanced security. Requires Oracle Application
Server 10.1.3.1.0 or greater’ radio button.

Click Next.
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J.3.3 Product Components

O Oracle Business Intelligence (10.1.3.3.2) (on vm6.s5aglab.uk.oracle.com) -

Choose the setup type that best suits your needs,

() Oracle Business Intelligence Presentation Services
=~ Only presentation services components will be installed. (Includes Oracle Business
Intelligence Presentation Services, Presentation Services Plug-in, Bl Office, Syvstems
Management.)
() Oracle Business Intelligence Client Tools

ﬁ Onby client compoanents will be installed. (Includes Oracle Business Intelligence Cliemt
i Tools.)

) Oracle Business Intelligence Publisher
ﬁ Oracle Business Intelligence Publisher will be installed.

®) Custorn

=2 The program will be installed with the features you choose.
Recommended for advanced users.

InstallShield

BUSINESS INTELLIGENCE

<pack |  nex> || cancel [ Hep |

Scroll down the menu until you reach the bottom. Click the *Custom’ radio
button.

Click Next.
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J.3.4 Product Features

O Oracle Business Intelligence (10.1.3.3.2) (on vmb5.saglab.uK.oracle.com)

Select the features for "Oracle Business Intelligence 10.1.3.3.2" vou would like ta install:

@ Oracle Business Imelligence
[C] Oracle Business Intelligence JDBC Driver
[v] Oracle Business Intelligence Systems Management
[] Oracle Business Intelligence Server
[[] Oracle Business Intelligence Cluster Contraller
[] Oracle Business Intelligence Scheduler
[[] Oracle Business Intelligence Cliemt
[_] Oracle Business Intelligence Presentation Serdces
[¥] Oracle Business Intelligence Presentation Services Plug-in and Bl Office
(1 Oracle Business Intelligence Publisher

InstallShield

ORACLE’ |
BUSINESS INTELLIGENCE

<Back |  Next> || cancel | Heip |

Deselect the following features:

Oracle Business Intelligence JDBC Driver

Oracle Business Intelligence Server

Oracle Business Intelligence Cluster Controller
Oracle Business Intelligence Scheduler

Oracle Business Intelligence Client

Oracle Business Intelligence Presentation Services
Oracle Business Intelligence Publisher

Click Next.
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J.3.5 Oracle Application Server Location

O Oracle Business Intelligence (10.1.3.3.2) (on vml.saglab.uk.oracle.com) =

Oracle Application Server Location

Oracle Application Server 10.1.3.1.0 or greater is required.

Browse or Enter the Oracle Application Server Location (ORACLE_HOME):
|fspaceforacle/product/10g4S/10g.J2EE |

Browse

Enter the administrator user information for the abowve Application Server which will be used for
installing Oracle Business Intelligence Systems Management, Presentation Services, Presentation
Services Plug-in, and Bl Publisher.

Administrator username: |0|:4jadrnin |

Administrator password: [Frrreee |

Confirm password: |......,., |

InstallShield

ORACLE’ |
BUSINESS INTELLIGENCE

< Back " MNext > | | Cancel || Help |

Enter the ‘Installation Value’ for the parameter ‘AS Home’ specified in the
pre-installation table matrix into the ‘Oracle Application Server Location’
field.

Accept the default *‘Administrator username’ of ‘oc4jadmin’.

Enter the ‘Installation Value’ for the parameter ‘oc4jadmin Password’
specified in the pre-installation table matrix into the ‘Administrator
password’ and ‘Confirm password’ fields.

Click Next.
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J.3.6 Presentation Services Connection Details

O Oracle Business Intelligence (10.1.3.3.2) (on vmb5.saglab.uK.oracle.com)

Oracle Bl Presentation Services Connection Details

Oracle Bl Presentation Services Plug-in requires Oracle Bl Presentation Senvices hostname and
por 1o connect 1o,

Enter the Oracle Bl Presentation Services hostname:

|\fm1.saglab.uknracle.com

Enter the Oracle Bl Presentation Sendces port number:
[710 |

InstallShield -

. | <Back | mew> || cacel [ Hew |
BUSINESS INTELLIGENCE

Enter the ‘Installation Value’ for the parameter ‘Primary Host’ specified in
the pre-installation table matrix into the ‘Hostname’ field.

Accept the default Oracle BI Presentation Services port number.

Click Next.
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J.3.7 Summary

O Oracle Business Intelligence (10.1.3.3.2) (on vmb5.s5aglab.uk.oracle.com) -

Please read the summary information below.

Oracle Business Intelligence 10.1.2 .32 2 will be installed in the Tollowing location:
Jspacejoracle/product/OBIEE
with the following featuras:

Oracle Business Intelligence Systems Management
Oracle Business Intelligence Presentation Services Plug-in and Bl Office

for a total size:
43209 MB

InstallShield

wﬁﬁm <Back | [ Next> | || cancet |
Click Next.
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J.3.8

ORACLE’

Installation

O Oracle Business Intelligence (10.1.3.3.2) (on vmb5.saglab.uK.oracle.com) -

x

Installing Oracle Business Intelligence 10.1.3.3.2. Please wait..
[ 4%
InstaliShield
< Back ” Next > | | Cancel
BUSINESS INTELLIGENCE L — - —

O Oracle Business Intelligence (10.1.3.3.2) (on vml.saglab.uk.oracle.com) =

=

Please read the summanry information below.

The Instalishield Wizard has successfully installed Cracle Business Intelligence 10.1.2.2.2. Choose
Mext to continue the wizard.

InstallShield
ORACLE -
BUSINESS INTELLIGENCE < Back l J | Cancel
Click Next.
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O Oracle Business Intelligence (10.1.3.3.2) (on vmb5.saglab.uk.oracle.com) =X

Oracle Business Intelligence Installation Summary

The installation of Oracle Business Intelligence Enterprise Edition 10g (10.1.2.3.2) was successful.

Apcess the Welcome Page at fspaceforacle/product fOBIEEfindex _bi_ee html

Oracle Application Server is automnaticaly started at the end of installation.

InstaliShield

e L [ wes | CEm ]
Click Finish.

The installation of Oracle Business Intelligence Presentation Services Plug-In
10g (10.1.3.3.2) with Quick Fix 090406 is complete.
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Annex K J2SE Development Kit 5.0 Update 16

K.1 Prerequisites
None.
K.2 Installation of JDK 5 Update 16

Double-click on the jdk-1_5 0 16-windows-i586-p.exe file.

K.2.1 License Agreement

ii® 125E Development Kit 5.0 Update 16 - License

License Agreement

Please read the Following license agreement carefully,

Sun Microsystems, Inc. Binary Code Licenze Agreement

for the JAY S 2 PLATFORM STAMDARD EDITICHN DEVELOPMEMT KIT 5.0

SUM MICROSYSTEMS , INC. ("SUNM"Y IS WILLIMG TO LICEMSE THE SOFTWARE IDEMTIFIED

BELCiY TO % OU QMUY UPOR THE CORNDITION THAT %O ACCEPT ALL OF THE TERMS
COMTAIMED IM THIS BIMARY CODE LICEMSE AGREEMERNT AMD SUPPLEMENTAL LICEMSE

TERMZ (COLLECTIVELY "AGREEMENMT™). PLEASE READ THE AGREEMENT CAREFULLY. BY
DOAAMLOADIMNG OR INSTALLIMG THIS SOFTWARE, ¥ OU ACCEPT THE TERMS OF THE
AGREEMENT. INDICATE ACCEPTANCE BY SELECTING THE "ACCEPT" BUTTON AT THE

BOTTOM OF THE AGREEMENT. IF O ARE MOT WALLIMG TO BE BOUND BY ALL THE TERMS,
SELECT THE "DECLIME" BUTTOM AT THE BOTTOM OF THE AGREEMEMT ARD THE i

¥ I accept the kerms in the license agreement:

" I do not accept the berms in the license agreement:

Irstallshield

Blexk = I Zancel

Click the ‘I accept the terms in the license agreement’ radio button.

Click Next.
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K.2.2 Custom Setup
x
Custom Setup @ Sm

e L]

Select the program features wou want inskalled,

Select optional Features to install From the lisk belaw, You can change wour choice of Features after
installation by using the Add/Remowve Programs utility in the Control Panel

— Feature Descripkion
J25E Development Kit 5.0,
including private JRE 5.0. This
will require 264 ME on wour hard
drive,

Dermos
Source Code
Public JRE

Install kao:

Z:\Program Files!Javaijdkl . 5.0_16) Change. .. |
Installshield
< Back I Hexk = I Zancel |

Make sure only ‘Development Tools’ are installed.

Click Next.
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K.2.3 Progress

i-.% J25SE Development Kit 5.0 Update 16 - Progress

Installing

The program Features yvou selected are being installed.

Flease wait while the Install Wizard installs 125E Development Kik 5.0
IUpdate 16, This maw take several minukes,

Skakus:

Install5hield

= Barch Mewxt =
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K.2.4 Installation Complete

i':_-?u J2SE Development Kit 5.0 Update 16 - Complete x|

Installation Completed

The Install Wizard has successfully installed 125E Development
Kit 5.0 Update 16, Click Finish ko exit the wizard,

Cance| |

< Back

Click Finish.

The installation of J2SE Development Kit 5.0 Update 16 is now complete.
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Annex L

L.1

L.2

Oracle Database 10g Client Release 2 (10.2.0.3.0)
Installation

This annex provides a step by step guide to installing Oracle Database 10g
Client Release 2 (10.2.0.3.0), running on a Microsoft Windows XP operating
system.

Prerequisites

None.

Input Parameters

The software installer will require the following input parameters for
successful completion of the software installation. The values for these
parameters should be gathered prior to starting the installation.

The following table should be completed with the insertion of the values to be
used for the current installation into the ‘Installation Value’ column. The
‘Example Value’ column shows the values used in the example screenshots
demonstrating the install process.

Pre-installation table matrix

Parameter Name Installation Value | Example Value

Home

10g_10_2_0_CLIENT

Path

C:\oracle\product\10.2_0\client
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L.3 Oracle Database 10g Client Release 2 (10.2.0.1.0) Installation

Login to the server machine as the oracle user and navigate to the directory
where the issue media has been installed (in the Evaluated Configuration used
to derive the screenshots given in this document, this was C:\stage\client.

Start the Oracle Universal Installer by double-clicking setup.exe.

The information to be supplied by the administrator for each step is indicated
on the pages below underneath the relevant screenshot. These screenshots
illustrate the screens that were displayed during the installation of Oracle
Database 10g Client Release 2 (10.2.0.1.0).

L.3.1 Welcome Screen

S Dracle Universal Installer: Welcome M= E3

Welcome

The Oracle Universal Installer guides you through the installation and configuration of your
Oracle products.

Click "Installed Products..." to see all installed products.

Deinstall Products... )

Ahout Oracle Universal Installer...)

Help Installed Products.. Back Install Cancel
ORACLE |
Click Next.
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L.3.2

Installation Type

c;d_lilral:le Universal Installer: Select Installation Type

Select Installation Type
Oracle Client10.2.0.1.0

What type of installation do you want?
T InstantClient (498KE)

Installs Instant Clent software.

T Administratar (35 1MB)

Installs the management conzale, management tools, netvwaorking services, Wil basic client software.

T Runtime (231MB)

Installs tools for developing applications, networking services and basic client software.

Enables you to choose individual componernts to inztall.

Product Izanguages...)

Help Installed Products... Back | I et ) Install Cancel

ORACLE’ |

Click the ‘Custom’ radio button.

Click Next.
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L.3.3 Home Details

Qgﬂ_l]racle Universal Installer: Specify Home Details

Specify Home Details

Destinatioh

Enter ar select a name far the installation and the full path where yau want to install the product.
Marne: |1I:Ig 10_2_0_CLIENT

Path: |C:lnrau:lelpmducmD.E.chlient Browse...
Help Installed Products... Back | et ) |nstall Cancel

ORACLE |

Enter the ‘Installation Value’ for the parameter ‘Name’ specified in the pre-
installation table matrix into the ‘Name’ field.

Enter the ‘Installation Value’ for the parameter ‘Path’ specified in the pre-
installation table matrix into the ‘Path’ field.

Click Next.
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L.3.4 Product Components

‘:Alilral:le Universal Installer: Available Product Components

Available Product Components
Oracle Client

The following are components that you can install as part of Oracle Client. Which of these components do you
want ta install?

Components Inztall Status =]
Cracle Call Interface (QCN 10,2040 Mewy Install
O oracle Programmer 10.2.01 0 Mot Installed
O Oracle XL Development Kit 102010 Mot Installed
anced Security 10201 .0 Merwy Install
O Enterprize Manager 10y Java Conzole 10.2.01.0 Mat Ihstalled
O oLAP Analytic YWorkspace Mansger and YWorksheet 10.2.01.0 Mot Installed
EfOracle Mt 102040 Mesw Install
O oracle intertedia Clisnt Option 10.2.01.0 Mot Installed
O Oracle Motification Service 10.1.0.3.0 Mat Installed
M Orarcle Clusteraare Hinh Availahilite AP10102 001 0 Mt In=talled -

[ Show all components, including required dependencies.

Help Installed Products... Back | I et ) Install Cancel

ORACLE’ |

Select the ‘Oracle Call Interface (OCI) 10.2.0.1.0" and *Oracle Advanced
Security 10.2.0.1.0° components. The ‘Oracle Net 10.2.0.1.0’ is a required
component of Oracle Advanced Security and will also be selected.

Click Next.
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L.3.5 Product Components

qpﬁlilran:le Universal Installer: Product-Specific Prerequisite Checks

Product-Specific Prerequisite Checks

The Installer verifies that your environment meets all of the minimum reguirements far installing and
configuring the products that you have chosen to install. You must manually verify and confirm the items that
are flagged with warnings and items that require manual checks. For details about performing these
checks, click the item and review the details in the bax at the bottam of the windaw.

Check Type Status
Checking Oracle Home path for spaces... Automatic [ gucceeded

cle Home incampatibilities ... Autamatic

M Stop

0 regquirements to he verified.

Actual Result: NEW_HOME
Check complete. The overall result of this check is: Passed

|»

-

Help Installed Products... Back |nstall Cancel
ORACLE |

Make sure that there are *0 requirements to be verified’.

Click Next.
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L.3.6

Product Components

“ Oracle Universal Installer: Summary

Summary
Oracle Client 10.2.0.1.0

|®

Z-Global Settings
—Saurce: Chstagewclientistageiproducts xml
—oracle Home: Choraclelproduct1 0.2.0client (10g_10_2_0_CLIENT)
—In=tallation Type: Custom
ZHProduct Languages
—Enaglish
—English (United Kingdam)
C-Space Reguirements
|—C:1 Required 265ME (includes 13MEB temporary) © Available 9.76GB
Z-New Installations (48 products)
Anent Reguired Support Files 10.2.01.0

Assistant Common Files 10.2.0.1.0
Eali Share 1.1.18.0.0

Help Installed Products... Back (i [=Fe Cancel jl
ORACLE |

Click the “Install’ radio button.
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L.3.7 Install
“d Dracle Universal Installer: Install [_ D]
Install
Installing Oracle Client 10.2.0.1.0
L Oracle Database 10g:
Installat
e R The Database for the Grid
Setup pending... « Virtualization at every layer
Configuration pending. + Policy-based provisioning
+ Resource pooling

Extracting files to 'Cloracleiproductyl 0.2 Diclient'.

| 7%

Yau can find & log of this install session st

C\Program FilesWOraclelnventorylogstinstall Actions20068-11-29_10-32-23PM.log
Help Installed Braducts... Back [t [nstall Cancel

ORACLE |
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L.3.8

Configuration Assistants

% Oracle Universal Installer: Configuration Assistants

Configuration Assistants

The fallowing canfiguration assistants will configure and start the components you selected earlier.

Tool Mame Status Tvpe

Oracle Client

B Oracle Met Configuration Assistan I progress... Recomimended

Eetry | Stop

Details {see full log at CAPragram FilesiOraclelinventondlogsinstallActions2008-11-29_10-32-29PM.1ad):
Parameter "nodeinfo” = NO_WALLIE Jt
Farameter "responsefile”" = Claraclelproduct] 0.2 Dicliesntinetwarkiinstallinetca_cltrsp

Dane parsing cammand line arguments.

Oracle Met Services Configuratian:

-

Installed Broducts... Back (i [=Fe Install cance|
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L.3.9 Net Configuration Assistants

Oracle Met Configuration Assistant: Welcome

Welcome tothe Oracle Met Configuration Assistant.
This toal will take you through the commaon configuration steps,
listed below.

Maming Methods configuration

Qr, you can choose to have the Oracle MNet Configuration Assistant
complete a typical configuration faryou, Click Help far more
infarmation.

W Perform typical configuration.

Cancel ) Help ) < Back | Mext 2 |

Tick the ‘Perform typical configuration’ check box.

Click Next.

Oracle Met Configuration Assistant: Welcome

Welcome to the Oracle Met Configuration Assistant.

To access a database serice or other type of service, you Lse a
connect identifier. The Assistant has determined that vour client can
use the easy connect naming methad far identifying the database
you want to access. With easy connect naming, you use the host,
part{optional), and service name ofthe database as the connect
identifier.

Click Help for mare information about connecting to a database
using easy connect.

Click Next.
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Oracle Net Configuration Assistant: Done

ORACLE’

Qracle Met Configuration Complete.

Cancel ) Help ) < Back

et :\)

Click Finish.
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L.3.10 End of Installation

“ud Oracle Universal Installer: End of Installation

End of Installation

The installation of Oracle Client was successful.

Help Installed Products... Back [l et |nstall ~ N
ORACLE |

The installation of Oracle Database 10g Client Release 2 (10.2.0.1.0) is now
complete.
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L.4

L.4.1

Oracle Database 10g Client Release 2 (10.2.0.3.0) Installation

Login to the server machine as the oracle user and navigate to the directory
where the issue media has been installed (in the Evaluated Configuration used
to derive the screenshots given in this document, this was
C:\stage\database 10203\Diskl.

Start the Oracle Universal Installer by double-clicking setup.exe.

The information to be supplied by the administrator for each step is indicated
on the pages below underneath the relevant screenshot. These screenshots
illustrate the screens that were displayed during the installation of Oracle
Database 10g Client Release 2 (10.2.0.3.0).

Welcome Screen

% Oracle Universal Installer: Welcome =

Welcome

The Oracle Universal Installer guides you through the installation and configuration of your
Oracle products.

Click "Installed Products..." to see all installed products.

Deinstall Products. . )

Ahout Oracle Universal Installer...)

Help Installed Products... Eack |nstall Cancel
ORACLE |

Click Next.
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L.4.2 Home Details

Qgﬂ_l]racle Universal Installer: Specify Home Details

Specify Home Details

Destinatioh

Enter ar select a name far the installation and the full path where yau want to install the product.
MNarne: |1Dg_1 0_2_0_CLIENT

Fath: |C:IoraclelproducmU.z.mclient Browse...

Help Installed Products... Back | et ) |nstall Cancel
ORACLE |

Select the ‘Name’ entered during the previous installation from the select list.

Click Next.
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L.4.3 Summary

“ Oracle Universal Installer: Summary

Summary
Oracle Database 10g Release 2 Patch Set2 10.2.03.0

|»

Z-Global Settings
tSnurce: Chstagendatahase_10202D0isk1istageiproducts xml

Oracle Home: Cloraclelproductil 0.2, 0Mclient {(10g_10_2_0_CLIENT)
S-Product Languages

tEninsh o

English (United Kingdaorm)
C-Space Reguirements
|—C:I Required 212ME {includes 23MEB temparand : Availakle 8.07GE
=-Upgrades (3 products)
EI:NEW Installations {28 products)

Anent Required Support Files Patch 10.2.0.3.0

Assistant Common Files Patch 10.2.0.3.0

DEJAVA Required Support Files Patch 10.2.0.3.0

Help Installed Products... Back (i [=Fe Cancel jl
ORACLE |

Click the ‘Install’ button.
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L.4.4 Install

“d Dracle Universal Installer: Install ==l

Install

Installing Oracle Database 10g Release 2 Patch Set 2 10.2.0.3.0

¥ Deinstall successiul Oracle Database 10g:
; The Database for the Grid
Copying files for "Java Runtime Environment 1.4.2.8.0 *
+ Virtualization at every layer

Setup pending. .. T .
« Policy-based provisioning

Configuration pending... - Res o

copying jret 4 20k jar

. 8%

You can find & log of this install session at:
C\Program FilesWOraclelnventorylogstinstall Actions20058-11-29_10-49-01 Pk log

Help Installed Braducts. .. Eack [l et |nstall Cancel

ORACLE |

Page 254 of 271 © 2009 Oracle



Evaluation of Oracle Business Intelligence ORACLEO

OBIEE (10.1.3.3.2) Evaluated Configuration/Issue 0.8
03 June 2009

L.4.5 End of Installation

% Oracle Universal Installer: End of Installation

End of Installation

The installation of Oracle Database 10¢g Release 2 Patch Set 2 was successful.

Help Installed Products... Back (i [=Fe Install

ORACLE’ |

The installation of Oracle Database 10g Client Release 2 (10.2.0.3.0) is now
complete.
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OPatch 10.2.0.4.3

OPatch is delivered through patch 6880880. Issue the following commands:

set ORACLE_HOME=C:\oracle\product\10.2.0\client
set PATH=%ORACLE_HOME%\OPatch ; %PATH%

cd %ORACLE_HOME%

move OPatch OPatch.102030

Extract the patch p6880880_102000_WINNT. zip to the client ORACLE_HOME:

unzip <path-to>/p6880880 102000 WINNT.zip

Verify that OPatch has been updated by issuing the command:

opatch version

The result should be:

Invoking OPatch 10.2.0.4.3
OPatch Version: 10.2.0.4.3

OPatch succeeded.

Critical Patch Update April 2007

Change directory to the location of the extracted patch and issue:

opatch apply

At the ‘Is the local system ready for patching? [y/n]’ prompt enter: *Y”.

Oracle Configuration Manager (OCM) is bundled with OPatch and must be
configured during the OPatch session:

At the “stop displaying the license agreement’ prompt enter: ‘q’.

At the ‘License Agreement’ prompt enter: “Y’.
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At the ‘Proxy specification” prompt enter: ‘“NONE’.

OCM will be installed and configured and then the critical patch for April 2007
will be installed.

Successful patch application will be indicated by:

Return Code = 0
The local system has been patched and can be restarted.

OPatch succeeded.
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Annex M Oracle Business Intelligence Enterprise Edition

M.1

M.2

(10.1.3.3.2) Client Tools Installation

This annex provides a step by step guide to installing Oracle Business
Intelligence Enterprise Edition 10g (10.1.3.3.2) Client Tools, running on a
Microsoft Windows XP operating system.

Prerequisites

J2SE Development Kit 5.0 Update 16 installed according to Annex K.

Oracle Database 10g Client Release 2 (10.2.0.3.0) according to Annex L.

Input Parameters

The software installer will require the following input parameters for
successful completion of the software installation. The values for these
parameters should be gathered prior to starting the installation.

The following table should be completed with the insertion of the values to be
used for the current installation into the ‘Installation Value’ column. The
‘Example Value’ column shows the values used in the example screenshots
demonstrating the install process.

Pre-installation table matrix

Parameter Name Installation Value | Example Value

Bl C:\oracle\product\OBIEE

Bl Data Home C:\oracle\oradata\OBIEE

JDK Home C:\Program Files\Java\jdk1.5.0 16
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M.3

M.3.1

Installation of Oracle Business Intelligence Enterprise Edition
(10.1.3.3.2) Client Tools

Login to the server machine as the oracle user and navigate to the directory
where the issue media has been installed (in the Evaluated Configuration used
to derive the screenshots given in this document, this was <CD
Drive>\Server\Oracle_Business_Intelligence

Navigate to the directory above and double-click on setup.exe. This will start
the Oracle Business Intelligence (10.1.3.3.2) Installer.

The information to be supplied by the administrator for each step is indicated
on the pages below underneath the relevant screenshot. These screenshots
illustrate the screens that were displayed during the installation of the Client
Tools.

Information

) Oracle Business Intelligence (10.1.3.3.2) - |D|ﬂ

Please read the information below.

IMPORTARTI The complete installed Oracle Bl EE suite requires atleast 2 GB of free disk space.
At least 200 ME of free disk space in the %TEMP% directary is required for installing Oracle Bl EE.

InstallShield
ORACLE
BUSINESS INTELLIGENCE

= Baik Cancel | Help |

Click Next.
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O Oracle Business Intelligence {10.1.3.3.2)
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=0l x|

Oracle Business Intelligence Installation

Welcome. Oracle Business Intellingence will be installed.

Erowse ar Enter the Installation Location:

| »

ChoraclelpraductioBIEE

Browse aor Enter the Data Location:

Browse

ChoracleloradatanOEIEE

Selectthe Installation Type:

& Basic: Minimum security. Installs Oracle Containers far J2EE (OC4J3.

" Advanced: Enhanced security. Reguires Oracle Application Server 10.1.3.1.0 or greater.

_ orwse |
_ orowss |

Browsa

InstallShield
ORACLE
BUSINESS INTELLIGENCE = Back | Mext = | Cancel | Help |

Enter the “Installation Value’ for the parameter ‘Bl Home’ specified in the pre-

installation table matrix into the ‘Installation Location’ field.

Enter the ‘Installation Value’ for the parameter ‘Bl Data Home’ specified in

the pre-installation table matrix into the ‘Data Location’ field.

Click the ‘Basic: Minimum security. Installs Oracle Contain
(OC4J)’ radio button.

Click Next.

ers for J2EE
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M.3.3 Product Components

O Oracle Business Intelligence {10.1.3.3.2) - |EI|5|

Chaoose the setup type that best suits your neads.

| »

= Complete
ﬁ All Oracle Business Intelligence campanents will he installed.

" Oracle Business Intelligence Server

,:.“' Only server components will be installed. {Includes Oracle Business Intelligence Server,
Administration Tool, Cluster Contraller, Scheduler, Job Manager, Systems Management.)

" Cracle Business Intelligence Presentation Semices =
.:.-' Only presentation services components will be installed. (ncludes Oracle Business
Intelligence Presentation Services, Presentation Services Plug-in, Bl Office, Catalog
Manager, Systems Managerment.)

% Dracle Business Intelligence Client Toals

=3 Only client components will be installed. (ncludes Oracle Business Intelligence Client Tools,
Administration Toal, Job Manager, Catalog Manager.)

InstallShield
ORACLE’ |

BUSINESS INTELLIGENCE = Back Mext = | Cancel | Help |

Click the “‘Oracle Business Intelligence Client Tools’ radio button.

Click Next.
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M.3.4 Java Development Kit (JDK) Location

O Oracle Business Intelligence {10.1.3.3.2) o ]

Java Development kit (JDk) Location

Java Development Kit 1.5.0 or greater is required.

Browse ar Enter the JOK Location (Java_HOME):
CAProgram FilesiJavanjdk1.5.0_16

Browse |

InstallShield
ORACLE
BUSINESS INTELLIGENCE = Back |

Mext = | Cancel | Help |

Enter the ‘Installation Value’ for the parameter ‘JDK Home’ specified in the
pre-installation table matrix into the ‘JDK Location’ field.

Click Next.
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M.3.5 Error Message Language Selection

O Oracle Business Intelligence {10.1.3.3.2) - |EI|5|

Errar Message Language Selection

Achosen component requires the selection of a language for presentation of error messages. Please
select one of the following languages:

English =

InstallShield
ORACLE’

BUSINESS INTELLIGENCE Cancel | Help |

= Back

Click Next.
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M.3.6 Summary

O Oracle Business Intelligence {10.1.3.3.2) o ]

Flease read the surmmary information below:,

Cracle Business Intelligence 10.1.2.3.2 will he installed in the fallowing location:
ChoraclelpraductioBIEE
with the following features:

Oracle Business Intelligence QDBC Driver
Oracle Business Intelligence JOBEC Driver
Cracle Business Intelligence Administration Taal
Oracle Business Intelligence Client

Oracle Business Intelligence Catalog Manager
Cracle Business Intelligence Joh Manager

for a total size:
144.9 MB

InstallShield
ORACLE
BUSINESS INTELLIGENCE

= Back

Cancel

Click Next.
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M.3.7

Microsoft .NET Framework and Visual C++ Redistributable

Click Next.

ii,? icrosoft NET Framework 2.0 Setup

Welcome to Microsoft NET Framework 2.0
Setup

This wizard will guide vaou through the installation process.

=101

ii,? Microsoft NET Framework 2.0 Setup

End-User License Agreement

End-User License Agreement j

MICROSOFT SOFTWARE SUPPLEMENTAL LICEMSE TERMS
MICROSOFT NET FRAMEWORE 2.0

Micrasaft Carporation {or based on where vou live, one of its affiliates) licenses this
supplement to vou, If you are licensed to use Microsoft Windows operating system
isoftware (the "software™), vou may use this supplement. You may not use it if you do
not have a license for the software, You may use a copy of this supplement with each
walidly licensed copy of the software,

=

By clicking "I accept the terms of the License Agreement” and proceeding to use the
product, I indicate that I have read, understood, and agreed ta the terms of the End-User
License Agresment,

¥ T accept the terms of the License Agr

=101

| < Back || Install = || Cancel

ORACLE’

Tick the ‘I accept the terms of the License Agreement’ check box.

Click Install.
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A Microsoft NLT Framework 210 Setup = [ T | A Microsoft NLT Framework 210 Setup o w21

Installing compunents Setup Complete

T ibevins you sesbected ars bewg s, Microsufl MET Zu h mstalled,

1tis hichiy
sy upulaben For Uhis prockact .

Trestallation Progress: - Son ik
_ -
Generating script operations for action:
Ca_fretslacsenmbhyRD MATZNS FCR0 100 ASTN DOS025M0A | b0
o]
Click Finish.

After the Microsoft .NET Framework 2.0 Installer completes, the Microsoft
Visual C++ 2005 Redistributable will be installed.

Microsoft ¥isual C++ 2005 Redistributable

ENEENNENNANNENNENNEANNEET

The Client Tools installation will begin once the Microsoft Visual C++ 2005
Redistributable Installer is complete.
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M.3.8 Installation

O Oracle Business Intelligence {10.1.3.3.2) - |EI|5|

ORACLE’

Installing Oracle Business Intelligence 10.1.3.3.2. Please wait...

[

InstallShield
ORACLE’
BUSINESS INTELLIGENCE

= Back

et = | Zancel |

) Oracle Business Intelligence (10.1.3.3.2) - |EI|5|

Please read the summary information helow.

to continue the wizard.

The InstallShield Wizard has successfully installed Oracle Business Intellinence 10.1.3.3.2. Choose Next

InstallShield
ORACLE’
BUSINESS INTELLIGENCE

= Back

Cancel

Click Next.
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) Oracle Business Intelligence (10.1.3.3.2) - |EI|5|

Oracle Business Intelligence Installation Summary

The installation of Oracle Business Intelligence Enterprise Edition 109 {10.1.3.3.2) was successful.

Access the Welcome Page at ChoraclelproduchOBIEEndex_bi_ee html

InstallShield
ORACLE’
BUSINESS INTELLIGENCE

= Back T Newt= Cancel

Click Next.

O Oracle Business Intelligence {10.1.3.3.2) o ]

The wizard requires that yvou restar your computer,

[ ‘fes, restart my computer.

e Mo, [will restart my cormputer at a later time.

InstallShield
ORACLE
BUSINESS INTELLIGENCE = Back |

Click the “Yes, restart my computer’ radio button.
Click Finish.

The installation of Oracle Business Intelligence Enterprise Edition 10g
(10.1.3.3.2) Client Tools will be complete once the computer has restarted.
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Annex N

N.1

IBM GSKit 7 Installation

This annex provides a step by step guide to installing IBM GSKit 7 in the
evaluated configuration for Oracle Business Intelligence Enterprise Edition
(10.1.3.3.2).

IBM GSKit 7 Windows Installation

Copy the gskit7-windows.zip file from the Server_Ancillary\IBM_GSK
directory on the Windows Oracle Business Intelligence Installation CD and
extract the contents to a directory on the file system.

Open a command prompt, navigate to the location of the extracted installation
files and issue the following command:

setup LDAP —s —f1 setup.iss

IBM GSKit 7 will be installed in the C:\Program Files\IBM\GSK7 directory.

Add a SYSTEM variable called JAVA HOME and set its value to C:\Program
Files\Java\jdkl1.5.0 16.

Copy the following jar files from the C:\Program
Files\IBM\GSK7\classes\jre\lib\ext directory to the
%JAVA_HOME%\j re\lib\ext directory:

ibmjceprovider.jar
ibmpkcs.jar
ibmjcefw.jar
local_policy.jar
US_export_policy.jar
ibmjlog.jar
ibmjsse.jar

Register the IBM JCE and IBM CMS service providers by updating the
%JAVA_HOME%\jre\lib\security\java.security file to add the IBMJCE
provider and IBMCMS provider after the list of providers.

security.provider.7=com. ibm.spi . IBMCMSProvider
security.provider.8=com.ibm.crypto.provider.1BMJCE
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N.2 IBM GSKit 7 Linux Installation

Copy the gskit7-linux.tar file from the
RH_Linux\Server_Ancillary\I1BM_GSK directory on the Linux Oracle
Business Intelligence Installation CD and extract the contents to a directory on
the file system.

Change directory to the gskit directory and issue the following command as
the root user:

rpm -ihv gsk7bas-7.0-3.3.1386.rpm
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Annex O

[CC]

[CC1]

[CC2]

[CC3]

[CEM]

[ECGDB]

[ECGOID]
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